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1.1. #p

X —ERE 5 SR ARG HIA L AR )

L X FRGA T BIOS () POST, H

B PHPEEREY - BT RASENNRYIPERE SEIEMHERE . 2REE
B, XEMHI1A-32(Intel Architecture 32bit) ZEHERFIF o

1.2. &%

—BI&1TFreeBSDRITENE Z M5 S5 . XEIEEAEEFRTE, Bk
W T BERGIORE R 515 - 5153 LB 5Em:

« BIOS POST
« bootO¥ Bt
« boot2¥Ex
o loaderfT B¢

- NEIIAT

UXIO%NJXIZ@TE%%E%Eﬂﬂ boot (8) FH#EHR Hybootstrap stages 1 and
2, JEFreeBSDIN3M BT | St AR - R —M BCERE & A RIS BB RTEE

L, IRATLLS A N R X P PR .

AT — L2 X 5 -

TETER KPR R A 2 AT RERE L A3 HI AN

NG BIOS () 7 E.
F1 FreeBSD boot0

F2 BSD

F5 Disk 2

>>FreeBSD/i386 BOOT boot2*

Default: 1:ad(1,a)/boot/loader
boot:

BTX loader 1.0 BTX versionis 1.01

loader


http://www.FreeBSD.org/cgi/man.cgi?query=boot&amp;sektion=8

BIOS POST

BIOS drive A: is diskO

BIOS drive C: isdiskl

BIOS 639%kB/64512kB available memory
FreeBSD/i386 bootstrap loader, Revision 0.8
Consoleinternal video/keyboard
(ijkh@bento.freebsd.org, Mon Nov 20 11:41:23 -
GMT 2000)

/kernel text=0x1234 data=0x2345 -
syms=[0x4+0x3456]

Hit [Enter] to boot immediately, or any other -
key for command prompt

Booting [kernel] in 9 seconds..._

Copyright (c) 1992-2002 The FreeBSD Project. NG
Copyright (c) 1979, 1980, 1983, 1986, 1988, -
1989, 1991, 1992, 1993, 1994
The Regents of the University of -

California. All rights reserved.
FreeBSD 4.6-RC #0: Sat May 4 22:49:02 GMT -
2002

devnull @kukas:/usr/obj/usr/src/syDEVNULL
Timecounter -"i8254" frequency 1193182 Hz

* X PR AEDOOION B PR E R TR (e (ES A R — S -

1.3. BIOS POST

HPCINFE, FEZRHIFT Ao AR EEH - X T AT, B TRET AT
o2 A EPAVAEIUS SRS R S R (O TR TEH T e TR I AL B Z R EHUTIUFE 2R
%o orl, — NN FEEY, ENIB I E#IZE N0 cr1ffPE (Protected
Enabled, RIFEEFTAR) ALF R RS 240 T RIPEGAE SIS . H
TRHZAHIEN, AEEARESEH 55 . SR, etk
53 b ik S5 [F 1 -

{EOXTEFFFEFOME/NTAG, T RNLBHAGTF NG, XA — MR
WAL - TR R D kA TR FIBIOSIF AR -

BIOS¥ RBasic Input Output System GEARFIAMKIERT) . EAERLE, BHE
E—MHENEER/N REF#E2S Read-Only Memory, ROM) o BIOSH & &FH4&
FERENES  EHIPRZEFIRE . X, OHEESE TR M HHEBIOSTEE s FHb it
OxXEFFEFFFO« M HIX M E & — 5Bk TE 4, FEIRIBIOSHIPOSTHIFE -

POSTH RPower On Self Test(fIFLELY) . RXERFEAFBAFRE, RALLE
BMECRZELR, MWMESCPUREBRLES RN . X—MBTFE -1 EE
PP, BRIES| SR E - BIEFTERIBIOSHR A FF L5 St - IR
B JeEiEhes . MESRESS-

POSTHI B 5 — R PUTINT 019784 - X MRS NG &R — P B KRG 127
T, RAMIEONTC00. BN XAIRR IR T ARG, RN



1 SRS AR

FHTEFENE - BPERS, RN SCEES N —E5E GET 64 B - 0
SHEREENRINE, 15X, F—TBXG0E - HEENOFIERS, 5
XMIFERS) HERRIER, BXHERAETIFICFR Master Boot Record,
MBR) o« BE—EVRI AR R F AR

1.4. bootoM+¥&

LEFATE — T 3 /boot/boot0- X JE— P US12F T f/ NI« WSRAEFreeBSDZG
WAEFIESE  “bootmanager” , XU AHIAZCR S ABE EMBR

HIHGHTA,  INTOX19 $64%6%, MBR,  th#l2 bootd HIMAZENFEHAE 0x7c00.
HEXI sysboot/i386/boot0/boot0.S, AT LUK BE R E T4 — X251 S
FRZS, —BH Robert Nordier 3% H14 A\EHUAIRRF H B -

MBRE, g Zboot0E, M EOx1beFIAHE — MFERRILE, T X FE-
HEhH4FKETE FRASKIEER), BFRICRI6FET - 4 X0 FERE 1A
4y, TEFreeBSDEYARIEH, X#HF Hslice(d) . 16FTHAE —MREFTREXN
DREEAGIF . BNRGEE M KR EX PR . S0, bootOAIAZITE
YR SHNAT -

— A XIERE I

T RGIR

Al 5| SR

o 6T CHSKEZUHEATF

o 8FTT LBAKSEUREIASF

— M KIS E— o KA DAY ERFE . LBARICHSH fifiiR
FHEAMHERNERE, BERfFERAXNERAR: LBA (BT HE, Logical Block
Addressing) /R4 K AORLLE B X AI4 XK B, MCHS (FFE ik X)) fanE B
X FAAR R X

SISEHEGBEE XK, HERE LE SRR, DEMAPALL EFEHT5 SR
AN X - AEREE RN AN AVEEE . bootOE AT A N B {E:

o PREEFRSXAFE]T, HERUETHR 5] SRS
o IDHEARGEFH 7 X DL T IRG SR B 1
o FEIEP D XEE-DEX, HPEEIITZ

o 1

Bl

"

il
<t

VgL T Hindisklabel (8) SEAX—XBFHER, TEREHE _MXE.


http://www.FreeBSD.org/cgi/man.cgi?query=disklabel&amp;sektion=8

boot2i1 B

28R 2 FET— A5 § 5 X (X EI8FreeBSDH X) K —H X BIE?  EWR
SR, Alwtitboot2.

1.5. poot2 ¥k

WIFIRAEANE, At 4boot2/27E  boot0Z 5, MAETEbootl Zf5 - B E,
B 5125 KIS boot LA UE H 3 fooot ., 2 IR M —3KAKEL 51 5 R TR «
MEE S|S0, bootl#2%  bootOxf i 4 5] SHH [FIKIIEM - E4kF] boot2HiE172 -

TRATREE42F 2 — 3 /boot/mbr - iXZbootOR RIfLARA - mbr FfCHE A2 &
IRCHAL PR, AR R RS SR SR X

SLHboot2f AL FEE H 3 sys/boot/i386/boot2/ ., X B TR HiAT SCHEAE /boot . -
FE/boot LS bootOFfIboot2 N & A6 5| Sd B, /A bootOcfeiXiEH) T A
AEEAENT . bootOfI A 2 RAEMBR A A REAERL - boot2fii 7] 5| 5 iJFreeBSDS)
XEJFR - XA EAZERGER, FTLVENTAAHLs ZRMHmLEE -

boot2f) T Z 55 R UM /boot/loader, ARZ G| ST AERIHE =B - FEboot2H H)
HEEARESE A BTN open()firead() 2 R ANGEIRE s %L BRIA NG IE BN - TR 24
PR L,  BEBOUE RS, EISCboot/loader,  FIBIOSHIZHRERF EIEAN
7, e NEAL ST -

BRiLZ SN, boot2iR Al #R7R P #EATIERE,  loader W] LNHERIE - REHATT .

boot2 f) st AR IR A 7 U7 A

sys/boot/i386/boot2/Makefile

boot2: boot2.Idr boot2.bin ${ BTX} /btx/btx

btxld --v --E ${ ORG2} --f bin --b ${ BTX}/btx/btx --| boot2.ldr \
-0 boot2.1d --P 1 boot2.bin

X PMakefile WA btx1d (8) R B I RS - BIXFIRG| Sy eas
(BooT eXtender) EZAHEF (FROWE 7 (client) RMRIFEAINE . HE5F PR
FEER A — BT - FTLL boot22 —PBIXE 7, f# FHBTAHR BEAIARSS -

THotx1d@8EESE, TR ZEH R AE—E - btx1d(8)F1d(1) XA
FEIGEF A BRSO SRR — D e SRR R AT IO, Tibtxid I —
DAV SBIXEE R, FAE S THES K EN s,  DESEHARS

EIEE

bootOHATBRER EBIXIIA O i - SRJE, BICKFAMEEER I (RIS, FFESE—1
BERRERE, WEHRZES . X PR EE.

8


http://www.FreeBSD.org/cgi/man.cgi?query=btxld&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=btxld&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=ld&amp;sektion=1

1 E 5SdESNRET

o [ERB086IRE o IXEIREBTEREIS0S6AIEIIART - T FES, Wpushf,
popf, cli, sti, if, PRI -

o FEN AWIIASTE (Interrupt Descriptor Table, IDT), {#5FrE pmE 4 Al
AR FIBIOSTR FPAbBE - EESLHIT0x30, X ERFGEARD -

o WTRGVHHexecH] exitf)E LT :

BTXEE . 2 /iR fF % (Global Descriptor Table, GDT):

Z P RS FIEAE LS T HIIEMEM_USR (0xa000) , %% 5F (selector)  SEL_UCODEFg[A]
P HIEEREEY - 53R SEL_UCODE ¥H B3I AFIPR (Descriptor Privilege
Level, DPL), iXERAEHMANFR . (HZ INT Ox30 fELHICHBRFEMT B — 1B
B, X BRI EEAFSEL_SCODE  (supervisor code) HEEEHPAR . EWL
5% S IDT (R IR TF32) BT R VBRI RE «

FTLL, MZ PR execQRT, RADF M LB EIRIUT - X 5T LUBEUR
PREAEIRLEN, W9 V1% (page tables) - 2FMIARF (GDT) «  HMHiHAFF £
(IDT) & .

©



loader[t B¢

boot2  E X T —MEEMEIELSH:  sruct bootinfo. iXMEME  boot2  #]
B, RIEWEGES | loader, ZJE XHAERANRE . X DEEMFIET I H Fiboot2i5
E, HRMHloaderifiE . XMW RIEEEIHAINEA - BIOSIR AR
HEE/ L/ B EER . BIOSIRAHS| SR &R EheRm S, AT H YN
Kob, envp FREF GRETEED & - & LINT:

boot2 HA—MEXRFERHF R, REEA load) . WHRHFAAEAEREA, &
IRAE— BN 455, load() Ri&$Ediha SO (foootloader) - B4 ino_t
lookup(char *filename)#1 int xfsread(ino_t inode, void *buf, Size t nbyte) SR S {41
ZAENNEE - [boot/loaders — MELFRE I IS0, At B RISKERHIAL Ta. out
K= struct execsEiy - load()f T filoader (UELFLER, $#i/boot/loader ZE N7,
RGN O HUTZ -

1.6. loaderM&

loadert2—4>  BIX &/, FEXEAMEER EH — &R 2 AT
loader (8) , HiMike Smith®BE. [loader HJEZHIBTXAINLIECLELERTHITIE

loader KEEMESREGIFNE - HNBBERANTE, R loader M :
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1 E 5SdESNRET

1.7. A4

IEHARE — TGRS o XAER BB TR loader f&2B45 NAZHIMERG (L
B XMUEREAGEENALSL.

EX—THE —LHEBIRT . B, WGR— DELFRASRER b sCr:,
R SRR H R red/herring, — NEEAUE ST - Hik, FH—Ffrsysconf/
ldscript.i386, AT LG ERAR YR BN LARE e — 228 & - BIRIRAT LT, F4F

FORNMIIA A HENS btext’ . XI5 7Elocores HI7E L+

B SR A AR EFLAGS BN — M IUE SLHI{E0x00000002,  SRIFHIIAILETH Brar f7as -

btextifi i jil #recover_bootinfo(). identify_cpu(). creste pagetables() . X LEFIFEHE
TElocoresZ /' o X LLFIFRAITHREAT T -

11



WAL

recover_bootinfo XGRS G| SRR R R R
ZH. 5ISNEEMTH: Hloader

515 i ATiA) . HERREG 555
S EHBIFTR . XN EEES] S
HE, eSS struct bootinfo FEREZE

BN

identify_cpu XA REUTTNCPURTY R Lh B TR 22
2 _cput .

creste_pagetables XA BRI 53 DURAE AL P A7 2 [ T

DE—REE, HEE—ENE

T RIFRVME (QIRCPUR XM IIRE) :

RIE, BEEhs TR

Mo A TR, FERSitIab =L . FiJE =17 AR
R :

PRELINt3BB A ; FESEUE SR — 1 REN, TRME— IS WY - BEEH
frmi_startup() - init386& — > SHE A R K FIPIIE RS,  mi_statup()sE > 5
HRBIERMEE (28 mi_' F/RMachine Independent, AMEHHTHLEY) - W%
AN Ami_startup() iR El; XA REUS, WIZSERG]S




1 SRS AR

1.7.1. init386()

init386() & L AE  sysi386/i386/machdep.c,  EftXfIntel 386,85 7 #ATIRI VI MG
1t o loader BRFCPUPIHR B RIHET - loader BLEE N T P HINES -

EEE

@ BN IS HESHEE IS MENBSLARITERRE . 5
ZIAIAT AN, X R & AR /R R SC IR T B
fiti» T Intel 80x86fLZSAUMMME, 1M Intel /AF] K T80386
CPUNJEEE™ MBI WRl,  EEEHE AR FIE  ERLE S
Fi 80386 " £ R EIA T E R EIM R AT E -

FEXMES S, WL TR . NS EAUEET,  BR LB e (R 0L
SERUHT— R I TAE—H 51 H -

o WIHRLNEZRIATHEESEL, XS HA G SR ER

o MERGDT (2 RIARFFF)

o EFIDT (PUTHHARTR)

. MR ARGERIG

o WIHAILDDB (NI SIRIRES) , an R EH S Bt NI

o WIHAILTSS (RS IREE)

o EFLDT JREREIR TR )

o #3procO (05 HE, RIANAIZERE) Hpcb GAREREHIER)

init386() E SE AL VLTI MBS, XSG SRFPOR - ST BT

¥t (environment pointer, envp)iEH, FE Hinit_paraml().  envpiBETEH
loader 77 HUAE 45 14 bootinfor :

9y</i386/i386/machdep.c:
kern_envp = (caddr_t)bootinfo.bi_envp + KERNBASE;

[* T fhzt > |
init_paraml();

init_param1()7& X 7E syskern/subr_param.cZ H1 - XA B —Esysct1I, iH
P EE,  init_paraml()Flinit_param2(). X R Einit386()FF I :
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init386()

syskern/subr_param.c
hz=Hz;
TUNABLE_INT_FETCH("kern.hz", & h2);

TUNABLE_<typename> FETCHFH &3k BUEAEE 28 & 1O{H

lusr/srclsys/syskernd.h
#define TUNABLE_INT_FETCH(path, var) getenv_int((path), (var))

Sysctikernhzg RGBSR E . [T, Xsysct1IHinit_param1()is5E :
kern.maxswzone, kern.maxbcache, kern.maxtsiz, kern.dfldsiz, kern.maxdsiz, kern.dflssiz,
kern.maxssz, kern.sgrowsiz -

SRIEINIt386() &2 RTHiATF#E (Global Descriptors Table, GDT) . ZEx86_LH&A™
EEEGEITIE H CRIEMHb b =S B B X = B Bk ms & RO e e - 2%
MMEF, METRF RO TEISHITHIIEA7E  CS:EIP, IPAIXFIEL R Ilht
B RSB BB Hatcs” + EIP. N T HEMH, Bolin TR0, KIETR
FRAGFTT o FTLA, 7EXMEIFH, 8RR E2EIPRE - BrFF 7y,
ncs < DSEEEEFERF, @& RRARFR T RIRT| GERUL, R IEEERT
2FF, TR A INDEXER 47) -

\x ‘\\
FEE
XFF80386, EFEFFA16ML, INDEXHRAr & H A HIE 1301 -

FreeBSDR & R #iAT KN  CPURTFE 15 M FAT -

sy</i386/i386/machdep.c:
union descriptor gdtfNGDT * MAXCPU]; /* #H##H * |

9y</i386/include/segments.h:

/*

* AR GDT) it

*/

#define GNULL_SEL O /* #### */

#define GCODE_SEL 1 /* ##HHH#H */

#define GDATA_SEL 2 /* i * |

#define GPRIV_SEL 3 /* ####(SM P) ittt * |

#define GPROCO_SEL 4 /* Task state process slot zero and up, ####H##H * |
#define GLDT_SEL 5 /* #tHH#H#HHHHE * |

#define GUSERLDT_SEL 6 /* ##H it * |

#define GTGATE_SEL 7 /* it */

#define GBIOSLOWMEM _SEL 8 /* Bl OSHHHHHH(#HHHHHBHHH) * |
#define GPANIC_SEL 9 /* #HHHHHHHHHHIEHH * |

#define GBIOSCODE32_SEL 10 /* BIOSHH#(32###) */

14



1 SRS AR

#define GBIOSCODE16_SEL 11 /* BIOSH{(16#44) */
#define GBIOSDATA_SEL 12 /* BIOSH#(##) */
#define GBIOSUTIL_SEL 13 /* BIOSH#(##) */
#define GBIOSARGS SEL 14 /* BIOSHA(####) *

HIER, XFdefinesHIREFMTAL, MHRERFHAINDEN, KFIENIE
AT RPORG . Flan, NI AERERF (GCODE_SEL) FI{E90x08 -

T BRA WA TF R (Interrupt Descriptor Table, IDT) . XFRFAEL
PR PR ERE (AP TS B ERERS I - BN, BT RSUEAR, AP NARERR
ZZINT Ox80 F54 o sXfE—PMEIFANT, AHEISHRIESOEF WA TR &
LT X MDRIRAAEX N PMTAFIRE .  EXMEEHERS, XENEKR
GAMRA

@ EEE
Intel 803863 HF “YHHHIT” , WILMFHBHFEF BT —4%
call¥§4 VAR AL RIFIFE - AT Z:FreeBSDH AR FH X FHHL
i, HEERE YRR W O AT e R s S B R PR ATE -
FINEE — M AL R ELinuxB, X4iE%E|FreeBSD
NAZAS ST AT SR SRS R R R G RS N R & EoR
—LEHEER, XWTEETRBENELET;, TAREEIER
TTRIF 2 BT wIia ALt AR Rt B N B A BE B R WG AN R RE T

E4T -

RTTATFRZRZ ATLIE256  (0x100) FKiIEF - NAZMECNIDTARIE R N FF45 P il
MAFFER, XENIDT=256, ERHA(H:
9y</i386/i386/machdep.c:

static struct gate _descriptor idtO[NIDT];
struct gate_descriptor *idt = &idtO[Q]; /* #HHHH */

BB E — A ER PR EREF . RGUFEAK D INT Ox80t 2 4t :
sy</i386/i 386/machdep.c:

Setidt(0x80, & IDTVEC(intox80_syscall),
SDT_SYS386TGT, SEL_UPL, GSEL(GCODE_SEL, SEL_KPL));

P A — N P R AR PR ACINT - Ox8OFR <1, ARG HII 2 G 2B 45 bR
F_Xintox80_syscall, X ERECAEN L AAS B, i UE 2 AR AT

NI, TG FIDDB GREER) BRI 1L -
sys/i386/i386/machdep.c:

15



RSN (TSS) B 55— D x86(RIIE AP ORURLE - A K EMES TS,  1E5
REBEARAL B FEESTSEE -

JErER R AT (LDT) FRFE P RAS AR - RGUE T L IERAF,  fREJRE
WRTFR, ENRARMAROFIR U - Bl rs

N5, proco (053RS, RIPNIZFTALHIARR) fEREFEHIER (Process Control
Block) (struct pch) Z5FHRIIARIL « procOfE—> druct proc 458, FHik T — NN
iR ARGBITR, HHREREAE, LI MEMENRTHE 2 RE R

gEFistruct pebiEproc S5 I —Rsr, B X AElusrfindude/machinefpcb.hz 1, N
ErxrisseEFATHIIER, W FasiE-.

1.7.2. mi_startup()

XA R BEHFREE, FITE RGBSR, REZMRAE ST REA
-




1 E 5SdESNRET

Rigfsysini IEBRELATE (FreeBSDIFRETM) HAPHE,  RSREXEIE
— R -

B RGARIXT S (sysini thf §) @ A ZEY . k3 A T lannounce sysinit
SR SXPITRITENRAE B :

XA F RGFRIAEST_SUB_COPYRIGHT (0x0800001) BAER R
SI_SUB_CONSOLE (0x0800000) J5 T - BT LA, RRAE BRFZEFEHI & WAL S5 iR
FLAFTEN %

iEHAT1E —F ZESYSINITOR R T L84t 4 - TR ZEC_SYSINIT() -
ZC_SYSINITOSR GBI AL — MRS LS struct sysinit. S5 ERBHEER T B —1
7% DATA_SET:

ZDATA_SET()BHBMAKE_SET(),  ZEMAKE_SET(fEMFTARS & Hsysinit4]

=

EIEIEATE T, L ERRTERE, Fa-EumTEm:
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F—_asFE L TENIZ AT HUAT U H S —PMELF (section) o XEETEN
IZHEE IR - X — TRt i 2 .set.sydinit_set- XTI R —1320E
#Hannounce_sys_ini tEEEHEE, X PMEMERFE D _aamiESITEN - B
=4 aafERTMETTIEE R . WRETE A &M FETE SGEA], TRINE OB
Asfiifl) R EMBI CFEAERN TR, XS H T — o2 i858 -

FobjdumpfRE — PN RIS, WF RS ERE EEAX A LT

X—FHE B EREKHT . set.sysinit_setH0x664F 5K/, FIt L Ox664/
szeof(void *) M sysiniti S miEA TN .  HET, Wsetyysol_sstFnH T HE
HRES.

T E L — PRI Ry dtruct linker_setf)Z8 &, 7 set.sysinit setRigt ik B AR
HH:

struct linker_setiE XA




1 E 5SdESNRET

\1 ‘\ A
HEEE
SRR, FCHES MR inker sctsRFEAIFELET .

F—Uisysini i REEE, FUUE—PLINLLERNAEAE, AT RIERI
LEXT R EFRES -

EIZmi_startupQfIifie,  BAHERE T sysini i R HRALERR . R
Homi_startup(RFENHET,  HRABS— ISR &5 — W ERERGOAER:

RO sysini t G E LAE X Hsysvmivm_gluecH, XK RN A S,
fescheduler() . XN RALECPR F2 D TERRIEER, T RARBLAHFEFRIR (PID) AR5
TEFFswapperiFfE «  FI IR E]HIproc 045 IE & A SRR IX AN R -

F— AP #HERinit, HsysinitXfGinitd 7

create_init()il i ¥ Fifork1() SEC—ETRHAE, EHARFEIRMC BT H
X AEERE A LA VB AT start_init(F 2 # A - AR BREUE X
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mi_startup()

FEinit_mainct .  EZEEEIF T Z RNt SEit/sbininit, X5 /sin/
oinit, /shinvinitbak, &H/5/&/dand/sysngall:
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F 2 F N T e

it

IX—BEH FreeBSD SMP Next Generation Project #4E¥'. 15 bFIE N A%
Y5FreeBSD WHRZ AL (SMP) HFLEFIFE .

IR SO RN B A HA T {EFreeBSDINAZ H RSN, X LLBI 15 A 50 2 B A H
AfEE . BT DR LR  =0RTE - BAREH ] DU mutexE lockmgr (9) fR¥ - XFT
¥ﬁ$§%%¥¢§§,ﬁ@%%@%ﬁ?ﬁﬁﬁﬁﬁm,E%@%ﬁﬂu%ﬂﬁ

UEARBNE, BAEDIEE ‘mutex” 1 “HRZEHFRE B
XA LEEFEAMTRTEEEES 24, iE L EE TR LI
FZ . EAMLTHEE Lockmer (9) FF4E -

2.1. Mutex

Mutexifi & —F SRR ILZ/HEE T ERB . — P mutexfE—NIFZ) RAT RIgE—1>
SEHE - QIR B — SR ERS A A Mnutex,  BiS#F AR, BHEHIX
mutex#REAL - FEFreeBSDINIZH, mutexti# AR FTHIA -

Mutex®] IBGB TR, (HEnutex—i L — LA ERERN—BATHE, ©H
H— LA R ER A nutexBTBEIR - WRAFEEERF EnutexiiEIR, Al —
A~ lockmgr (9) AI#H .

B PmutexH JLANS NS4

TEA
NI Fstruct mxZE 84T
EH

FHEREImX_initfg IR fimutex) B 5 o iX 4 F B REKTRERERTH B Flwi tness
EEEEERER . XNEFEH TR AR tnessfUIGHATA P mutex

RE
MutexfIRA, FIPREMTX *FoR . B MRS RIE CAEnutex (9) H iR -

MTX_DEF
— M EARmutex


http://lists.FreeBSD.org/mailman/listinfo/freebsd-smp
http://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&amp;sektion=9
http://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&amp;sektion=9
http://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&amp;sektion=9
http://www.FreeBSD.org/cgi/man.cgi?query=mutex&amp;sektion=9

Mutex

MTX_SPIN

— MEFFmutex
MTX_RECURSE
X Pmutex RFE YT
[ZSIRSE
XA B BT E R A ER S50 51| R BB SE T AL 51 3 - T EAREEH AL
0, LR w6 4
(SR
X Emutex G I A AT LU FH A R L
* 2.1. Mutex¥|F#
LR WA, KA (FSISES RS R S
sched_lock “sched MTX_SPIN | |_gmonparam. |setrunqueue.,
lock” (HJEEE |MTX_RECURSECntv swich,  |remrunqueue.
B cp_time, mi_switch,
curpriority . chooseproc.,
mtx.. mitx_blockegschedclock .
mtx. mtx_contestecksetpriority ,
proc.p_procg. |updatepri.
proc.p dpq. maybe resched.
proc.p_sflag. | cpu_switch,
proc.p_dat. cpu_throw,
proc.p_estcpu, |need resched,
proc. p_cpticks | resched wanted.
proc. p_pctcpu. |clear_resched.
proc.p wchan. |ason,  adoff.
proc. p_wmesy. |astpending.
proc. p_swtime, |cdcru.
proc. p_dptime, | proc_compare
proc. p_runtime,
proc.p_uu.
proc.p_su.
proc.p_iu.,
proc. p_uticks,
proc. p_gticks,
proc. p_iticks.
proc. p_oncpu.
proc. p_lastcpu.
proc. p_rgindex,

22




o2 B OATRE

Kt

24

B

RE

RIS 5

proc. p_heldmtx,
proc. p_blocked.,

proc. p_mtxname,
proc. p_contested,

proc. p_priority .
proc. p_usrpri.
proc. p_nativepri
proc. p_nice.
proc. p_rtprio.
pscnt.  dpque.
itqueuebits,
itqueves.,
rtqueuebits,
rtqueues.,
queuebits,
queues.
idqueuebits.
idqueues.
switchtime,
switchticks

vm86pcb_lock

“vm86pch
lock” (FE#I
80861E T FH 2
IR0

MTX_DEF

vma86pch

vm86_hioscall

Giant

“Giant” (E
)

MTX_DEF

MTX_RECURSE 7% 7

JLFATLLEAE

callout_lock

“callout
lock” (ZERTE
J5E0)

MTX_SPIN
MTX_RECURSE

cdlfree,
Fcallwhed! ,
nextsoftcheck,
proc. p_itcalout.

proc. p_dpcdlout.

softticks, ticks

2.2. X351 54

X LEPR A S/ G R TIMITIRE,

W —2]1ockmgr

C)rd i

A A — D IEAEREIR A RERF S

BAEEA]


http://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&amp;sektion=9

JET Ry A

# 2.2. KEEFYFIH
LR RIES

alproc_lock dlproc zombproc pidhashtbl proc.p_list
proc. p_hash nextpid

proctree lock proc. p_children proc.p_sbling

2.3. RTHRIF LT E

TR EFH AR — D BAENBRIORIAZE, TR XX B HIETE
FOR T 0 R AR R R T HRAE (atomic (9)) «  RUEHTHEARF SHLH] (B4
mutex) H2 T RIPEELIN), (HERRDEEEERER XL ET -

o mitx.mtx_lock
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I = ;

# 3 = AETE

&F . .

RIS, tALRKob, NIRRT TR BICES RS . BIRIER

BORHARBRIEEN L.  XEREMIE ARREERRR T, E— 1 %0
REMSIE /(HUAH B R -

3.1. K&
e

EACTTE i G A O A T WD ey

Fik
H— R E— Rk

%
—ME M

Ezn|
— MR BRI — MR A

3.2. Kobj® T4k 7 A%

BFEE
S NETEE RS T AIR,  ASERAIES
B HIVEREA L

Kob TAERS, AT IERTA « G MR E — P E—RIPRAM — P ERE R
DRI FARAE — DR IER B ME— P RR T 1% -

=R, MREEIL—IKTER, HRXRERRKE P EZ PR 7% ;

X LR B O 1%) BT IR HR « GERTRT, RZLHGRE - R Z0nX PR BL—
IR . ENERTOENTEEAS 2 BIEIR— R, BRIFCEW
HESIHERREGFRRIR TR - T8 MEEGERRTE,  HamA
R R OFEBEIRRED , DUBITAMRSE,  HESEIR 48 7 iR f
Mot o BRI RE O EERRED  REID T IERR HIME— PR R Hash i) 715
BRNGHRIEF . WMRXDTENERFT, RS EREARKTIER .
WESXNTIEBARE T, REAOM KRB (BRI ARSI B 2 Bt
e B, SXATTERA R B R ECR A -



{5 FiKobd

XL AT PO AR -

3.3. 1% M Kobg

3.3.1. &4

w
w
w
M

3.3.4. kH

3.3.5. Ei—ANE ot

i FAKobI MBS — PR IS — N T « AL AR TIE . ST
A srelsyslkern/makeobjopspl FE A, & 2T A B AT IERSL SCHERIACES, BIAGE
SHEMITEE TR -

X MEM AT A S w9 . #indude, INTERFACE, CODE, METHOD,
STATICMETHOD, #1 DEFAULT.

#indudelB o) KB AT IN AR — FAE R AR AR RS ST AR SLEE -
i

FHEFINTERFACERI R E XN 4 - XM ETFREFN TR EEE—E, B
[interface name] [method name] » J&JEAE: INTERFACE [#E4]:

26



3 E RS

K41 CODES K E IS —FAERE R EIRAS S F - 15 ECODE{ [###4] };

FHEAMETHODFIAeHA — /7 o B METHOD [##] [ { [## [, #it
#1}

Ig
Y=+
s

F4 I DEFAULTIRZE R BIAIMETHODZ 5,  J2Xf KEIIMETHODRIHNE - E44
XA TTEFNTE LB SR - BT METHOD [ [## { [# [##
#]] } DEFAULT [##4;

KEEIASTATICMETHODR KB IAIMETHOD - % T MKob#f 5, —MH KT
HE—EKobi B HIEWE . METHODZE ST IRt st X bR B HUR AL T 5k
i R BCRERR X LR R RE, XL IERX N G U (R AT RE L -
TMSTATICMETHODE SR G AT ISR PR XA HETIE, L RAE
AOECE AN X D RO DR LG H TR 0 E R FX A T AR A3 R % G
BRSO BH . XM TEEN RO TIERZIMNIRX A THEE -
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VA ES

@ BT
X—BHE S SESCELERIR A . BRASTT AR AT
ZRBINTTTE . SRCHRTE TSR B

HESEREHI Bl 7

src/sys/kern/bus _if.m
src/sys/kern/device if.m

3.3.6. Bi1—A4 %X

f FHKob 5 B R — K. —PRIEFLT - FEER:  BRAWEH TKobg
B %5 EHE T E” (Object Handling Facilities), ZRFMDEESNTHRITA/N.
HEST R ZZDEFINE_CLASS() - B VAR, A —"kobj_method t%{
H, FINULLIGZERE - &PHENULLIRA] FH ZZ KOBIMETHOD()# 3. -

Biln:
DEFINE_CLASS(fooclass, foomethods, sizeof(struct foodata));

kobj_method_t foomethods]] = {
KOBJIMETHOD(bar_doo, foo_doo),
KOBJIJMETHOD(bar_foo, foo_foo),
{ NULL, NULL}

}i

KRB G o MILZRBHIIAIN RS RPIRE,  RERB— 1S A%
L BEEER” (ops  table,  BEEVE: Bl “2HGR> ) . XER(ERET
BH— 451k struct kobj_opsHfEA  kobj_class compile static(), a2 Al
Fikobj_class compile() 52/, -

3.8.7. i—Nxat %

TEIKob ISR = 2 8 K B - Kob g S VAR FFBEKobs  BHEIRA— X5
FOSKER o AEARANR ML, NS BT EONSR . B kobj_init)#IiR LA S A )
Kobg®BHEE:  HSLAT LA Hkobj_create() 7 HLxf 5, FF HEN WAL S Kobg
THNE - kobj_init() AT LUHREEZE— X RBTEFIAIE -

FiKob g HIEE £ i B G B 48 B Z2KOBJ_FIELDS o
filn

28
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3.3.8. WA F*

fEFIKob i H B i —ER Bl i A A R B SR ik . AR, &O4
S57HAM &4, MEEHERRE 75 -

BN, #O%Z Rfoo, Jiikbar, EHRERE:
([ =]FOOBARG# [ #),
3.3.9. £54%

= —> i kobj_create() NEFR ZM RS, AIHX 0 5 fkobj_delete() . = —4
RAFEHR AR, AIHX 42 Flkobj_class freg() -
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it

Evan Sarmiento

<evms@cs.bu.edu>

EREZBNDX®AGH, A root@ T HERT  :XWEEm rrL .  wR—1
BWHERG T — D AGHHroot, WA MEMBTERERAGHIIEMIIEE. &
FreeBSDE, H—Lsysct1IHI5S [ rootrIIFR, X B AT LIRSt B i 361 =
B/ NEBARIRE - XL 2IhRET, H—MI 225 . A—FfEFreeBsD 4.0
LUS AR PR M2 2 ThEE, mhRdail(8) o Jailf— MBITIASE R SRR U
BIEEFEME,  FFEIXEERSE T X AR M R - B, — P
ZEHAREARERNDX 1 jail ZSNRHERE « AREMEH —LERFEASTAN, A
FEXT T BN LIE AR -

FOCHIA “Jail” MIRICEAE N WA .

Jail DM —FFIB L 2R . ATA] LAEdai 1HB 1T &R a] REARESS ARk
SESMEF, WApache . BINDFflsendmail. XfE—3f, BIEHERGHEIUG T jailh
froot, XEEILANTHEE L, MASHEAMTEETEERRE . ALFERE a1l
NERJEHE GRS o  WRRIEESF RIS EIa i IR MO, REVURFEEERM
5%*4E%jzfi, Zi%%ZESys Admin Magazine, May 2001, {Securing FreeBSD using
Jail) o

4.1. Jail®g R4 %4

Jai \HBEBAMER: FAERBERF, tibRjail 8); WEEMNJIailfSLEIf
i Jail(2) R ILIE . FRAHEH PR dai L7EIIZ i S2 ]
JFH .

4.1.1. AP BXRAG

Jail (A FRIRRIEfElus/scdus.sbinfjail,  FH—3CHjal.cZHAL - X MEF XS
ZE: Jai RS, FHLE, IpHdlE, MEFREMITHIMS


mailto:evms@cs.bu.edu
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=2

AT

4.1.1.1. #EEH

fjal.ct, FRETEMAE—DEEEME gruct jal jFIFH, X EERRER
EI ST Juslindudesysialh i «

jalLEFg ) E S

IEARET I, £k 4 dail (8) BN SEEEX BEN N —D. FHEE, X
i dail (8) HUTES, XESE M ST EIEMRA:

4.1.1.2. W%

£454ail (8) IBEUHHE — P IPHINE o JXRAERILE_E VT A]jai 1AL -
Jail(8) ¥ IPHILERIE RN TR, FFAFA] (al KB RIEEHF) -

% inet_aton(3) “KFFEEMIFAT B AFREN— 1 Internetitidt, FRFHE
FEITEE LT o inet_aton(3)BE T 45t Fin, ZIEin A AR

Hntohl ) A FENLFTINF, FHEAjalLEHAEAip_ numberii & -
4.1.1.3. AE#iE

ia, FPRREF N . BlfEJail BB/ T — MRINZRHE, F
Flexecv (3) BUTHFTEEHIMS -
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H 4 E JadlT RS

WEARET I, EEGalOwRE, SECREW Al P RHEEASIRT, MW LA,
IXEEEHRIT K Hiail (8) IMAITSE- &, HUTTHAEEN®S . FERK
BT A e alfE N R SR -
4.1.2. 8% 8 AR

WAEBATRE i lustlsralsyskernvkern jail.c.  #EX BLE LT jail (2) FIARST A -
TR A sysct1, A8 ML REL .

4.1.2.1. sysctlh

Z'fkern_jail.cE%XT U R sysctl1Ii:
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HESR I IR AT

X sysct1IH TR — AR AT LU & sysctl (8) PilAl « FEEEAN L, X L
sysct 1A RFRIA - Fla0, FiREE—"sysct1if)4 Fat
security.jail.st_hostname alowed -

4.1.2.2. jail(2) 2 48R

BITEMRGEA M, R5AAi1 @ HFEMINSEL  druct thread *tdFgtruct
jal_args *uap- tdE— e threadS R FUFRET, IZIRETH THEIAEH jail (2) 1)
. EXANLETXH, vapfgr— MEME, XERERF RS T — MR R
P jail.offikid R pjal S R FeEr - ERIERHAR P SREFE, REEED
i —NjalSEF B E N SEUE R ARG Jail (@) -

Tratuap->jail /] L T Ui Il # (%1845 Jai 1 (2) jail 514 - W5, jail (@) fF
Fcopyin (9) ¥fjal B A HIZINZNEZ A . copyin(O)TFE=ASH: EE
HIFEA NS BRI uap-jal, ENNESRIEREGRR], UKk
HIRFIARDN o ugp->jalig i FlJai 1G5 R S NN GESE,  HEFERED —
Ajal s R -

fEjail .hWHHEN T B— 1M EEMGEMH AT prison. 45 prison R 4 FH7E N 25 18]
Ho TNTH R prisonZE R E X -
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H 4 E JadlT RS

Wia. RGN Jail (@) y— 1 prisonsfg R BL—RNFE,  FHAEjalFprisonss ) i
Z R -

NE, BATRTR AN EENRG R jail_attach(2), BEI T KA
HIDIEE -

XA RGO A — 20T U T X 0 i A AR s ZE A R T E-Si
f#jail_attach ) REAVE T fH4, BAITELEEE - LERER -
fEFreeBSDA, BRSO NAZ AT I BOL AR 18 1 Hothread 514 (R R A5 A, Gl

i, HEEERFEA] B CHOprockt e itk - YRAT LAZE Jusrfind ude/sys/proc.h 4%
FlthreadfiprocsE g R HOE L. Bltn, EAEMAGHAF, SEdEFr L& 1MER
VAR HthreadE R FOFEE,  TEANATEATHAIARRE - i i BothreadZE ) (4
ftd_prochf 2 —MEEF, X DNIEEHE Pt ROR AR T B R A prockita i -
£ i proctl & IR B AT IR BT & #) 5 1y (p_ucred) , #EREBRIRH (p_limit) ,
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HESR I IR AT

%555 o 71 HHprocsE i 7R p_ucredif (T FR 1] fucred 25 FG R I E L, BB —1ME
If] prisonZE i (A 8 £ (er_prison) -

fEkern jal.ct, pR%gjal() A% E Bjid A R #jal_attach() - 5 jal_atach()id
Fi B ichange rootO Bl JAFRARRAOIR FIR . B ROk, jail_attech(flEE—
Flucred i ih, A A H R prisonE R R BRI Muored SIS, HEX
MucredsEHIfAER: SRR L . AR, XA R AR 2 MO A
. MBI uoredsbH (6 SRR U jalled(, R
LA A B P ) BT dai LRHERY . 7Edai 1R X5 i MO R 0140
AR AIT T dai 1 @ M8, HRNIEREHAT jail Q) FHH
F o 4 MERBiexecve () MIBHITI, ¥ E QIR Mucreds b R4k Rt
SBR[ A — B ucredt £ -
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24 B JailF ARG

B DA EACHRE X R, RGUA M fork (2) R M crhol (R4 H 5
RIE.  XFE, REREBLGRSF T TR O RIETHHE—2, iyt
FEH R PR -

A Ak A 2 A2 T 6 TR

FERANNGE, B—RIGRNERFRLAREE . 8, XA
HIRERFRRL . AAX R P B R X LR, AR R AR KR R E - filan:

4.2.1. SysV# 42 18] 38 12 (IPC)

System v bri s CTb R i (IPC) TR MBS - (=i
FEECA LA HEH R A ETH ., BRI 4 - SLTRVE B R B -

msgetl (3) ~ msgget (3) ~ msgsnd (3) F1 msgrev(3)  BIEICEHE|, —L sysctl
FERATLUYIN Jail PIfTH, HAE—E secutyjal.sysvipc dlowed. 7EARZ
WAL, XA sysctl TS0, WRRFEXRHL, METEREKE jail )
B FEAIEE dail FRPRGHARRL AT LUma i I 25 AN AR T - THE
5F5MXAE: HENH—ME5RTHMK-

Jusr/srclsyskern/sysy_msg.c:

. msgget(key, msoflg): msggetiR[E] (B AT REAIEE) — ME BMIATF, DIFRIR— 1 7EHE
A GRLEEEERMERSYIN I

msgctl(msgid, omd, buf): SEIE X%, — R AT DUE I — N R AT RR

AN
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EET

. msgsnd(msgid, msgp, msgsz, msgflg):  msgsndiial — N FE & % — S5 TH .

« msgrev(msgid, msgp, msgysz, msgtyp, msgflg): EFE X AN R A IS B, -
TEIX LR HOT B RGO FH R AT B X — D S -
lusr/src/syskern/sysy_msg.c:

if (!jail_sysvipc_allowed & & jailed(td->td_ucred))
return (ENOSY S);

52 ALUAAMEEHRER LUEY — RINRFERIELIFEN . FSEhHEREE
WIRRME T N —Fug . AW, HEERIEERTANESEFEASHFRE, —
BERRBFIRWRER . Eiail FUTFAESERGHARF RN :  semget (2),
semctl (2) Fllsemop(2) »

ust/src/syskern/sysv_sem.c:

. semctl(semid, num, cmd, ..):  semctlXS7E(E 5 & AF A semidbR iR FI(E 5 &
Fremafs 2 Hdi 4 -

« semget(key, nsems, flag): semgetid 37— X B Tkey 15 5 2 4CH -
Hitkey#Hf| agittmegget (R
« setop(semid, array, nops): semopXf semi dFRR AIfE 5 R 5E K —H Harray 5 &

e

System v IPCHEFERE (Al AT ASL S A o AR Z A ] DLE b AT TR Ul il =
B BRI DA REIR L S B EE R T - X RGO R R R IR
B shmdt (2) « shmat (2) ~ shmetl (2) Fllshmget (2)
Jusr/src/syskern/sysv_shm.c:

« shmetl(shmid, cmd, buf):  shmctlidFRA R~ 3 52 P 77 DX S Frh A R

. shmget(key, Size, flag): shmgeti 37./4T FF dzeF 17 AL = N 77 [X 4

. shmat(shmid, addr, flag): shmatshmidbRiR f4E 5 I 72 (X SR SRR A b hE 23 ]
H,

o shmdit(addr): shmdtBRiE = 7 KA HHEFER -
4.2.2. 2HEF

Jail Ll —Fpr iR 07 sk B socket (2) RFHAFM RV RBEL T RE. H TR
E—PERTRTAFHEE, EhlEsysct1I
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security jail.socket_unixiproute only;& SH#IXE 1.  WIERHEE N1, ERFEILNF
HAEE X Eilik:  PF_LOCAL, PF INET. PF ROUTE. %M, socket(2)¥F
SR [E i -

4.2.3. Berkeley @it % 5

Berkeley B AR M T — M SHHUTERA, HEE MEIRRERZ RS ED -
DUAEBPFSE: 7 AT LATE M 2R A BRI AP 4 A SR il g de v s (8) SR -

4.2.4. WM&

M £& L TCP, UDP, IPFIICMPARE WL - IPFIICMPRE TR —HUEIR: FE, M4
2o BSE eI BN, A —LEBRHITERE B b N AR RE R E B L 25
AE. nam@&—-fg[n sockaddrés i R ¥ Er, AR IR @ ARSS sttt . — N5
WRYIRIE X sockaddr “f&— MEM, B& TRk fbRAF R KE " - 7ER
#in_pcbbind_setup() 1 sind&:— M8 Al sockaddr_ingE AR EIFRE, X MERERE ST
ERFAUGSE RO - Motk - KB UK. XA IR T A Jai 1R RS E
NETHiX R E T B dai 1A IPHIHE -
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PRV REHIIE R prison_ip(Qfit 2 - prison_ip(H =S8 — M8 & IR
fEE (Hored®or),  —ZbREM— P IPHilE . HX AP IPHIEAE TIX A dailhf,
REL BNERE0. EARARIEHE LR, R, A IPHIESEAE TiX
Jail,  FLANFESLVFAX A W40 E Tl -
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4.2.5. IHA%

WMARFERIHIAT0, AMERjail BEfroot, WA RVFFETail A BGHEE SO
PR, W COREMER ARSI . CNATHHBR BRAS .




ARG
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% 5 = SYSINITAE &

it

SYSINIT&— MBI HET S5 5 BIHATHLHIFHESZE - FreeBSDH g fii & it
TSI . SYSINITf#15FreeBSDIN AL &+ R 50 AT LATE AR BUIRER B
SIMEBEENERE . N R B, R, NEFIESRINER AL A B
H—TESERFVGEN  ZHEREEREFRRENE . XM RMEE NAESR
(BUAERR HKLDR] LS WA FI % ~ 8EHE - 725 S RGNS, EEERSE
I ngk . XS e “REEESS (kernel linker)fl “BEEZRIE S
(linker set) %Jﬁﬂ’ﬁj o

5.1. K&

BEREPREE S (Linker Set)
—FREERE TV o XFR TR R R PR SO RS B B BRI ER — AT
BB Fhk IR T

5.2. SYSINITH¢4E

SYSINTTE K FEHERE AR AR B A7 B MR 2 40 F T AORE S A H e 1M
— MBUCAE AP EE IR - IXMEERTIARR Y CHEEARE ST (linker  set) .
SYSINITEFI P M AR iR & LB P MR SR &, B8 M 8dEs AT
Fe BB — D2 BHR S R B BAE TR ET -

SYSINTTHZ F& B A S PRI R EHE R DUE T - B — RIS RARR R 7 RS
FIFRIR, 28 HISYSINITA BT F RS R B & Rl , & L AE<syskernd .h>H?
IRZE sydnit sub idid o 5 RMSERIRMRTET R HITT R BIT RE
fE<sygkerne > % sysinit_elem orderf -

R ) S EAE FISYSINIT: A BhEk NAZ RS Nt RGN B AL
I - NI TF RGUREERGBENFRASYSINIT - F5E LI IR IA (R 4
¥ o flan, #REAE T R H— - SYSINIT & IR HIA BT IEIE LS -
WENTEF RN A EEMAE  SYSINIT(), WFEa5 A B BSR4 R
F DRIVER_MODULE() VA KR SE i & A7, WRAE, FHAmE&En
WAL - X— RGBT,  SM—LE RN ERE, RERASYSINIT)R
5. WTHEREREN—E MR RS, NIUHDEV_MODULE()-



fHFFISYSINIT

5.3. {# FISYSINIT
5.3.1. 0o

5.3.1.1. kU

5.3.1.2. %

5.3.2. B#

ZZSYSINITOZESYSINITESHEIEE A B —PSYSINITEFE, LIUFESYSINIT
T RGBS BRI HE HPITEF RS- SYSINIT)E — 155
uniquifier, SYSINITHERIMREIEN, MEEFRENIVTFS - FRETEINT
5. AR FEBAREIEIE . B REEW e — MEEFRE S E

B 5.1. syanToRIFF

#%, S_SUB_FOO#ISI_ORDER FOO N2 5B 7E b TR B AR
%kgysinit_sub idfl sysinit_elem orderz 7 - BEAT LU B FOMET, Al L H
CHIRCEE TR INE X MR E L2 A e ARAT DA e 2k U SYSINT THY
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45 5 I SYSINITHEZE

HATIRST - LUR BB FoRF] T — T R ZE N AZ S EOA B RISYSINIT Z BT
FSYSINIT »

B 5.2. JHEsysnTollitF HI 5]+

5.3.3. ¥4y

ZSYSUNINITORIT A SSYSINITORIM Y, FOR B IIE i 2= SYSINITHIHT
FERE S -

B 5.3. svsuniniToRAIfFIF

45






% 6 = TrustedBSD MAC #E %

Chris Costello #= Robert Watson.
iE . .

6.1. MAC A% hRAX 7 BA
RIAGEAEH DARPA CHATS TFZITRIA—ER4>, HIMEERT Security Research

Division of Network Associates /AH|Safeport Network Services and Network
Associates Laboratories H{Chris CostelloffK#fi DARPA/SPAWAR 4 [a] N66001—01—
C-8035 ( “CBOSS” ), N FreeBSD TiHZmE 1] -

Redistribution and use in source (SGML DocBook) and 'compiled' forms (SGML,
HTML, PDF, PostScript, RTF and so forth) with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code (SGML DocBook) must retain the above
copyright notice, this list of conditions and the following disclaimer
as the first lines of this file unmodified.

2. Redistributions in compiled form (transformed to other DTDs, converted
to PDF, PostScript, RTF and other formats) must reproduce the above
copyright notice, this 1list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

A THIS DOCUMENTATION IS PROVIDED BY THE NETWORKS

ASSOCIATES TECHNOLOGY, INC "AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL NETWORKS ASSOCIATES TECHNOLOGY, INC BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS:; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF




ARIEARHT

THE USE OF THIS DOCUMENTATION, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

2 ER:
AR ANERAEE AP RS %, AMERFEEM
TAEMRIE - WERIFESCRE A, MEASESCR I i -

R NN RISRAFRIRTIR T, AFHE S &L LIRS (SGML DocBook) Bf  “Yg
3% (SGML, HIML, PDF, PostScript, RIF %) HI&H B,

1. B RVEARS (SGML DocBook) WATIAIMEMAIIREE LR E /R - ALHTE R
F R AR FAFEAERZ MBS T1T -

2. B RgmEREE g HEDID. PDF. PostScript~ RIF BHEIEH),
R EIRRAUE R« ARFATERA N AR B EHIRS 5 & F— R
e, URHEME S .

Zﬁs IR FSH NETWORKS ASSOCTATES TECHNOLOGY ,

INC “FRBUIRG M $R4E, FREM PR AR AT B /R B G
TRIERIE BFFEAR T B LEREN: « TR E B fIRE
MRS R . BN T, NETWORKS ~ ASSOCIATES
TECHNOLOGY , INC  PIRXHET B [E] % 18
R FEER. EITHER, SRR (BIEEAR
TRAR RERS PR - A EYRER AR E
Bl fAF, TR SEIE DU SHEZ
B, TR A AR SRS A LA AR 7 27 A 3240
ARG RERT N (BFERZEEE) 1/,  BIffc
B RN A2 AR R ) AT BELE

6.2. KNi&EMBHT

FreeBSD L= AL 2l BIEHESE (TrustedBSD MAC EZR) B A
I, A TIRFIT RS HIRRS (R BRGNS R H R ) P Ee M
Fro MAC  HEZRE—MHAZNHIV RIS HINESE, AVEBA0 2 & 0R0E 5 5 fHb @l N
W 2RI IFRSEEA N BT DL 75| SRS, E2EE1TR S mE . 1%
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HEZRFT R BEROPRIE L e O L SERHE 1T A B2 2 SRS R BERT RN RN T 28
PEATIEAPRIC S — RIHRIE . MAC HEZRMVETE, ML T XL fETE Rag ik
OSEEN, AT S (T3 22 2 SR ARIR BT A -

AREFEFNE NAC SRIEHEZR, EEE R M —AIREIPER) MAC SRBRRIRITHS .

6.3. WLk

TrustedBSD MAC HEZRMEAIFLA] . ARVFAEE LIB1T BN BIRAE N G 1 B8 1B 1T
i, AN ETIRERR AT R . BT RS E 2RI — P ARSI
FRREREINEA . RAGH R FAD N L2 RIRIR, WENRREE R
DAERE R T AA G . T REEI Z 2R IR &, MAC [ L3R T KEM
FU5 IRl RS, FFRIE, SHImES REiE R AR« SKIRTC R IR R Z 2 PRE
HISCHRF - %3 BRI R IR R B -

AEFRAEEACCREAE NAC FEREPAE N TAERBER P25, WAL
BT AR MAC HESRZ AN SCREXS AL DRI AT I R M SRS R HOT 2 AN S BT -

6.4, LA RET =517

SRR (RIFR MAC) | TR FRIR(E RGTORMH SK A — 2% P B ) )
Mg . FERLLIELL N IREID R R AR T RE S 5 B EVREH] (PR DAC) B
ARG R L5, RERFREEEE S ERR R 52 {1t
THR - RS UNIX RZTFR,  DAC {RIFHEHE ELIE SO R A Uy e
FIF; T MAC TR GLARRERIFIRS KIEs - BIERGOTE ML 2HLHIBT A
SRVFEZ ) MAC ZRFERIETEAMLZE, i, ZHTe (L)PLH
PESRNE, Biba SEEEVESEMG, ETMAEAUIFHEHIKEE (RBAC) | HRITRLEGRANE
(DTE) , DL R ZEER R (TE) - L RFM AN TR 2 2R . &R
RIE— RINFA B T 2MRARE, XERFEE,  HPNSD . AEMLEE
fEHEIR, DAR SR % 2hRic (FRARZRT AR L/ S B -

TrustedBSD MAC HEZEFTHRMEAUNT SRBSBEATSTHe, AR ISR SEH BRI E 5k
W, AREATSEBEMFACEZESEN @, APMAED . Y RESES) ®
KINARFL2IRIRRE . Beoh, A B AR SEBS AR 5 I 5RO T FT i E B e
RIEW B, FrRAC HEZE[FIRERT LR R SEIISE 4 H T AL 2 TR .

6.5. MAC EER Y AR ALY

TrustedBSD  MAC  HEZEHAZEHIVA B HIE B B AR, YT TN
MRRIOTE R R Y R RSP LT 2N . R ARG HRN ST £ 0%
WS, MAC REZENS f1 3005 AN IS HIIALE B LI—FD (AR ) B L=t
&, TR I .
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WICE

6.5.1. WELTE

MAC HEZRHI T 9 NIZ T 2R AL

. EZREHEEO

o HESFPIFEE

o RS

o WEERGRIY RBEL 2R

o SREEA O REHIZH G140

o PMCEHEFE

o HIARZARSS A B9 O pREL APT

o SRESEEBRAIA KA APT

o ANFREURSCE (EIEEI AL RIS . 0 E B MR E =5 5)
o EHEEIIRIMCH RS

« EHMmeac_syscal() REAH

o DL OMAC AR INEHE R TSI A0 A A 4 SRS
6.5.2. IERFEI v

X TrustedBSD MAC MEZEHHITEHBHLEHAAINE =M@ sysctl T RS- it
loader BLE . S E{FH RS -

ZEEN T, SR DN B R sysctl ZEAM Loader
ZH A TR AR, WS BT, AT HICRT A R SE AT, e,
EANEER NN T RAT LS HES AL, WARAEN LG T %
B3 MAC VAR, IR RS o T Rieds AR ERPRIC 8 5 BL 156 FH 5
Ul EFANRBES IS R @ A F T R % LB AR B S HOR L
EH, FHOAXMOTER S ERT RGP ITE TGRS - R A B BRI SE
Tt B T AR SR L A 1 B SR U 2 4 56 P SRS R e, R DX e T
HPRBER AN, I REH AT CRUE SRS AR A D e — Bdk

SHEMNBER—E, RGVEE A A LOE T RS R RBE A SOR A A R ST
M, & boot Loader TE, WRMERIAT NS S R
fB;  SREEEEER AT DIE ISR i EINENE R ARR RGO HNE - HI Rt T
TR, HEAARE e 3E B ) T R A -
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6.5.3. ReEERWFRER Y

FEIBATIS R IR R A SRS S & FTRE AR R AR 1L, SRTATXS SRS N I R ) o FH 4
FARETER, Hit, HE-DPAORBUERERN, ARAHERAGSIIR
BHLHIAR XX RIS R AT N B S #8,  DIBIOR = piE BRI SR SR & R & e b
AN . s ARSI IR e DU — A — BRI AOR
HoHA, TEESRERSEIN, e — AN REH SRR, THEE R E R
B REITRESE, WREENIE, HESCRHIEN RIS RERAELIRIE, &
SKEBIERZAER PO NEIR, ERENT @SR EEHEDR0NIE . TEERA S H
—NERFBRT, RBSEE— AR (T MRS R0 SRR BE RO T B R
HIBEIRAAE) - RAXAFEPERF— P RIERRE, ER— R EERAE, v
BREMFARER, X MR ILE AR HBL -

TR T RAVEERSIARBSNTE, Rt RA T AU LEE . HPHa

T, MR N TEEEPCTAERART R RRERSUBIT Z HiInEm
HARESASEEAERS) B, MESRARHTEES AT RIE, HELEN0, MMt
IEIFD T EEEE0 . A—mA AR, M — R ETOR A (AR B AT I X
DRI HRE BERIATIEL, LR ASFE 7 B0 SEmE BE R A (A7 R PR3P -

B MAC FEZEAN A VFAERELE N R ECZ INBHZE, BT IRREGE A E @ FOREIR B - L
T, DNEEEN SR E T BE &y S R HESR 2 PRI T 45 P 28 AH =4 K — B[] -

6.5.4. AR1E R ¥

MAC  HEZRALATN H A SRLES 1% 2 B IEPRC IOFERE VT R SR I RIP OR Y - R AR
B, ARSI ZeBEmcfA—E0rH: 8- (EAZEBRMERCHRE
&, WX RAG A RERIN L MRV B, uAC HEZR{URRATE AN,
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6.5.9. AR L%
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Fro O TR RS RGN BARE (I SUE RN R —hriE) | E
WEGH S A RE R A > (BEET) REIER . N TREMAE, vnode X
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TeRIMCHERIERINI T APTRRAE S -

XEFRCEE ARG, BX— M IRCREi, struct mec, {E7
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B, BMEBEATLIARGE R MEENTRELT, XK, WRFE, Bl
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H AT HFreeBSD PAZIRMLT 1 MAC HHKH RS-

« mac_get proc() AT RS FIHFRERZ 2RI -

o mac_set proc() A T&ERIE Y Al R p & & frid -

« mec_get fd) AT ERBCHFRAMTESIHRR S ( 30 BT . EiEXHr
5% MREEC-

. mac_get file) FHTEIHCIE RSB IZFTHIA RN A2 2R -

o maec set fd() AITFIERECEH SRR RN R ( U BEY . EiE
MEESE) BITATRL -
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6.6. MACR=ALIRIK A &4
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6.6.1. RBIE4H

REEEIR P IR MAC_POLICY_SET() ZoRFH - ZZEZERLL T TAE: MiZiK
B (ARG BZORBS IR 2 ) 5 FRACSRERGE A MAC A BRE R &)
itk RRSRES R ESRI BV RIR NS AL, RIUE MAC HEZRRS DASKES fir A &2
TR HHATHEAE;, S, RTREIESRIELE N B AR slot fH-
static struct mac_policy_ops mac_policy_ops=

{
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-.mpo_destroy = mac_policy_destroy,
-.mpo_init = mac_policy_init,
-.mpo_init_bpfdesc_label = mac_policy _init_bpfdesc label,
-.mpo_init_cred_label = mac_policy_init_label,

[* - %]
-.mpo_check_vnode setutimes = mac_poliCy_check_vnode setutimes,
-.mpo_check_vnode_stat = mac_poliCy_check_vnode stat,
-.mpo_check_vnode write = mac_poliCy_check_vnode write,

s

i EFi7R, MAC HWE O AL A &, mac_policy_ops, B RIS
NHThRE R EGEER R R E BN O R EGHE | ERER “ANORESE” N
W OB AERT RN O R BT RE R AR AL ) SRS R - S MR L
PRECER:  .mpo_destroyfl.mpo_init. 24 SR A R RE SR R E R T
B, mpo_ini t¥ VAR, HEEHABRIA D RECT BEME - XMUERR AT E S
REEEVLSRIE A CHFRE, TR E NS ERVIIRICERIE, ELans RERE R el B
PIRIBAIL - ENE— 1 ORBE R, B .mpo_destroy FHRREHUREE 42 BL A 77
R EEEEFENS . BEl, AT BRI O REE RN ER, AR LR
ANNEREHHERRL IR MAC SRESEER M E R8BI XFIRFFWAHCT, H5K
[RIRSE, 38R SR SR M T B F A SR L DR 5 FR T B0k el AR s R SE B

Z Fr L[] St A ISR LB ER 22 08, ROy T REMBME— PR LREEER, DU ARAT IR K
WK AR o RFEHERIE AT EENRT - ERISINEMEER, R8T
A TREHNGEEEREH - A5, FRAPEERERESEEN 28
ELAREE

6.6.2. Rz E&

FER ARTER U RT AR SRR, T VPR EERTE (BT, A S
W) MAC FEZREREUIE . FET, DA NIRREE =AY

MPC_LOADT IME_FLAG_UNLOADOK
FORZRIIER AT DI 8 . AARRIRMNZIRE, MFTRIZ RIS IE a1
. IREHERZEPMCRPRE, TR REEE T RO IRAS FI R R AT 58
SR BEEIITE -

MPC_LOADTIME_FLAG_NOTLATE
FORLRIRER D AAE R G5 | S R AT In AT g0 ia L - UARZPR I
WE, IAERRG| S G ENHZEER AT SRR MAC HEZRPT IR
. PREETREN L RGOS BT R EPMEVIIR L TR, TANGEA 2
B ARBEFRIIR 2 2 VRMC AN R B SRIRRIR AT B 2 BILITRAS -

MPC_LOADTIME_FLAG_LABELMBUFS
FORZRISRRESR Ny Mouf FEEZ2NE, HHNFHEEIRCITFRINGES
LSRRI B - SRETROLT, MAC FEZRFF AR Ty Mbuf S ECARICAFE,
BrAE RGP M SRR ELER Fh 2D — MRE TS . XA A K
B Z0 Mbuf PRICHT, BREMIRFT T RGIMGIERE . Aoh, FERLEIREL
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BN, ALUE R ENZED, MAC ALWAYS LABEL_MBUF, 3| MAC
NEZEH Mbuf HIZEFRMCHELEME, e LS i%E -

@ ARLEfFFH T MPC_LOADTIME FLAG LABELMBUFS  #7%
HEEHESE  MPC_ LOADTIME FLAG NOTLATE  #&
R RIS AT RENS IE R AN 3B T A O R T ARIE S
NULL  #)  Mbuf  Z2briCfEst - X KA A%
BB AE R Y Mbuf E— 1 RE Mbuf
ZEVMCASKIBESNEZ fF,  HEZ2MCRFEHRIhR A
25 WNSRIRBSTE LS F RGUERZ Btk gk (B, Z5Rmg A
THEIRMER) | BSATER Mouf AOFRICTERE R Bk Al
IS BRI -

6.6.3. Rk A0 KL

MAC HEZRIATEN SIS IR AU PR A O g SRBEMFIE A D KE: A
TN G RS, Weitait - QUEMEE, KADRE, OHEIZE
B RCER RSB ) 7 PR HR R B D R EL DI TEEN R L 2PREiE
AR EE. o, H—" mac_syscel() AHBEEL BRI TENE
MR GOAFREHR T, JRAED -

KISR0 G N PR T AU EAEE NFFEA AR G, WREex G Al
HIZ5b,  IEROZEFINZ TR BN - GfE A\ SITEA O R A RO 5
AR B, JF BV RIAEEON R AN BIRIRE, DR RSBUESi AT
AEPE - HPRlde, FEFRRZERE, BEREEWEBLT, #AAORHZE, 2
STy, URERUIR R IR ZEbNE,  BEXF AR e
TS ( EFENEASGMEZ SN WEZ2r . MRMLEBIEER, TTLS%
MAC HEZR A I BREHIAR 53T -

SR F BREHE D2 AR R A S FIE Z 2C TR R A IR . X

P, BIGESREE AR R RNERESHY, tWEEETIMCIFHERmREK .  EU
REEIRX MR BISN: MAC HEZR BRI T B SR R R 2 L A RREEF Y -

6.7. MACR =& A\ O K A4 #
6.7.1. WA EIAN T RHE
6.7.1.1. mpo_init

void mpo_init(conf);
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struct mac_policy_conf *conf;

KN%%%%%

SRESINECEE 1« SRR IERF A RIS EER EAVE Bl Rt 2 JRREIRAY, X EARR
B AGHARMATEE . RFEAREYE I BOE AT Al REE iR FH 2 1)
FREDECRIE, AT LR EATBHE — D B AR SYSINITO RSP -
6.7.1.2. mpo_destroy

void mpo_destroy(conf);

struct mac_policy_conf *conf;

KN%%%%%

RIS . DA RIHER BR8], RHREEETE .
6.7.1.3. mpo_syscall

int mpo_syscall(td, call, arg);

struct thread *td;

int call;
void *arg;
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- PROMRSTEME ARG HM . HNMAREFR AR 2 TR E
TRALELFT B IRSS (S E SR, PR S ECRHET %A 1 RS 28 25 1R FH R SRS
HLIUFTARSS Y, AR AR ERET MAC  HEZR IR AR R Uy (Rl A B
Bl TS, BRI DRSS T MBS S INRE, AR EROZ AR
MIESUIFERRE, DR NAC HEZRHEM A H AR KA IR -

@ AR T3 4 O P A3 7 copyin P TR L IR

6.7.1.4. mpo_thread userret
void mpo_thread_userret(td);

struct thread *td;
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ERZA O EEL, SRESRREE R AR B A P S| (RGTERRE - FHRE
&5 T MAC MEIRAINIE TAE.  FHDSHEIMCAEIE TR M HIZA D K
B, ENESNHERGHARERES, FAREEENZITEREEHAEN R, 3
FEAPMC AT RER R G RIVAEE B « D7 il ke E Hahdh . N ZA DR
5, SFHRRE R ERER AT BER A A p_label R — R
T EEBEIRYT; TR, ELENNITDF_ASTPENDING PR L FAFEFELR
JPS MACPENDM#RENL, FIAKAE — X userret AHHREIAA - EidiZ%
ANOREL,  SRBS A ATEA N 6 B )20 | R SO B R AR 5 - SRS JRTE
ANBANERE, FEFIESEE - AST MHXMEFBITIRF,  REFHITH
AST RIREfRE 2%, M BAEHE 22N AR PR Al BER E A -

6.7.2. BAFtRIE
6.7.2.1. mpo_init_bpfdesc_labe
void mpo_init_bpfdesc_label(label);

struct label *label;
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H—FEEFILE) bofdesc (BPF iRT) WAGILARIC - AT LARERR -
6.7.2.2. mpo_init_cred_labe
void mpo_init_cred_label(label);

struct label *label;

60



6 E TrustedBSD MAC FEZE

H

A= DHNEEFLE A BRI - 7T LUBEHR -
6.7.2.3. mpo_init_devfsdirent_labd

void mpo_init_devfsdirent_|label(label);

struct label *label;
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6.7.2.4. mpo_init_ifnet_labe

void mpo_init_ifnet_label(label);

struct label *label;
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6.7.2.5. mpo_init_ipg_labe
void mpo_init_ipg_label(label, flag);

struct label *label;
int flag;
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BRM_NOWAITZ —, FAGBEBAE XA LM R Ry malloc(9) TZEAREIR - 1P 5
FEANIINDEREERERE SHMEREMBEROIMGE THITH, BHSR
FEAZ/ I O B S B R AN RT3/ - TP 49 F EELEBA S 4 Br R A SR s s N
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6.7.2.6. mpo_init_mbuf_labd

void mpo_init_mbuf_label(flag, label);
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int flag;
struct label *label;
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R— L EFILE) mbuf EIRELE (mbuf) ¥ItEILERIE . HAfflaghi(E ] FE
HOM_WATTOKFMM_NOWAITZ —,  FR# BAEZ VG LA A malloc(9) A
BREFR - Mbuf SLESA S ELERVER W AEXEREA A ZR A R E T, Hit
SIS Ot 3B SR B AR AN B (A A - B N O BREE Mbuf SLER4F
VE SRS 2R R [E] -

6.7.2.7. mpo_init_mount_label
void mpo_init_mount_label(mntlabel, fslabel);

struct label *mntlabdl;
struct label *fdabdl;
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6.7.2.8. mpo_init_mount_fs |abe
void mpo_init_mount_fs_|abel(label);

struct label *label;
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6.7.2.9. mpo_init_pipe labd
void mpo_init_pipe_label(labdl);

struct label*|abel;
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6.7.2.10. mpo_init_socket_labd
void mpo_init_socket_label(label, flag);

struct label *label;
int flag;
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H—NINIEFI R ER ORI Z 2R - EHR flag  SEELTHIEE N
M_WATTOKFIM_NOWAITZ —, LA S AR WG (AR H 50 A AT RERERR fmalloc (9) -

6.7.2.11. mpo_init_socket_peer_labe
void mpo_init_socket_peer_label(label, flag);

struct label *labdl;
int flag;
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malloc(9) »

6.7.2.12. mpo_init_proc label
void mpo_init_proc_label(label);

struct label *label;
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6.7.2.13. mpo_init_vnode labd
void mpo_init_vnode_label(label);

struct label *label;

H—NINIZEFILE) vnode FTIRLARHRIC - T LAREEAR -
6.7.2.14. mpo_destroy_bpfdesc labd

void mpo_destroy_bpfdesc_|abel(label);

struct label *label;
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6.7.2.15. mpo_destroy_cred_labd
void mpo_destroy_cred_label(label);

struct label *label;
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6.7.2.16. mpo_desroy_devfsdirent_labd

void mpo_destroy_devfsdirent_label(label);

struct label *label;
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6.7.2.17. mpo_destroy_ifnet_labd
void mpo_destroy_ifnet_label(label);

struct label *label;
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6.7.2.18. mpo_dedtroy_ipq_labe
void mpo_destroy_ipq_label(label);
struct label *label;
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6.7.2.19. mpo_destroy_mbuf_labe
void mpo_destroy_mbuf_label(label);
struct label *label;
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6.7.2.20. mpo_destroy_mount_label
void mpo_destroy_mount_label(label);
struct label *label;
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6.7.2.21. mpo_destroy_mount_label
void mpo_destroy_mount_label(mntlabel, fslabel);

struct label *mntlabel;
struct label *fdabel;

Mount
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6.7.2.22. mpo_destroy_socket_labd
void mpo_destroy_socket_label(label);
struct label *label;
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6.7.2.23. mpo_destroy_socket_peer_labe
void mpo_destroy_socket_peer _label(peerlabel);
struct label *peerlabel;
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6.7.2.24. mpo_destroy_pipe labd
void mpo_destroy_pipe_label(labdl);

struct label *label;
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6.7.2.25. mpo_destroy_proc_labe
void mpo_destroy_proc_label(label);

struct label *label;
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6.7.2.26. mpo_destroy_vnode |labd
void mpo_destroy_vnode_|abel(label);

struct label *labdl;
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6.7.2.27. mpo_copy_mbuf_label
void mpo_copy_mbuf_label(src, dest);

struct label *src;
struct label *dest;
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6.7.2.28. mpo_copy_pipe labd
void mpo_copy_pipe_label(src, dest);

struct label *src;
struct label *dest;
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6.7.2.29. mpo_copy_vnode labd
void mpo_copy_vnode_label(src, dest);

struct label *src;
struct label *dest;
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6.7.2.30. mpo_externalize cred label
int mpo_externalize_cred_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;
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int *claimed;
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6.7.2.31. mpo_externalize ifnet_labd
int mpo_externalize_ifnet_label(label, element_name, sb, * claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.32. mpo_externalize pipe labe
int mpo_externalize pipe_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed,;
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6.7.2.33. mpo_externalize socket_labe
int mpo_externalize_socket_label(label, element_name, sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.34. mpo_externalize socket_peer_label

int mpo_externalize_socket_peer _|label(label, element_name, sb, *claimed);
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struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.35. mpo_externalize vnode |abd
int mpo_externalize_vnode_label(label, element_name, sb, *claimed);

struct label *labdl;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.36. mpo_internalize cred labd
int mpo_internalize_cred_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed;
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6.7.2.37. mpo_internalize ifnet_label
int mpo_internalize_ifnet_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed,;
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6.7.2.38. mpo_internalize pipe labe
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int mpo_internalize_pipe_|label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;

int *claimed;

B
i

iébel
1
15

=~

7
i}
L
i
gement_name
=
2

57
[5]

88



% 6 # TrustedBSD MAC HEZE

I - B

ic
)

5

)

’ﬁﬂ#g 4 R
g

ik (S mF 3 i

RIE— DAL ARSI RRcEdE, QE— P NEERbrcas - HArm
MACTT S RF KU FH BT R SIS HOAE SN R, SRAE IR IC B BB LK
it SEICHELTE Seilid H e lement _name PN A H CHISKIR 24T, K
R E  felement _data A AELE - RUMY, WRAFA LA EE R
PR BRERT), ZREUREO, FHiEHE claimed I{E -

89



BB

6.7.2.39. mpo_internalize socket_label
int mpo_internalize_socket_label(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed,;

B
i

Hdel
B
H
7t
i)
U7
it
gement_name
=

M

v
5]

*®
TN
4
it
i
i
W

i

%ﬁﬂl? 4 v
o
&




% 6 # TrustedBSD MAC HEZE

i
i1
#

#

RIE— AR RSN RRc s, E— P NEERtrcs®s - Haim
MACTT S RF KU BT R SIS FOAE RN R, ORAERIPRIC B BB LK
it S TE Seilid Ho e lement _name P HNA A H CHISKIR AT, K
ERT T E e lenent _data M FIAEE - RUM, MR FAILEEEE R
FHARIERT), ZREORE0, HiEH*claimed){H -

6.7.2.40. mpo_internalize vnode labd
int mpo_internalize_vnode_|abel(label, element_name, element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed,;
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6.7.3.1. LALLM AR F RS
6.7.3.1.1. mpo_associate vnode devfs
void mpo_associate vnode _devfs(mp, fdabel, de, delabel, vp, viabel);

struct mount * mp;
struct label *fslabel;
struct devfs_dirent *de;
struct label *delabel;
struct vnode *vp;

struct label *vlabel;
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6.7.3.1.2. mpo_associate vnode extattr
int mpo_associate_vnode_extattr(mp, fdabel, vp, viabe);

struct mount *mp;
struct label *fdabel;
struct vnode *vp;
struct label *viabel;
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6.7.3.1.3. mpo_asociate vnode singlelabel
void mpo_associate vnode_singlelabel(mp, fslabdl, vp, viabel);

struct mount *mp;
struct label *fslabel;
struct vnode *vp;
struct label *vlabel;
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6.7.3.1.4. mpo_create devfs device
void mpo_create devfs device(dev, devfs dirent, label);

dev_t dev;
struct devfs _dirent *devfs_dirent;
struct label *label;
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6.7.3.1.5. mpo_create devfs directory

void mpo_create devfs directory(dirname, dirnamelen, devfs_dirent, label);

char *dirname;

int dirnamelen;

struct devfs_dirent *devfs_dirent;
struct label *label;
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6.7.3.1.6. mpo_create devfs symlink
void mpo_create_devfs_symlink(cred, mp, dd, ddlabel, de, delabel);

struct ucred *cred;
struct mount *mp;
struct devfs_dirent *dd;
struct label *ddlabel;
struct devfs _dirent *de;
struct label *delabel;
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6.7.3.1.7. mpo_create vnode extattr
int mpo_create vnode_extattr(cred, mp, fslabel, dvp, dlabel, vp, vliabel, cnp);

struct ucred *cred;
struct mount *mp;
struct label *fdlabel;
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struct vnode *dvp;

struct label *dlabel;

struct vnode *vp;

struct label *viabel;

struct componentname *cnp;

R
ic

el

101



L ELF

b
it
opp
)
e
L
%

=2

¥

¥ vp MIPRCE AT FRIE M - ), FPrcEA vabd,  FiRE 0. B, X
[ELF ) B R D -

6.7.3.1.8. mpo _create mount

void mpo_create_mount(cred, mp, mnt, fslabel);

struct ucred *cred;
struct mount * mp;
struct label *mnt;
struct label *fslabel;
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6.7.3.1.9. mpo_create root_mount

void mpo_create_root_mount(cred, mp, mntlabel, fslabel);
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struct ucred *cred;
struct mount * mp;
struct label *mntlabel;
struct label *fslabel;

7.3.1.8
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6.7.3.1.10. mpo_relabd_vnode
void mpo_relabel_vnode(cred, vp, vnodelabel, newlabel);

struct ucred *cred;
struct vnode *vp;

struct label *vnodelabel;
struct label *newlabel;
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6.7.3.1.11. mpo_setlabe_vnode extattr
int mpo_setlabel_vnode_extattr(cred, vp, viabel, intlabel);

struct ucred *cred;
struct vnode *vp;
struct label *vlabel;
struct label *intlabél;
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6.7.3.1.12. mpo_update devfsdirent
void mpo_update_devfsdirent(devfs dirent, direntlabel, vp, vhodelabel);

struct devfs dirent *devfs dirent;
struct label *direntlabel;

struct vnode *vp;

struct label *vnodelabel;
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6.7.3.2. IPC xt ZAz1e FH4EAF
6.7.3.2.1. mpo_create mbuf_from_socket
void mpo_create_mbuf_from_socket(so, socketlabel, m, mbuflabel);

struct socket * so;

struct label * socketlabel;
struct mbuf *m;

struct label *mbuflabel;
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6.7.3.2.2. mpo_create pipe
void mpo_create _pipe(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.3.2.3. mpo_create socket
void mpo_create_socket(cred, so, socketlabel);

struct ucred *cred;
struct socket * so;
struct label * socketlabel;
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6.7.3.2.4. mpo_create socket from_socket

void mpo_create socket from_socket(oldsocket,
newsocketlabel);

struct socket * oldsocket;
struct label *oldsocketlabel;
struct socket * newsocket;
struct label *newsocketlabel;
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6.7.3.2.5. mpo_reabd_pipe
void mpo_relabel_pipe(cred, pipe, oldlabel, newlabel);

struct ucred *cred;
struct pipe *pipe;
struct label *oldlabel;
struct label *newlabel;
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6.7.3.2.6. mpo_reabe_socket

void mpo_relabel_socket(cred, so, oldlabel, newlabel);

struct ucred *cred;
struct socket * so;
struct label *oldlabel;
struct label *newlabel;
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6.7.3.2.7. mpo_set_socket_peer_from_mbuf
void mpo_set_socket_peer_from_mbuf(mbuf, mbuflabel, oldlabel, newlabel);

struct mbuf *mbuf;
struct label *mbuflabel;
struct label *oldlabel;
struct label *newlabel;
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6.7.3.2.8. mpo_set_socket_peer_from_socket

void mpo_set_socket_peer_from_socket(oldsocket, oldsocketlabel, newsocket,
newsocketpeerlabel);

struct socket * oldsocket;

struct label *oldsocketlabel;
struct socket * newsocket;

struct label *newsocketpeerlabel;
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6.7.3.3. Network Object Labeling Event Operations
6.7.3.3.1. mpo_create bpfdesc

void mpo_create_bpfdesc(cred, bpf_d, bpflabel);

struct ucred *cred;

struct bpf_d *bpf_d;
struct label *bpflabel;
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6.7.3.3.2. mpo_create ifnet
void mpo_create_ifnet(ifnet, ifnetlabel);

struct ifnet *ifnet;
struct label *ifnetlabel;
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6.7.3.3.3. mpo_create ipq
void mpo_create_ipq(fragment, fragmentlabel, ipq, ipglabel);

struct mbuf *fragment;
struct label *fragmentlabel;
struct ipq *ipq;

struct label *ipglabel;
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6.7.3.3.4. mpo_create datagram_from_ipqg

void mpo_create create datagram_from_ipq(ipq, ipglabel, datagram,
datagramlabel);

struct ipq *ipq;
struct label *ipglabel;
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struct mbuf *datagram;
struct label *datagramlabel;
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6.7.3.3.5. mpo_create fragment
void mpo_create_fragment(datagram, datagramlabel, fragment, fragmentlabel);

struct mbuf *datagram;
struct label *datagramlabel;
struct mbuf *fragment;
struct label *fragmentlabel;
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6.7.3.3.6. mpo_create mbuf_from_mbuf

void mpo_create_mbuf_from_mbuf(oldmbuf, oldmbuflabel, newmbuf,
newmbuflabel);

struct mbuf *oldmbuf;
struct label *oldmbuflabel;
struct mbuf * newmbuf;
struct label *newmbuflabel;
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6.7.3.3.7. mpo_create mbuf_linklayer
void mpo_create_mbuf_linklayer (ifnet, ifnetlabel, mbuf, mbuflabel);

struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf * mbuf;
struct label *mbuflabel;
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6.7.3.3.8. mpo_create mbuf_from_bpfdesc
void mpo_create_mbuf_from_bpfdesc(bpf_d, bpflabel, mbuf, mbuflabel);

struct bpf_d *bpf_d,;
struct label *bpflabel;
struct mbuf * mbuf;
struct label *mbuflabel;
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6.7.3.3.9. mpo_create mbuf_from_ifnet
void mpo_create_mbuf_from_ifnet(ifnet, ifnetlabel, mbuf, mbuflabel);

struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf * mbuf;
struct label *mbuflabel;
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6.7.3.3.10. mpo_create mbuf multicast_encap

void mpo_create_mbuf_multicast_encap(oldmbuf, oldmbuflabel, ifnet, ifnetlabel,
newmbuf, newmbuflabel);

struct mbuf *oldmbuf;
struct label *oldmbuflabel;
struct ifnet *ifnet;

struct label *ifnetlabel;
struct mbuf *newmbuf;
struct label *newmbuflabel;
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6.7.3.3.11. mpo_create mbuf netlayer
void mpo_create_mbuf_netlayer (oldmbuf, oldmbuflabel, newmbuf, newmbuflabel);

struct mbuf *oldmbuf;
struct label *oldmbuflabel;
struct mbuf * newmbuf;
struct label *newmbuflabel;
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6.7.3.3.12. mpo_fragment_match
int mpo_fragment_match(fragment, fragmentlabel, ipq, ipglabd);

struct mbuf *fragment;
struct label *fragmentlabel;
struct ipq *ipq;

struct label *ipglabel;
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6.7.3.3.13. mpo relabd_ifnet
void mpo_relabel_ifnet(cred, ifnet, ifnetlabel, newlabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct label *newlabel;
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6.7.3.3.14. mpo_update ipq
void mpo_update ipq(fragment, fragmentlabel, ipg, ipglabel);

struct mbuf *fragment;
struct label *fragmentlabel;
struct ipq *ipq;

struct label *ipglabel;
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6.7.3.4. #ARARICF LA
6.7.3.4.1. mpo_create cred
void mpo_create_cred(parent_cred, child_cred);

struct ucred *parent_cred;
struct ucred *child_cred;

B
i

parent_cred
*

&

75

1%

IR

&hild cred
*

&

75

(a5

N

RIEFTEAEREER, NFEMNEREEREERL HFY N HEN
struct ucredfif] crcopy(9) B, REAAILEE.  ZRECINSHEE
(forking) HEABIEZFHEN K-

129


http://www.FreeBSD.org/cgi/man.cgi?query=crcopy&amp;sektion=9

L ELF

6.7.3.4.2. mpo_execve trandtion
void mpo_execve_transition(old, new, vp, vnodelabel);

struct ucred *old;

struct ucred * new;

struct vnode *vp;

struct label *vnodelabel;
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6.7.3.4.3. mpo_execve will_transtion
int mpo_execve will_transition(old, vp, vhodelabel);

struct ucred *old;
struct vnode *vp;
struct label *vnodelabel;
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6.7.3.4.4. mpo_create procO
void mpo_create_procO(cred);

struct ucred *cred;
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6.7.3.4.5. mpo_create procl
void mpo_create_procl(cred);

struct ucred *cred;
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6.7.3.4.6. mpo relabd cred

void mpo_relabel_cred(cred, newlabel);

struct ucred *cred;
struct label *newlabel;
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6.7.4.1. mpo_check_bpfdesc receve

int mpo_check_bpfdesc_receive(bpf_d, bpflabel, ifnet, ifnetlabel);
struct bpf_d *bpf_d,;

struct label *bpflabel;

struct ifnet *ifnet;
struct label *ifnetlabel;
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6.7.4.2. mpo_check_kenv_dump
int mpo_check_kenv_dump(cred);

struct ucred *cred;
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6.7.4.3. mpo_check_kenv_get
int mpo_check_kenv_get(cred, name);

struct ucred *cred;
char *name;
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6.7.4.4. mpo_check kenv_ st
int mpo_check_kenv_set(cred, name);

struct ucred *cred;
char *name;
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6.7.4.5. mpo_check_kenv_unset
int mpo_check_kenv_unset(cred, name);

struct ucred *cred;
char *name;
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6.7.4.6. mpo_check_kld_load

int mpo_check_kld_load(cred, vp, viabel);

struct ucred *cred;
struct vnode *vp;
struct label *vlabel;
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6.7.4.7. mpo_check_kld_gat

int mpo_check_klId_stat(cred);
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struct ucred *cred;
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6.7.4.8. mpo_check_kld_unload
int mpo_check_kld_unload(cred);

struct ucred *cred;
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6.7.4.9. mpo_check_pipe ioctl

int mpo_check_pipe _ioctl(cred, pipe, pipelabel, cmd, data);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
unsigned long cmd;
void *data;
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6.7.4.10. mpo_check_pipe poll
int mpo_check _pipe poall(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;

i
cred
*

s

=

£

N

fiipe

b=l
pipetébel
*

%4

Fr

i

PRTE MR E MR T HOSE E pipefiiTpol 1R/ -

139


http://www.FreeBSD.org/cgi/man.cgi?query=ioctl&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=ioctl&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=ioctl&amp;sektion=2

Wil

6.7.4.11. mpo_check pipe read
int mpo_check_pipe read(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.12. mpo_check_pipe relabe
int mpo_check_pipe _relabel(cred, pipe, pipelabel, newlabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
struct label *newlabel;
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6.7.4.13. mpo_check_pipe sat
int mpo_check_pipe stat(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.14. mpo_check_pipe write
int mpo_check _pipe write(cred, pipe, pipelabd);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;

B
i
dred
*

s

=]

£

N
fiipe
=l
pipelébel
*

%4

Fr

it

REZEFZEDENE pipe-
6.7.4.15. mpo_check_socket_bind
int mpo_check_socket_bind(cred, socket, socketlabel, sockaddr);

struct ucred *cred;

struct socket * socket;
struct label *socketlabel;
struct sockaddr * sockaddr;
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6.7.4.16. mpo_check_socket connect
int mpo_check_socket_connect(cred, socket, socketlabel, sockaddr);

struct ucred *cred;

struct socket *socket;
struct label * socketlabel;
struct sockaddr * sockaddr;
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6.7.4.17. mpo_check_socket_receive

int mpo_check _socket_receive(cred, so, socketlabel);

struct ucred *cred;
struct socket * so;
struct label * socketlabel;
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6.7.4.18. mpo_check_socket_send

int mpo_check _socket_send(cred, so, socketlabel);

struct ucred *cred;
struct socket * so;
struct label * socketlabel;
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6.7.4.19. mpo_check_cred vishle

int mpo_check_cred_visible(ul, u2);

struct ucred *ul,;
struct ucred *uz;
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6.7.4.20. mpo_check_socket_visble
int mpo_check _socket_visible(cred, socket, socketlabel);

struct ucred *cred;
struct socket * socket;
struct label *socketlabel;
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6.7.4.21. mpo_check_ifnet_relabe
int mpo_check_ifnet_relabel(cred, ifnet, ifnetlabel, newlabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct label *newlabel;
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6.7.4.22. mpo_check_socket_relabe

int mpo_check _socket_relabel(cred, socket, socketlabel, newlabel);

struct ucred *cred;

struct socket *socket;
struct label *socketlabel;
struct label *newlabel;
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6.7.4.23. mpo_check_cred_reabd

int mpo_check_cred_relabel(cred, newlabel);

struct ucred *cred;
struct label *newlabel;
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6.7.4.24. mpo_check_vnode relabe

int mpo_check_vnode relabel(cred, vp, vnodelabel, newlabel);

struct ucred *cred;
struct vnode *vp;

struct label *vnodelabel;
struct label *newlabel;
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6.7.4.25. mpo_check_mount_stat
int mpo_check_mount_stat(cred, mp, mountlabel);

struct ucred *cred;
struct mount * mp;
struct label *mountlabel;
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6.7.4.26. mpo_check_proc_debug
int mpo_check_proc_debug(cred, proc);

struct ucred *cred;
struct proc * proc;
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6.7.4.27. mpo_check_vnode access
int mpo_check_vnode_access(cred, vp, label, flags);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int flags;
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6.7.4.28. mpo_check_vnode chdir

int mpo_check_vnode_chdir(cred, dvp, dlabel);

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
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6.7.4.29. mpo_check_vnode chroot
int mpo_check_vnode_chroot(cred, dvp, dlabel);

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
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6.7.4.30. mpo_check_vnode create

int mpo_check_vnode_create(cred, dvp, dlabel, cnp, vap);

struct ucred *cred;

struct vhode *dvp;

struct label *dlabel;

struct componentname *cnp;
struct vattr *vap;
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6.7.4.31. mpo_check_vnode deete
int mpo_check_vnode_delete(cred, dvp, dlabel, vp, label, cnp);

struct ucred *cred;

struct vhode *dvp;

struct label *dlabel;

struct vnode *vp;

void *label;

struct componentname *cnp;
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6.7.4.32. mpo_check_vnode deleteac
int mpo_check_vnode_deleteacl(cred, vp, label, type);

struct ucred *cred;
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struct vnode *vp;
struct label *label;

acl_type ttype;
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6.7.4.33. mpo_check_vnode exec
int mpo_check_vnode_exec(cred, vp, label);

struct ucred *cred;
struct vnode *vp;
struct label *labdl;
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6.7.4.34. mpo_check_vnode getacl
int mpo_check_vnode_getacl(cred, vp, label, type);

struct ucred *cred;
struct vnode *vp;
struct label *label;
acl_type ttype;
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6.7.4.35. mpo_check_vnode getextattr
int mpo_check_vnode_getextattr(cred, vp, label, attr namespace, name, uio);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int attrnamespace;
const char *name;
struct uio *uio;
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6.7.4.36. mpo_check_vnode link
int mpo_check_vnode_link(cred, dvp, dlabel, vp, label, cnp);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;

struct vnode *vp;

struct label *label;

struct componentname * cnp;
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6.7.4.37. mpo_check_vnode mmap
int mpo_check_vnode_mmap(cred, vp, label, prot);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int prot;
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6.7.4.38. mpo_check_vnode mmap_downgrade

void mpo_check_vnode mmap_downgrade(cred, vp, label, prot);

struct ucred *cred;
struct vhode *vp;

161


http://www.FreeBSD.org/cgi/man.cgi?query=mmap&amp;sektion=2

Wil

struct label *label;
int *prot;
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6.7.4.39. mpo_check_vnode mprotect
int mpo_check_vnode_mprotect(cred, vp, labdl, prot);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int prot;
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6.7.4.40. mpo_check_vnode poll
int mpo_check_vnode_poll(active cred, file_cred, vp, labd);

struct ucred *active _cred;
struct ucred *file_cred;
struct vnode *vp;

struct label *label;
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6.7.4.41. mpo_check_vnode rename from
int mpo_vnode_rename_from(cred, dvp, dlabel, vp, label, cnp);

struct ucred *cred;

struct vhode *dvp;

struct label *dlabel;

struct vnode *vp;

struct label *label;

struct componentname *cnp;
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6.7.4.42. mpo_check_vnode rename to
int mpo_check_vnode_rename_to(cred, dvp, dlabel, vp, label, samedir, cnp);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;

struct vnode *vp;

struct label *label;

int samedir;

struct componentname *cnp;

B
i
ared
JZS

=3

5]

£

N
dp
X
vnode
diathed
*K

1573

165



Yyl

vnode

1%%3%*5

=

>+

7.

)
>

Tgﬁ

/]

Al m 3mSR S R

i

166



% 6 # TrustedBSD MAC HEZE

B
i)
¢ap
)

component

%

MR ERRTENEMALSE vnode v, EIFEHR dwp, B4 enp. i1
REFERCHEXME, Nivp # labd HIERFJ9 NULL.

6.7.4.43. mpo_check_socket_listen

int mpo_check_socket_listen(cred, socket, socketlabel);

struct ucred *cred;
struct socket * socket;
struct label * socketlabel;
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6.7.4.44. mpo_check_vnode |lookup
int mpo_check_vnode lookup(, , , cnp);

struct ucred * cred;
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struct vnode * dvp;
struct label *dlabel;
struct componentname * cnp;
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6.7.4.45. mpo_check_vnode open
int mpo_check_vnode_open(cred, vp, label, acc_mode);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int acc_mode;
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6.7.4.46. mpo_check_vnode readdir
int mpo_check_vnode readdir(, , );

struct ucred *cred;
struct vhode * dvp;
struct label *dlabel;
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6.7.4.47. mpo_check_vnode readlink
int mpo_check_vnode_readlink(cred, vp, label);

struct ucred *cred;
struct vnode *vp;
struct label *label;
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6.7.4.48. mpo_check_vnode revoke

int mpo_check_vnode_revoke(cred, vp, label);
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struct ucred *cred;
struct vnode *vp;
struct label *label;
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6.7.4.49. mpo_check_vnode stacl
int mpo_check_vnode_setacl(cred, vp, label, type, acl);

struct ucred *cred;
struct vnode *vp;
struct label *label;
acl_type ttype;
struct acl *acl;

171



Wil

»E% iR %E% O

s}

i
aclL

FEMEEAREERETEPOEELTE vnode MATELEME ACL.  FHKIh, M
IRE 0; B, IRE—1ermofE . FEUUFHPEE RIS EACCES, HTFHMEAIT
fit; EPERM, FHTANBRANES -

6.7.4.50. mpo_check_vnode sttextattr
int mpo_check_vnode_setextattr (cred, vp, label, attrnamespace, name, uio);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int attrnamespace;
const char *name;
struct uio *uio;
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6.7.4.51. mpo_check_vnode setflags

int mpo_check_vnode_setflags(cred, vp, label, flags);
struct ucred *cred;

struct vnode *vp;

struct label *label;
u_long flags;
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6.7.4.52. mpo_check_vnode sstmode
int mpo_check_vnode_setmode(cred, vp, label, mode);

struct ucred *cred;
struct vnode *vp;
struct label *label;
mode_t mode;
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6.7.4.53. mpo_check_vnode setowner
int mpo_check_vnode_setowner (cred, vp, label, uid, gid);

struct ucred *cred;
struct vnode *vp;
struct label *label;
uid_t uid;

gid_t gid;
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6.7.4.54. mpo_check_vnode setutimes
int mpo_check_vnode_setutimes(, , , , );

struct ucred * cred;
struct vnode *vp;
struct label *1abel;
struct timespec atime;
struct timespec mtime;
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6.7.4.55. mpo_check_proc_sched
int mpo_check_proc_sched(ucred, proc);

struct ucred *ucred;
struct proc * proc;
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See setpriority(2) for more information.

6.7.4.56. mpo_check_proc_signal

int mpo_check_proc_signal(cred, proc, signal);

struct ucred *cred;
struct proc * proc;
int signal;
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6.7.4.57. mpo_check_vnode dtat
int mpo_check_vnode_stat(cred, vp, label);

struct ucred *cred;
struct vnode *vp;
struct label *label;
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See stat(2) for more information.

6.7.4.58. mpo_check_ifnet_transmit
int mpo_check_ifnet_transmit(cred, ifnet, ifnetlabel, mbuf, mbuflabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf * mbuf;
struct label *mbuflabel;
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6.7.4.59. mpo_check_socket deliver
int mpo_check_socket_deliver(cred, ifnet, ifnetlabel, mbuf, mbuflabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf * mbuf;
struct label *mbuflabel;
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6.7.4.60. mpo_check_socket_vishble
int mpo_check_socket_visible(cred, so, socketlabel);
struct ucred *cred;

struct socket * so;
struct label * socketlabel;
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6.7.4.61. mpo_check_system_acct
int mpo_check _system_acct(ucred, vp, viabel);

struct ucred *ucred;
struct vnode *vp;
struct label *viabel;
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6.7.4.62. mpo_check_sysem nfsd
int mpo_check _system_nfsd(cred);

struct ucred *cred;
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6.7.4.63. mpo_check_system_reboot
int mpo_check_system_reboot(cred, howto);

struct ucred *cred;
int howto;
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6.7.4.64. mpo_check_system_settime
int mpo_check _system_settime(cred);

struct ucred *cred;
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6.7.4.65. mpo_check_sysem_swapon

int mpo_check _system_swapon(cred, vp, viabel);

struct ucred *cred;
struct vnode *vp;
struct label *vlabel;

MR E AR TE RGN — MERswapiZ&H) vp -
6.7.4.66. mpo_check_system_sysctl

int mpo_check_system_sysctl(cred, name, namelen, old, oldlenp, inkernel, new,
newlen);

struct ucred *cred;
int *name;
u_int *namelen;
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void *old;
size t *oldlenp;
intinkerne;
void *new;
size t newlen;

I
sysctﬂ?))
old
oldlenp
itikernel

IR

3;‘-2

Q

i

H;

n

o=

%
fiid
I
H.
H

N

i1
#
&
1
AW

N
ﬁ?é'lceﬂ (3)

PR ERR T RIZWAFHIITIEER sysctl1(3) HF-
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FRic & i A

6.7.5. A1t HE A

2 P EREESR AR R PR HAT B, RS RO 6B AR
BAEDPIPEEAT. B, HETUIRERRE, I KCERIER AR B S E
B RE, MAA— MR D RERIFRHEHITER . EFTMCA D RECE
FACHERAREIRTHIN G« W EIMCIREANERFIRC, 1EVRASE . xR
EFP R ER R ICR BRI R EIR, PR, RV FRATRE B
WP IRE R, WA REBES RN -

6.8. MM ERARLEN

TrustedBSD MAC EZREE T —HEMITLKRWASITE, BFEEHMBEIFCH AC
EOE, MNRGUFERERERBEE. AHFSEL MAC PRERBEFR login
PR,  DUCE T ST AR AN S GHAE - UM 453 0 48) 222 hRid
MTE. AA, HEEZRTHHZEREWEENE SR ESER.

6.8.1. Rk Ff Xtytrit % API

TrustedBSD MAC $RELFIRERZEREFIRSAA, AVFNHEFEH—FS—/ -
TRBE T B DR EENT G H MAC FRic. ik, RFRRF A DARRAAE PR A FRORES
MIFRIC, JCRE A 4 SRS SR B dmhd - F 2B TE, i
ifconfig(8), 1s(1) A ps(1), fHEAXLETEETCKAIHE O BHMLREEH . 3L
HAHEERTMEEE - X AP WEATIERE Mac BFHETER, W
0, setfmac(8), getpmac(8), setfmac(8), setfsmac(8), Fl setpmac(8) .
MAC APIHIZITAHTI Af 2% mac (3) .

L FARE AL ) MAC P E MM NEER, AR EASE

PRI R AIPRIE (mac_t) T C FAF RSN, 1B
APMCFERCE P RO, AT RA A ERsEmHA PR - "1

MAC FRCH—AFMCTTREAR, BT M miEE— e (&%, H) Mt
ZEID NIZH A SRES B BB e € — M E & T, HEATFRMEH 5%
53 LB R A EL SRS AR 177 U AT AR AT - KA R FoRME, H
FRCTEE FR N4 T / B, JTEZELLES53FE - S FAFEFF AT LA
H MAC  EZERRMER APT R — R EFREENTIE AR 2 1E
HATEAL - BYRNZERRE N RELEMERT, WERE A RIPRC L U %
IR T EEAEGNTMEF#EES . A, B RATEHRFARZ—: fF
I mac_prepare(3) M—MEENEMOTERNEESE, 8F, 15 FH
Mmac.conf (5) BCEIMFHINBEHE TEEASNEN R - T REREE S
Birg, ¥ARFNHARFENMIE AREEGRAHEERAELT, WEEmHm
IR B S35 SA KB B L ZEFRIE -
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% 6 # TrustedBSD MAC HEZE

FE

S AR MAC JEAN TR E BT AFMETE, IrEME
Oy M NIl Oy ST e B PRERTE = bR 1D R M Al SO
TR WEAEHITRE, 5 H R A bR
RN ARFAEE LA ERE, A UEE R H
IS AR pRic T BRSO .

6.8.2. A F P i EAr1C

AP BTN EERSED, setusercontext (3) . BT HESHESCH, M
login.conf (5) HEWSENHPERLEBIFREIKN  MAC L2t M
LOGIN_SETALL #i%%E, mi#&2 LOGIN SETMAC #IARGTEERt, X 4R
IDEREAH P BN SR E

EEY
@ AT, S ERFEANMZRF, FreeBSD R MAC  Frid
M loginconf FIF R BIEGRZE S H, AHELEF— AR
BB - AITFEMETIS, setusercontext(3) APINVIZRFEA
iy

A2 o

6.9. %

TrustedBSD MAC FHEZEMFGNIZIEIRAELI—FIEF I TR, TERGEMT LT .
ENBEARARE NS R EE, YEEFRE  MAC  HEZRM BT RIZ 2hrid
Bl , RSCHEUTRIEH . MESRERALA RIS MRS A AT LIRS EA RO
W&, WRIA BSD MARIEMIR (credential) SICH-ERIFHLEIFIERS, LI(EER
M4 (I MLS 1 Biba) - SEHUTL2IRSHIEIRRIEAL, LIS %R
K, LUTRIE e ERES .
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%7 F BRMABAL

4t %% . Matthew Dillon.
iE . .

7.1, WEAFEEIE—vm page t

Y N B A8 v _page tATUREMHITEE . WENENTHENS B X
MRS Rvm page tAT X3, X SRR R T TUE B ) — 1 B
T -

—TUR] AbTFHELZR (wired) ~ V&S (active) , EVE (inactive) ~ ZEFF (cache) ~ =]
I (free) IR - BRT LIRS, T—BHMEE—AERMTIE, RETE
Pt PR » TR A BCE AR RIBAS B -

FreeBSD} Gk A7 DURN A H TTSEIL T — B R B ZRAOTIRASIALH],  DASEIR DA 23 26
EH . B-FORSENBEZ NS, I ZH R LB — R . Rk
7o AFEDPE—DETS,  FreeBSDRIREIE— ML —% - “REAR TR TTE
T ECLE AN TR 5%

geAh, —ANIAE—DSIAHEL AT MO EBE . BRI E RS E
BT EIRBIE” (ultimate locked)RF,  — P TUA] LUF TIFREPG_BUSY R IRIX
—IRE -

B2, B TS ER I FRLRU (Least—Recently Used) HJENI TAE .

@ FiiELeast—Recently Used W FPEEfE /=0, 1.5 “least—
recently” EENR LR, BOUh BE | 8 EER
fi#h “BOl PR R &R 5 2.
B “least” 1 “recently” HEFENENF, HUEME “used” |
BARNEHE R Bob iR o XA T 89S
=EAAMFA -

— IR F B TAELEE IS « LR, TRFEREKTRELAHTR. B
N A GUE L A — MBI ERI TIEAS (LRU) B € TURIEERS,  DULEER A RS2 —
PMEAEEROTEANS I - BEhEI&AEH P TURKIR S — PWRTRKEL, ERHEN L
B EMRIE - 78 B XS AR TUR BIERBE IR - FreeBSDRUE N UM H
ARSI, (B RL AT RS —ERCE R B A TT,  LAER R W 2 AL -



Gi— Mg Ar = R M fh—vm_object_t

IR R E U R — DA E TR TR — S PRI (G0 E TSRS 8ik 77
BAF) , — MERFESR SR DRI TR Z L, SETURERGE - WRITURA A E
TARENFZH, HRUAWHE, AT E A -

(;> FHEF

Inte [~ R ICPU T VELE (RPN AT P STBRR LA 77 -
oS R R BN AER, MERIES, 44t
B2 A S R R SRR, CPUS =t — A
B BANRIE RS SRR A, RS
RN, B ANE HAEREA . XA BRI
RETR IR I & A SUL RIS, RASTECPURE S
S 5 T FAE R B AR5 I L R 5 1 2 A LB A
% M Intel FICPURRI I T & F 0} «

FreeBSDEAZRHIEETIEASY, 1R &N BAS AP ) DURCAES 72— IM3& 2 B BB L

[ i A P VB ) I BRI TR B 0T - PR 1 U BIEUE R E T RSN R
He  XMEFCFEHpageout SFFRESEIL, GIRHFHEARFE I (5 b0 &7
fEFR) ARG HRERIEE  (EE T FELRUAS AP A A B B AN RS X
FEERI TSRS « S AP BRS AR TR TT, WAES55 . FreeBSDH)
VAL 2R B BOE UM~ AR B R RS — S AR E, AR — 7
THER/ R B A SEPRRRE - GX AT LAY AT )R E RN 3/ 3 B — 1 DU HE R K

7.2. B—01% 513 B4R —um object t

FreeBSDSEHL T 4i—H) “REFAAFFR G (WG AUt AR . VMRS AT LS & Fh
RENAF T UGS & — B (unbacked) ~ 20#t (swap) ~ PJEHE « 3T
e BT ARG AR W RE TN RIE —SUERISRTE,  PTLUX R
HIZE A R — 1

VMXT G AT ABE 2 il (shadowed) o EATAT ABHE AR H T 2R HIV SRR )
T o i, BT LVE — A0V 4 TCE FE SRV SRR A T, DASEER
MAP_PRIVATEfmmap () #/E - IR B AR E L AT DUF S SEERAS A A B e R
", BIESABE#H (copy-on—write, AT HEIHRS), LIRAEHMnEZSE -

REYTER, —vm page t LM ELEE—PRZRBES — VTR RE . WX 5
BT LASEILES S5 A = A R Y T
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7 E ENATERR

7.3. IH ARG/ b —pu AR

vnode VMIH, HAISCHWRT R, —BHELETENH CHEH (clean)/ RiFH
(dirty) fFR, TAMKIT U REREH/ R EHAE . flan, SWRSEF
— YIE TUMECRT B SEPRfF i as, VARG B 5 A S LR as i F% 0T
PRHCAHETEE . 7S, SUHFRGTERENS R SUHF B TTRE 50 5 RS 2 N A%
FEFUAFE (KAL) R LR

FRHATIX P SEAR A AR BT R RO SO R G4 #F,  sruct bufalibp. 3
W RGIHR BN — DM R —FRDERIERS, B SRR DI R AXER 7 BREF]
struct buf, JFH¥fstruct buf RTTBBINRKEI AL KW . FIFER), #
SN/ S TR VMR B R  BRE Bbuf 5 R (R, IRJE X buf S 4t
RN/ HRIE.  NERve_page t7ERIA/ i HIIEE B Hbricoy 7 o X
HRGERAEE T I TXHRARIEFEEEH, SRR R
TEHXSVMESE T (hard) BRIER LT

FreeBSDIR B — E BB KA INA AR ilstruct buf FBRSS,  (EEiXEbursf
TR ROZ R BIRELT ) - XN LA RS, FHAIREI & AR
HIRES)  PUARAOUE, WIEREURS AR vm page tHI— D IIRE, N2 U RGEFR
ThRE. ORI, HTXERGRARARGERmA /AL, 0 1EERIRRH T R
PEATEIA /R AT RERVECE . BE, ATEFERT X RRRA BN, B
RXFFANE AR -

7.4, BEAT T fi—vm_map_t, vm_entry t

FreeBSDRFEE TR S MVMARSTF 0 S T IR - Rt ARA TR TUR AT LU RS AR
(on the fly)E#, FHFHEHEPIANR KR FIRRITER, MANZEILARF
KW),  HHEZPORAEIS I, I XETURAE — KR -

FreeBSDi@ivm_map_tFivm entry t  Z5H4°RF 2 HL A 77 5 vim_objectsft 44 b ik BBl 6
I RERELR . TIRBEREAMN vm_map t/vm entry t/vm object t HH Z IR A AL
Hok. XEFREER—T, HRERIN PHEINERES vm objectil B HA
TRIE# - vm_page t S EEHERIERES 2 RERTIR T - 4 TURHOH AN,
—/vm_page tAE R AT DI EERE S| )L pmaps - SR, HHTH T EIRAIRER,
UFERT G FTE R F— TS &5 FE— vm_page MR, SXEERESEEL T BB IX
18 (board) KR FHIL— -

7.5. KVMZP3 1% i 4%

FreeBSDf# FHKVMAF A FIA PRI N RL AL 14 o FEKVMAR B K B AN SRR DU R T
A7 - FBAE S struct buf SR KRB o
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Vi #EFreeBSDEE N 77 A LT

AMELinux, FreeBSDANKEFTE IPIEE A FIRGTRIKVMA o SXEIRE FreeBSDA] IFE
2N P& P EEEBITAGBHNFELE . FXE, R GEHEE: ATRERTE N
BIHEIL” | “Memory Management Unit” ) HEWSMIEES), FreeBSDHHL L7 LA
E3fi P& DEMREZSTBINFELE . AW, KEZEE2F & A RERRFT 4GB FE,

X HEER— IR

B JLFHLEI T LUKV .. FHEKMAE BN HZE XIS EEs  (zone allocator) o
X I Ao as B FEE KM R, BRI K 9 MR E KN/, DU BRI —Fh
R PILER (R AN D o« ARAT LU B A S vmatat -m — 55 2 BiTKVMAY R Ad P B 0 -

7.6. % FreeBSDW E A G A%

FF 2B WIEISE T #15FreeBSDA] DL HATENS WAL - — Mok, BT AKEEE
HEIimaxusersfINMBCLUSTERS,  /RATRZE ML AELAV SN - XA IRIFIL
BRI (— ) WiHE B Jusr/sra/sys/i386/conf/CONFIG FILE 2/ . FiTE ] I INAZEL
BIRTAHGAR T Jusr/sre/sys/i386/conf/LINT 343 .«

HE— T RAGHECES, RATRETF I Il maxusersiIfE - BUHIE FELE FAE10%
128 {HE, I IImaxusers  FOME AT RE S 2R G N SE PR T F FIKVMH R B, AT
SIRETCIETRIRIRIE . RIFmaxusersiZ h— NS HREUE, H HAnEE%m,
AINMBCLUSTERS, R3804 5E A B R -

WRIR ARG B E AR PN, RFEZENIN NMBCLUSTERSHIH - #UETE
[l 18 5 7E 1024814096 o

NBUFtLEZ SRR RTHISE . X ANZHGRE RG] RS S R Gk AN/
MHZFHKWREE. B8 XPSHEH—NERFREEMXR . XS0
FE3.0-CURRENT - I LUF FINRZ A BB aSHIETY, @5 AR A WF s T - 3l
HEFIRAESEENBUF. LRGIETHETE - K/DRIES SEEARF RIS RS
BIE;, RKREMEZEATEAS kDT, TR K T TSRS -

SRATIT . FreeBSDPEARIERT RR B (L0 - fRTT AP B e

Fimakeoptions 75 E HF#H (debugging) FIMLIARE - ER, R—BARNEH-g, BRIk
PREERS DL L= A R A% (MR AR TMBEEE ) -

makeoptions DEBUG="-g"
makeoptions COPTFLAGS="-O --pipe"

Sysct1fgflt TAEBITI BN X . MEF AR EIEEEMsysct1ZE,
HESWHRKALELE .

AT VWA AR STHBE MR B —2E . 58, N RATBEFEURS/FFSIUMF RGY

FffiSoft Updates. fElus/sc/sysufsffYREADME.softupdates BLH T Qi fil &
AIFER -
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HiR, NELE LW Z R . TR = AR R AR — D aci sy
X, &4, ERERK TE L. RN EHEDBET ENFRIST S
B BARRSE R BNAFRIE, R KENE L - AR = 3% R R
RNFEERELHD XA, SR AHFREERAMESX T . R
TRACER R G TSR N AR (crash dump) , BB — DA XM /D5 ENF
—HER,  Ivarlcrash U RS )2 R R AR A E] -

NFS_EFAe oy X AT LR SF A4  XEUE RV RGUE A, HERL ] BNFSHRSS 2%
R B TR R FAR SR A
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) T N y 3 .
% 8 = SMPng X1t A%
B4 . John Baldwin #= Robert Watson.
aF . .

8.1. %6

XSS HET SMPng ZREGEGBIT 5 EILET THH . EEENE T EARRIE
FMEXTLE, HEZXT FreeBSD WEHWREIZSHUTER, B TRTILT AE
AGREIBIERS, R TES DT R 5L RS I SE B AT IR
W, BERVEANSEI R, A DR R O B LSO TR B, H s
T RS R R RE B JE BT R RE P A B RN <

XG I ERE S H,  HRANTER LU RS siPng T BH K AERFHA 5%
WAESL . HAEFZ/ATHINERAZRN, HENEFHAETEANE. KT
R SUHBTERTA, R 4A UG -

SMPng [ EFRRFENZEEBHLZHIT. EEAL, HEE—IMRAMEXET -
FAL N REB 2R ITT,  RAITFEMH R LT 2GR T A S T
MTE, XEFEEFMEMmutex) « HL=Z/HMB (shared/exclusive lock) « F5
i (semaphores) 452 & (condition variable) . WIRHETHEENILILETE
SMP RiE, BESRAIH RER —T7-

8.2. AAIRL L4 &) K alseiR
8.2.1. RTHAFIESA A &M

KTNFMAE TR CEEMRENER,  BIHX A T8 Hdt T
RN E. EMEZ, WMRENEZEEEH, BAGEE MR KB
PO HAEATREBURE . WALV, N ERE T ARIE N AR ERORE X IR,

EHANRIENFFBRIER RN T . 52, WEIDEARIE CPU R A IR AF
BRI BRI G BN, TR SR R BT ORI BEE, X ThE

FINIREEOAR By CPU BIRE AT . RPEAFEREY CPU AT DAFE R PR A 5L
FERE I PR AR IF R A 2R . R KHRE, EREE cPu £ R —EdE
TEEPITIR TR, WEE—1 cPu LJIGRIE, HFTEHREIRE, URAFER
PrESREEMEEERME, MHE A cPu AL,

flan, BOSE—REAERT, UREES @E-2FRRREE) FREEER
WH), HE— CcPu B TRTIRIERS, HE CPU B RERITAI RIS 17 it A0
A —RIR AL LR S 8RE, RN 2R e R B TR S -



B 58

XEE—F,  ZEMA R TFRERT N TR R B/ N . Flin,  7ESE
W sleep mutex B, FRATHLLMEH aomic cmpset AE aomic set KFTIF
MTX_CONTESTED fii. SXFAIBRER, FATFZE mix_lock MIfEILEIHA
BE, HRNEHITIORE . R, BATREBIRERTRER R, R RErER AT
TSRS AR Z A2 . FHib, 4307 aomic st I, HARRESN H—E
HATEA, AN THRERI— . X hEE atomic_cmpset SRERIE
HEERNTARE IR R BH N, AN EHTEN .

&E,  BETBREARFKERSE—PMANFRIT. FEETHEHLZ AT
B, mUOAERBRRETE T - B, iR ERHTR A R TT RER i
PR ERSE, AR R THRIET -

8.2.2. 4l 5 B4l

BB AREGR IR . XWAREMB, AR EMRREL TN R AZ
IR EEEE . R, RAEGHRIELAURAMBEY, TR AR AT L% s E —
BERME. FEANFEREOBHATENERIFEFE S B NREIR -

FPOTERA sx B, ERUATRISRERRHS, ez
Bl XA AE AT -

FEFHENIRS BHRE . TR ANYORGITE AR . SR, ARHAF
— R R . SR, WMRESEIRANE, WFEELLENER. X
SRKBEREERENRN, EAREL M X SRR AT gedewER - F
. RIS RFIN 2 proctree lock sx BIFIHE mutex (RIPHY. FERFE
R SRR ACHRERT, B proc B AAE. (HE, HE—HHF, fFln
inferior IXRFEIE T CIREIAESEN EHATEER, RGN BT AR
REXREML T, A,  HREIEEN TR S RHUTERIER,  ZFikE
AR IAR IHERL -

8.2.3. L4iRk&ZF4ER

MR EFREMFAYRMREETIOE T EFIRE, B PUTESERIER, &8
R EZ N E S, FERUTERIEZ S . BRSNS ERE R
A XARES SR BT TP R RS . HIt,  FERTUGIN G| A RIShESE R 2
A, ISR EBURES

8.3. M EHXITHHLR

8.3.1. P Brag

SUEZHELEE IWIX® NEITRIEIREARLL,  FreeBSD R MM
MAZLEAR RO, X FEMEER L L P AR B BB PHZE . BCh TR
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MREIR,  FPUWTERRRENZT, 2 LUENERRMIESOETH . Eik, st
BFANHITEA, MSERHEENEER. W, BHTESMOEEF S
2R —HWgRE, PR ANAKIR, SRR EURIRIE],  LoEg
FEE WA BARFIHIE -

HREITE FreeBSD FHIHPHTLIERIGERRTWILE . XHERFFENRIRELET,
B FPUTARR R EUT —IRE B BT SO BR(E - RN, AR
e, B PRI TRINAZSRIE Z BT, SR AR ZE SR EH A S2Z
JE A BEIT -

09T RRRIE NS (][R, FreeBSD NAZIRAERA 146 GCHBEKRRE .  Har, R
FERUAIR mutex BUARAEFPBTRTAREIBIT NXAAE,  (HERZ HIETE FreeBSD L
SKILT T BT R ) 229 o R 32 S

FARRTHE K P A B FPERE ML OLRAE BRSO T . M, FUELERERS
HEAETFN ETICRHT . XEFWe IR, BIEREE Ry RE”
T ERERE, O BRI T INTR_FAST FRaSsRbRCix Leib 3
.  HEAUARETEMED /0 REPHRAX—RKE .  BTXE0H
REFEAEMALE LR, R EN#EARIRGHEEES,  Hittt AR B e

mutex o

wa, NE—MNREN LTI,  RTLE W REHER . Eoh
TR R AE N LR R HUTH),  FrLVE R LUEFERHER vmspace (F
NFHIEZSE) o« Bk, EREHETXUMAY,  UIH#E| WSR2 ATt
MK vmspace, TMA&fE A HWTEIER] vmspace . NEALRIE HIWTZEFER vmspace
AEFW S FRRELR, WHEEEPHEEANEEHE vnspace ZHIEN
EFHATH . WA RE RGN ] REAE P IR R E i SE AT & 42 - TR E
KAEFEZE, MWEBERKFEAMZITRESNEFEAECH LT, X, A
IR R T2 T -

XM E T EN AR R, mMASHHKRER,  RHREHE
IXEEHEER R MBI RELCE R A ROR A - HENXHEU A L T R, mHEE
L ETRER M SEMERETRE, B JLPETE BT AR D & SR R B
(Giant) FHZE, TWXPIHERAMFEEEBIE. 55 Mike Smith RUCKH
AT R T P TR

1. BT ERRE R 5 N ER S — MNEEFR LT XHIB TR
(predicate) F—7EHORSRE LT XHHUTHIAFERERF (handler) -

2. R AT ERE A B, M RRA IR, BUTZEMRE . iR EAGRE
B, NRHZHFEsacEsEss, WA FREERE . RERREE, &+
W E £,  NEEZIT &R ERT .

FERX— Ul SRR RN L P OIMATRERAFFH B8 . ROy RN RES
WEERKNEX A, HUHERFOATR, MZEENERERER LT
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MZIE b Sl 5T X

U ERTAE, DMEE P PR EIORN, R EEREEN LTI
HAETIE -

8.3.2. A& & EIEFR
8.3.2.1. ABBEMA

WNAZIE S ROBE SR B, HEARARE cPu BNPUTIRERERRPOIIE. 2R,
EOEFBEOL T X . BUR®E, BSRX AN E &, UET
FEIXEEAEIL T S 2/ AL

LIMSERRINAZIE SRR R ERITMAEH BTSN, Ra
ERMESRE T HEEERTHOSRE . RIS, HUT—XK LT3
I LAV T AR -

REEBREGAEIS R RIPZETE, BB AR UL 2L 51 B
W, WERSEE BHE nutex RIEREHE S, THFrEEDZHIRIGR — BHE nutex,
WEREM AT RE—E BT L, BEOIB P SAE T R E I A BT T bt
Sh, FEEES,  FIGNTE Alpha LR exec SFREMIHEZS A4S T EM G
ABEWHOWT, BN E B SR SEFRR) N XU BERE . X, 23
i e 57 ORI ZE AR o -

8.3.2.2. B RR

mFX  APT  HISHER BRI XN AL L. XTFeeie =N
AR Pr7HAISRE IR EEERNS T strunqueue  ARZIBHTA -
critical_enter A—MSEHLT AR E AN, FFHEXNRITERR . R
VM setrunqueve FFSLE THX MRS, NSRRI S AR L LS00
&, #WARRERSL. KM, BHTWFXSEERE nutex FHT#ER LT
#e,  THREWRIBIRGZ D BIE mutex,  EUIUmFX APL BAHFHRE . BT
XAEE,  HETEIARA T ETE,  MAXOOR BRI -

T RTREGRER NI (], RIS XA S R0EE,  MAREEER. R
RAERIHIEWT, HHENTBIT, MYELELTHRX, WagE—-SERE
&, FoRE - DR TRIOETRIE . SESNRINFGRHE, 2REX IR
&, WMREWEML, WHESEgder, UrEsiteREErnzt.

T &5 & — MR EHE mutex HREME . WREETETGEBEFFED, Bt
NEEFRWH R R EZ RS, Dok A £ IR EIR S G oL - AT,
X—HLHEB IR AKX APT Ll cpu_critical_enter 1 cpu_critical_exit pREUFIFE 2L
WEY.  BAENX— API STEFTH FreeBSD B #FHIF-& FEHFNENTEH HT -
RXFOTEHAERR), (HEESHEE, WEASEFMMSEE. itk X—
ey APl AFREELAEETR LT XHRIBEE mutex fERH. R, HTAR
WERNES, CHAET2EEKE nutex, BEREFEMERAX L. FEMN M
APT B HISEIN MD APL,  FHEFEFEMHER ML APL BHBE mutex SEIY
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REAATRES A EFARCR - RN HLRM T LIz, N MD APT W]
REREN Y, LEBEH—HM APT X—HE.

8.3.2.3. &t E
WETTAREIR, YT GHIED R MR RN, SREUT — LT R ARG -

FIEE, EREIEAZREE CPU MEE. BERITER A CPU, A
B, Hi A BAEREMMEH 4, T B _EEREMMCIE 2. MR CPUB
LR 1 MEREHEATLEITRE,  WEE L, FATFHE cPu A JHREX
—ETEAE,  XFESEW USSR ESRIREERT T . R, BERS CcPU 7R
BENESE, il 1PL @A CPU KRGS,  HFEAMMERIRE TIERMR
it . B, HETRREB2ES CPU B UIMERRMERILIE. HE
BIXFEMI 2L RGN EFAPIRE, Bl CPU B 2 ERBUTMES Y 1 AR
2 IR ERAE -

S A RO PRI TS L SE R A N AZ AR HOSL NG 5 - FERTEIPTE AR
BAERR RIER S, RSS2 Al (EEER IR R X EHIEN) - &
M, WEENGTITIERE, BIRE ASPUTIRME RN R & 2 0k B A -
Ao B, WRARIBETX AR NUT R E AR RINZERE,  MINZATRE
SRR D L RRIREGT e Z AN 2% - IXRE—2k,  CPU b AT EE
RERZ A7 AR & BT A RE T - HABOREZIBHEHTARERS,  E R IR
FRLZAERMRBEEFAER - WAL, WRAKEENS R R B ZE BR B F = 25 AR
PERERBWTIEIRENX 2 JF RIS, LR R B IRBUN LRI . (e, B
WHERS,  REERCRER AR SR RN, 98 5 A & SLRIT IR
BRIE-

[ERER TR NRAREN 2 SO TR ERDY, BEAE2REHEZH
TSN (race conditions) . FEMELMRILXEETERSIFR AL RLH, X
ERUHEEM. Fit, FOFRE T NZGET FULL_PREEMPTION J5 BT
HABEERRY, X mmEERTHEXER -

8.3.3. &A2it#

M, RN CPU BEES— D LA R EER . EdRE SN
o XAXENFE NS, BIHA mdeep BOREIZHFSN A 2LE. |
&, ERERAET, T REREEME ERSeE, HFSEEE. 5T
CPU FAE BORUETI 5 X AT RE2 T R — L UM, R9BR curthreed 71 curpcb DA
SNERHRI AT REAE T I R A LA . T AEBENSRET, ISR ZR
) cPU AVEEHRVIFRRTN - XMHEAEERBERE T,  DIRER
TE/ CPU RVEEE -

HAETEA PRI R AR R,  FOVENTRERBMEL BT XX#. HE, =X§
S AT RE — i 7 [ BIBR A Sl 57X SE R b 2 BE o 5 BT AL B 2 A Tk
e B, BT A APL, USRS SR RRAERIERT,  ARLERE R
— CPU.
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PHH (Callout)

XA APT HMARAE ], B RHR . XA AP EFER N EEG:  sched pin
I sched_unpine SXFI AR T BEAARAVE AOVTEL td_pinned . 1 SRHREE 1AL
KFE, MERREWDIE, MARTRETNERETENE, RrRETREH
RS- FrAEMERRIET,  #SEREEGLENETITEREM sched pin
ITETZER) CPU L3347 . BT AERRBACAEREIT, MHRELCEEERE
HIEFRRENIT, HfYE sched lock BT A& igEit4,  FEILA td pinned
b B8 sched pin BEUEEHEITTEGEE, T sched unpin TIAREL Y -
B, OXBEBCUREYTISE, FEHSERHIUTERNK cPU b B
ERARERIEEMN cPU £, IS sched bind 1 sched unbind.

8.3.4. A% (Callout)

NAZALH timeout FRVFNRZARSSTEM BEL, LIYEDY softcdlock BICH: AT O —ik 7ok
AT FRETIA RN HRIE R E T,  FHFAERLTERE B (8] B A P
TRBLHIREL -

Rk timeout (WEED) FHEHMLREEH—2F mutex, cdlout lock fRIFAT; A
AR timeout UGN, HLIE HEEFXN mutex. Y softcdock MRS, &
SRR R, FHRHREEAIRLL . kAt softdock ZESTEN
FART$EHLAY timeout [E19E BREXES 1 SE B AL callout_lock mutex . WNSRFEEMET A %
#H CALLOUT_MPSAFE #7i&, WM REZ /I, @EaiMBem8  HE
ZIERE . HJE, cdlout_lock mutex 7RSI H T FRIKA . softdock RS
BERGX A mutex B IEH/INOHRFRRI—ZCRE . WHREAH T DIAGNOSTIC,
M REFHATIT RS H0E %, RS TE—BE, Warmasd.

8.4. i & FIE a4 R%

8.4.1. & iE

struct ucred JENEAERI IR IE, BTN A LIRS BT R
HIEMTE - BSDIRERIRGSRA —M B S KEADRAHE TR F
—RIEEMEIRAEZDEIH,  WMRTENEATESR, WX ER RS
fil Bk, REEHUZSIM - ERTETTIRR T SRR Rl A R R R AT
A, SZMEESRAMTENGE . ETBEIPREZR Sup i, X—HAH
AETREMDERE, RHAIAEREZENFTEAGEELHEES,  EmEe 7 EMEH
e kb EZ S (o

RIEEEAT DS, SOARAZR; AR 2R RS,
BNPREATRES BUR E A o mixp mutex FTLRIF struct ucred H951 AT
B, DMEPE . (ERRIES AR, AR R ERE5H,
U E B AT BEAE X AN B A TH B 3 o PR R P e

gruct ucred mutex Z—FH mutex, HTMHEEZEE, Bl mutex WhEZH) .
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HTFZHATURESRE,  TIREFHL N EUR B, e — BN
H tducred, PAVEANFELB. HEFERTES,  OEAERNIRE AL
FH proc Bi- REMEFERELHEH pucred, LU AR A1 AR KT

ASEAE -

R BT AL AR BT AR R 2 R AT Ui IR E, T td ucred T
BTN S BDARERIE - IXERES R R B EUS S R R E - S BahEit
FEENAZES, KRR td_ucred FEETRIFTHHFRA p ucred,  DUERIEA
17 (P42 A BE FH E 8 ) L 08

8.4.2. LAHHRIE I A X AEH 3 A K
AN AR AN

8.4.3. Jail %Mk

struct prison R T A THEIFAPLLEN Jail(2) APL BIFER jail FrABIREHEE
B XA jail FENLL . 1P Mk, DIK—SHEAORE . XNEREREE
SIS FNTRRX — RS IfiEft 2 E 2 FREEW 2 L= HT—
A mutex,  promtx SEERIFNEI AL ETE Jail GEH4RARTAR AR & RIS U
Al H—dse Qe jail MINZIAZEDN, HFEEFEAERE druct prison
AT AP IR X E T - R TEAWE B AR EOHRIERSTR,  FTLTE sysjalh
FERE R E]

8.4.4. MAC ER

TrustedBSD MAC HEZE4 DL struct label HITE AL — RINNZI RIVEHE - — Mk
Ui, WHEFHE) label (FR%5) & HHSENT N AN S RIS IR - B,
structvnode F K v_label #R%2HEFTEE vnode Y vnode BLRITHY -

BR T A ZIFREN N SR PRS2 S, MAC HEZR M RRE A —HE & S
G RIGEF R . RIRRAMT I — D42 /" mutex (mac_policy_list_lock) &
o ATREBRIN FATHATIFZ D RERIRE, X RMRAULTR, AR
LI E,  ERMAOLTEELFFEXD nutex. MAC AHBRIEARIREFIHA
TR AFFR I mutex — HEHIE, G RAN R LRIRERIE — &%
AW BEHMCRREFR,  GIANEEMAIREPRCEM SRRSE,  FEFFHLL mutex, T
HESRGIREONE,  DUBSRAE RIS R T B

ST SRR BIRSALAE, RAELT - RHEE
mec_policy_list_not_busy,  {HiX—Z% 2 & AR E R FHHE L E i 4 fEfE
., BNFRER G| Z B0 R - TR RE SR A S Bl 1M
M HE/HED BEER: 5 sx BIARFRMGET,  SRFIREARERSK
HAEATLIASE, AR AVFIITEMEERE WAC ERAD (ENED RIS
WFE UL -
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LS

8.4.5. ik

MTERF RS, HATRIPEZEERCEH T RMms, e H=/4:Hb
(0 ¥, FZBHFERGE CIHEIHMAIZ0, Fidi18Rg 7 ILe7r
R A A R AT X AR U ], X R] DIFE sydmoduleh F368],  HH%
HARF AT o XMBURTEE R module t (HRIHEFR LD 4B
moduldlist_t X Mg,  DURESR . B DX PR, RTEA
%33 kern/kern_modulec HIVEICAS -

8.4.6. Newbus 1% &#¢

newbus RGFH T —4 sx . HP—FNFFERERE () B (sx_slock(9)) T
SH—HFNNEEHM (5) B (sx_xlock(9)) -« NERRE—MAZEHIT 81,

MAMPAT L MINARE R L8 . BUmEATE LB, FAXEmEELEER
R, (N device_get_softc(9)), MRHMIEASTEREEM . FHX newbus
BIRGEMABMAET S IEE D>, EREIRBCEEBHER, mASuERERE
e -

8.4.7. &

8.4.8. #Azfn &AL

- HRERIRGE

— proc BikHZ%

- ARG R PEEIER proc WEIAR, FE td_ucred
— HREAIRAE

- HREMSE

8.4.9. WA R

AR EH T CERHME TIRZ X T sched lock FISE LR -
8.4.10. Select #= Poll

slect 1 poll S EH A YFA IR SE S S B AT LRI — SR RO
PRSP R A
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8.4.11. SIGIO

SIGIO ARS5 RVFIARETE RAERF R SR T 0013t/ FIRE L LS, K SIGIO {7
SHLGHNEA . ERAEARNRE, RAAr—dRsudRAEN siclo,
XARREGATEAIR N EE (owner) o &—3FF SIGIO FEMMIN G, HEE—1E
B, AR GOREMNIY NULL, &R —f5 iR —E M sruct sigio
MFEET . X —FBH—2JR nutex, dgio_lock fRIF - P SIGIO 4 BRI E
WALL “fRsIH X R, DR A R A O X A B A
BRI -

B RPEARERAREMS R, LB — druct Sgio 451,  HEETE
ElZXRIEEE . BE. FE5EE. &R, MUARTXEME—REER-
B HRRHRARE S — N CEM druct Sgio SEMERITIR, SRR
p_sgiolst, TAFHRANE pg sgiolste XL HARR BB FEHBIRT -
BRT LUK sruct sigio  #EEERIHFEAH B do_pgsigio FEZAh, TR sruct
sgio TZRTFBAEEMIRTARAZTE . —MRINE, FRARFEEIHRIS
FF SIGIO NN RET, SAEEAEMM SIGIO STFRFMEL,  Biltn fsetown =i
funsstown FFE LS AB], LI LFEALEEBII2R SIGI0 B FE UBlF -
EHA LB R m A A LRSI T EcRAELXEM ER),  fltn, R TEER
TERY, RSN EE R SR THX B ARIE, T DU 3 -

8.4.12. Sysctl

sysctl MIB S5 MINIENHER,  DLEA PSRN AR UASRAR T R - X
SHIRZBOMAMBUE RARR:  H— @ R an 2 = R EdREM pRy,  H
TREALET sysctl EOVIRIMAREEMEEZ AL E . BT sysctl f
WEZESH EZEBH0 NBSOHEREUREESE,  sysctl YLHlLARIHEIXLE
RN EBFEL . HEl, sysctl A2/ sx BORKIIN sysctl #RIER
BT, i, XEEREEAZFRBRITE, HFHREREHEERPILH . X
— TR ERET RN A LB sysctl MRZDBIAIE L -

- TER sysctl FUFMENTEITHERIEMNNF, MJEEAIELIAE . copyin
copyout~ G#ifH, N copyin- Lb8{. ELIAME- E#{E- M8, copyout.
—fEHY sysctl HA copyout |H{EHFIFIZFEE] copyin FTEEIRHEME, {HIRATLL
SRHIAORA . SR, ST sysctl QCFRFRF SRR — RhRaT Hbk g Bl E
T, FERTAATREE A L.

- MFEFEMBIL,  sysctl ATLIN#L—D mutex FEEFE] SYSCTL_FOO ZZFNLEHA A

o XXEEL sysctl ERAME . FTHEM sx Bl HAE mutex, HHERR
B—fRHR mutex ZAMUBIKES, FTLIA SYSCTL_PROC 3 m A5 UIEMAH L8 -

8.4.13. £ %M % (Taskqueue)

fE%INF (taskqueue)  HIEEHEIEM 5 Z KECHIH T ORI R E SR B9 -
taskqueue_queues mutex s&fH TFRIP taskqueue queues TAILQ MIH. 5SHiXA &
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SEHLURA

BREBAD—1 mutex PRNT sruct taskqueue 51K . ZEICALME R
JFIER B ET RS dtruct taskqueue FEURRISEEME - NMIERAE, HEER
M BEIRAPWEA S TESTHMAENANE, FXSPEAR ST
kern/subr_taskqueue.c LA FE -

8.5. £33, L0
8.5.1. {KARFLZ]

TREREAS & — MR TR FLL — 1 S5FHEE  (vait channel) LEARIRZAESIRM
sty . ASfpEEL, S0OCTIEERIGSRARER 2851 — D RIREAS
LEM . HAREESFHEE LA EHEZER,  EXRIRIRAII S ARSI SE R
. S55RHEE RIS RAFAE— DRI -

RARFASIELS R F IR A7 T B & 20— M HERBENERHRE DRIRIS . X
B # L RITFRIE sleepqueue (RARBAZY) 8. TBEET —MKREIREAZIFIEESR,
PLR— B¢ mutex. BUALEIETE mutex FITARIPIRIRIAZISR, DLR I EARAR
AT I . — DS FREE RS REE— MRS - (1R B 2 MERIEER
—&FHEE LR, MIRERPASIH R RERBREE — MR Z N 28R R - K
IREAZI A HBREFERT,  WRTEAZME—RHZERIRERE,  NSHREEIRIRAS)
F23 R % B RREREASNSEH «  Ffa — NMERRESEERE BT RS ERIRFAT - H
TRAEA TR LRI ARERBASUASE IR e N BRIk,  ZRREE FFRASINY
Al RESHETT 5 Halt ABR R AR ERBAS -

seepq lock PRE 2B FEE S FFiliE _EIRIRPASISER) i€ mutex.  deepg lookup
PRI ERIRASIHS IR P B IR EEFFEE - WREEHREI RIS,

EziRE NULL.  deepq rdease pREE X140 E S5 FHEiE BT BRI HAE mutex if
Frge -

BRI ARSI i8S deegpg add RFEMM - XN EESEEIESHE
B~ FRRARPEREEER mutex PUFREN. SFRHEEMIAE, DE—MIE

. EFEECZ R, ROET deepq lock MRERBAZIEE B8, NSRS AHEE
AR mutex fRIFE) (@EEECHEBBIRTF), MR mutex FREHZEN
NULL. T flags (bri) SEONEFRET —MRBFE, HAUFRREERENA
FIREIRPASIO R, DURARARZ 2 ATy (SLEEPQ_INTERRUPTIBLE) -
H A B R R AT RARIA . g mdeep #11 wakeup BEEUE B 1) 1% S5 AR AREA )
(SLEEPQ MSLEEP), DIRETHH4TEIKIREAZ] (SLEEPQ CONDVAR) -
PRARBAZI R B AN BFREHX B NS EGE SR A TR S16E - AH deepq add
HIRRS,  RIBRHIAEEBERT sleepqueve BEETT deepq lock #HT EBIZ)E, I
15 FH 5 1 pR AR PR RIRBA S L FHL.2E 2 il BB I TR S F7EE R interlock .

WA deepo set timeout T LUATREREEHER . X REMSHEFESFHE
B, DU EEE £y AL R - A SRARIRB AR D ERAE 51T
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Wr, MLARVAA deepq catch dgnas BEL, X REME— IS EG S S RHRE -
MR REEERRES, N deepq_cach sgnds FHREIF SRS, HEHN

&, HaRE{ENE 0.

— B R EREMABIRIRIAS N, BERTLAER  deepo wait  BREE 2 —RF HFHZE
T o BRI TSR R, SRR BOR TR AR A v
W WEIES, SR SEERERITERIRIRES . B, deepg wat i
AR, HIHHLEETENBRE  (vakeup) HREERHIKEIZTT;
deepq timedwait  HREINSERE,  EEYEIEEE B HMEE, SRR
Fl deepg st timeout W ERERT;  deepq wait_ Sg  EEIS A B A HMEER,
o H HARIRGE T, T deepo timedwat Sg  EREUNZ R B MER . AEIH
deepq_set timeout W E BT,  SUARREMRIREEHELX = RS2 —  FTEXLE
LHEREE TSRS FHEE - BRIz b,  deepq timedwait_sig FIEE A
SHOE—AIRME, FRZATAE deepq catch sgnds BHEEH ZIMARES .

MR BMIKE 1T, SEHRRBE SR, WSEHRRESREE, £
RRARALT) - AN SRERAR A PRIR BRI B P SRR A BE AR AT, T 2R [E14E R Y
errno #{H. WEEEMRZ, KN deepqwat HEEERE o, FILFEHAEN
REFREEREMTAEABR, MNBEETR T — KRR .  FER, i
LEARMIRERASS (AR, JFFEIR B, T deepg timedwalt sig R [E—5%
IRAEFRIT AVEERACRD . LR ARG E 0 T HEMEA  deepg wait_sig
deepq_timedwait_sig SREUTRAZE, NIRHA deepa cdc signd_retva SERGE R
BRIMES, HEIEFESEMREE. SHRF1HH despq cach sgnds 155/
SEmE, RNIENZEUEY despq cdc signd_retva -

7r[Fl—PRARIEE L RAR 22, FTLLH deepo_broadcast Bl dleepq signal ERECR T
MR . XD RS E B R MR S RHEE - RMERSAR IS
(priority) FEEIZD, MUNR—MFE (flags) ZEFIRFERSBITHKRIR
PAFIREL . IREFBECRHE BRI e,  ARRIRE AR L S
B BEER WERERASRE. RESBEEMTREANTNONS, A
LABIAPRERBAS IR B B O SRTUNS B o Bildn, SRR B RECRNIKE X5
TREREAZIIEAAT - deepq broadcast pRECRFIK S FiTA 1 72 IR BB & b AOPH 28267
1M deepq signd NI AKEAEEFEE LI CH BRI ZEARE . AR FLX AL
ZHI, NESEMAH deepq lock X RARFAZ _FH -

PRARZAE AT LOE T i deepq abort sECR PITERIRIRES - XD R R SR
H <ched lock YA REVE, T HARELAAETIRIRIASIZ £ o SAEH AT LU i
1 deepa_remove eREUNTEE BIRIRIAS I HMHER - X1 sRECEFER D24, HIR
MREEMZRE, ©RAESRLTIEE RIREE RIS Z ERFA-R ElE .
RERENEIMRIRIASZ £, BRI AT A —S5FndE BRI £, XA
BRESCRE A 2 AR AT B R ] -

8.5.2. +F %17 (turnstile)
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KT mutex SEERAT—LLYHTY

— S5KRARBAS 8 L FANIF] -

— iR)/% /B (lookup/wait/release) — 448 TDF_TSNOBLOCK =A% o
- R EHE -

8.5.3. ¥F mutex FLILGG—imy

- FATRABMER ntx_destroy() FFH mutex, RENTIEZRHMTE EITEHR
HENZFFE?

8.5.3.1. H7& mutex

- ER—ImAX. ..

8.5.3.2. RBR mutex

- HA mutex (RN HITERSME

- NAERE TR, ATL 2 2ikmR nutex B mtx_lock.

8.5.4. Witness

- TREMH 4
— T TAE
8.6. Lvit4

oo

.6.1. BB ICU %

— struct isrc

- pic IKZ)

8.6.2. L EFM/1EA

- BN interlock {445 sema walt?
- RERIRHEIERIRE sx 87

— WEIn— LT IERE A 5 TR -

N3

JET R EE S RV R, IR ERIRCR
NEEPE cPu BRI, MFRE AR TR
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MD

N7 I

MI

#B1E
Tl £

K N ARR

PRAR

A PRAR A

g

4
L
=
e

PSR T ER BRI ERR A . WU AR
WMRZRME,  WREMERZ DG E—1
BRI, AR EN AR EERAE L85 -
PERBRTEATE), A ARRE R T #AE

Z WHRAE.

IAREH . VORI X —AE
o PR BB T T K4 HO R -
% LIKIR.

ANARVFREE 5B - fEF
critical enter(9) API EFIriHAFIIE Hilm5FA
X o

FZrE5NER/FEE X
ZIIMI.

N RIEEIE S N HTEENE -

FRENER/FETLK -
2 JIMD.

N FFERAE.

Tl B OCFROR & A PR BT T OB
. XA L ERGET A WA
Fp. BUHE—RPmGRE, U REERT
WrREAT TR AL B -

—MEERINEERE . HEl, HAETE
FEE T L e B AL RE -
SRR

e AR EEGET mdeep 50 tdeep FHIE
FEIEARIRBASURY,  FREEARIRIRE -
Z ILBHZE .

AT PR AR R — e SRR AR RES T AT 8 B -

B HEE (lockmgr) BT sx B1{Z HHEJ FreeBSD
FRCERIRTARERS . 2%, U sx B,
0 allproc (£FFHFE) FI proctree GHFERD)
B R AN AT RER S -

Z LIRER.

Hl struct thread FRRIAMINIZETE . ZRFER]
DIFFES,  JFREMSLAEIT B3

SRR ] DR EARIRA R R U AL -
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% 9 = %5 FreeBSD X & IR
AL 5

B4k . Murray Stokely.

B ek F Mrintro(4) . JOrg Wunsch.
E ..

9.1. FHN

REFENB T WA HFreeBSR S XA WNERTF - RBEEAE XILWLETXHZE
ATFRRRGETFEEHRNRA, W, T, EEEASAIEER . &&
WNEFREBERFTHTEHR EREN  BHES . tWEMENMhEE, Bk
HIRENFEF A ERNE &7 R, MXERENRERES . &R F LA
WS mEFEE RS, B WU SR TR Kd EFRERINE.
RUNIX@ERIER G H IR ZEOL S E R W % & s kU R, BRH SRR Rk
SO o IXEESCHE U RGN R IR PR AL T /devEH R T - #EFreeBSD 5.0-
RELEASELLHTHY  ZATHRH. Xfdevfs (5) fISLRRATRE #i4E A E|FreeBSDH, &M%
& TELAERRSOEE, F AN TSNS NEE . RET R 240X
& E BT ETMAKEDEV R -

AR AT LU I, TR AT
2. HAAMAEE T AL —KLD

kK1dE: O ARG EH B MBITHR RSN INAERTIEE . X A& RE)
RS & B TR EE2TRINZS A T I s s
FHES .

k1dHE M35 T T g A & 1 -

o Kkidload — Jn#EHT Az

o kidunload — 1% PIHZIRER

o Kldstat — 7125 4 B i E A

NAZAEER FORE FPAEZR

/*
* KLD###
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Makefile

9.2.1. Makefile

FreeBSDIR it T —Pmakefile® &3, MM EIRAT LAPRIE SR RETINEI AL
IRV -




9 B GE FreeBSD WEIKIIER

8] B HTIX Pmakef i 1eiZ2 T makeRfl RENS O i S skeletonko, BEALNN A< AT LUE
EINEEINE:

#kldload --v -./skeleton.ko

9.3. 15 P& & IR FH AL )F

WIX® #&’#t T —EAMMAGHAMA AN ARRFER . SHPUE ZE&T R
I, AL B R HRX L 5 & B R A & IR/ - IR /dev/IMAKEDEV
RAARGERR T RERENET A, BWRIRELETT R IR E EREhEF, mTEE
i 2 mknod @I /R B LAY T A, -

9.3.1. RIEHIXET A

mknodfir & E NN SECR AR & T A . RLTIRERE T AL T, RENE
M ERFESEAEERINSE .

9.3.2. FHAXET XA

WENIERYL, HiFidevts, HELRXHARG AT B PRAN AZEELTS
B o SXTERR T T E RSB ERRS R&ET A, SEFRETA

TSE 2R ANE T R AV - DevisifErt R, [HOLLREN TIF
BHESEET

9.4. FHEX%

SR RS EE ARG, SRR AR . XERY
EH— KRR, VRS G A B T -

SXAME B R BT TR E AT HEE, 3B S RERE R R 265

SR EIZBR . NHEAR TR, —MEH TFreeBSDF  4.X, —MEHT
FreeBSD#5.X

il 91 SE T FreeBSD XEIIELE i LR
/: ## echo' ##KLD

*

* Murray Stokely
*/
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[ 9.2. SERIFFrecBSDHS. XA B ik A I BN IF 5

11
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i GHTF)

TEFreeBSD#4A. X R IWIKEhR T, IRRFESEFTER W T i S7E RIS RS L0
%#/I\iﬁ/ﬁ:

#mknod -/dev/echoc 330

WEHFEFHINES, RROZAEBEA LR, .

#echo--n-"Test Data" > -/dev/echo
# cat -/dev/echo
Test Data

HIEWRE & A T — Bk -
*hFE BRI

e Dynamic Kernel Linker (KLD) Facility Programming Tutorial — Daemonnews
October 2000

e How to Write Kernel Drivers with NEWBUS — Daemonnews July 2000

9.5. REECHT+)

HAUNIX®@ ARG I 7 — RIS, RIS - BRIRERAE HENTRME
RIPIIREENSL A - XM E LA N, BB RAER  AREE . &Rihe
BT LA RIERIRFE, (ERN R IR TR 2 KB RE R E A
AHIRES] - XTFECTHERIRSE CUERS, BURES) 1 AR SR
FABIKRE RO ANATRE - T EHRIEWIEE, NWETTERNA R E W E 1
FHRIEEE] T HIR, XOOEPHINT —EERE . mTXANER, BIERIN
FREF MK T Ris, EEL, JLPFrEUIR BENMARFRERNEES
AT (8 “rav’ ) & HTRWFEIEE (DX) FREEREE K
PR EIR R, IIMEE R AR A B 20, Eu R 1/ 02 i
CEMELCILE)—ER 5, FreeBSD 7 1 X 7 L& I HIRE B IS0 A (O SCHF -

9.6. M %1% &IRHAL)F

ViR L% & KB RE P AR A& T« i T2 ETARA
FREE MR B T AR Fopen O, X ML Z A RIEHEHE RS0 Hsocket (2) 5]
N

LMY, WEI itner(®) BMFM - FERREMUERE, UK Bill Paul
B ORI AR
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% 10 & ISA X & IEFHFL5F
B4k . Sergey Babkin.

Y K F M. Murray Stokely, Valentino Vaschetto #= Wylie Stilwell.
MiE. .

10.1. #p

RENE T Gi 5 ISMLEWENREFAE R A — L - X)) LURoRAI D US4 = 74,
RAEZUENBAREI R IERCES, ADIERNOERU .  EBE T ST
FRTCRAOATT - BELHIF] T AT IESCPRIR s iR i) TR 102 - epflaha B2
BRI -

10.2. A KAz A
ST SASR AN R T B L T & S

#include <sysmodule.h>
#include <sys/bus.h>

#include <machine/bus.h>
#include <machine/resource.h>
#include <sys/rman.h>

#include <isalisavar.n>
#include <isa/pnpvar.h>

AR TR ISAFIEH S 27 RS HIAR T -

BT RGO LLE RN ST AU, H T B AET R RERR) TR R Bk
]«

ISABRBNFE PP SE AN B 2 T VA 0913 5 AR A At S e RO AR AR - NFETF
Hoxxx” BIBABIRENRERE, ENTRZ:

« static void xoo_isa identify (driver_t*, device_t); ¥ A T i5 SRV IR FF T 1 A4 A
AR . (BN TFISVEE, SO IEERTAS: MR AR A R
By (dEPop) JIEEBNRE, XA GIRRA LISTILE -

. daticintxxx_isa_probe(device tdev); ZECAN (EiPnP) [ EHME A - X T C&EH
SELER &, X AR IR AN & & T TS50 B Bh 0T -

. daticint xxx_isa_attach (device t dev); HHEFIWIIAILIZE -

. staticint xxx_isa detach (device_t dev); EI % & INEHELER H RS A -



HEAEE

. saticint xxx_isa_shutdown (device t dev); R%:5eH i AT &I .

. gaticint xxx_isa_suspend (device t dev); RG#H AT REIRS AR X% - tHATLIF
1B DI BRI -

. daticint xxx_isa_resume (device tdev); M EEIRSIR[EE KB & & AIE SR -

xxx_isa probe()fl xxx_isa_attach()f& LR, HAGIRERIEZ SN FEATUH
e oI

A N — H AT R S IR SRR R YL -

LA SE R xxx_softe— M7 FREMEET, EESAE MRS FEGEMIKE)
R RIRNRFRAT - BERARES BT ENG MRS I — " sof te b fF -

WK BNFEFFAEN PSRN, M AXBHAR 54 s sl s, =W
Filload_function()eRECH T TIREHAEFF4F E 1 IR LEIEEE T/E, K load_argument

ERNRBH— N ZERENE . MRWSEF AR mE aER, Ev
R RIN ) |, W) XN S PO E N0, &I HE SCRBRRL T ITR:
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WRIKBNRE R N PP BTN E 1, AL AE L — S FrESFN
PP IDAYF o XK EHIIKENRF BT S RERIPnP  IDAYFIFE FILL AR READTE 45
1)~ 55X IDXT N FIRE A R BRI S R AL - BERWT:
static struct isa_pnp_id xxx_pnp_idg[] ={
-[* HHHHAHPNP | D * |
{ 0x12345678, -"Our device model 1234A" -},
{ 0x12345679, -"Our device model 1234B" -},
{0,  NULL-},-/* ###*|
i

WRARENRE P AN SCFFPPi e, EPARTFE P2 HPP IDR, W FETR:

static struct isa_pnp_id xxx_pnp_ids[] ={
{0,  NULL-},-/* ###*]
-+

10.3. Device_ ti§4t

Device /& i & 40T HFRH R, X EBNTAR O ERNEFRE &
WA R RSB TTE - NEETTE FRBHR S HRIE:

« device tdevice get_parent(dev) FREUGE A I HL -

. driver_tdevice get_driver(dev) FREUFR A HIXBNFEFLEMIAOFRES -

« char *device get_name(dev) REUKENEEF I T, ERATHI B1F "0

. i;rt device get unit(dev)  FREUHRILS (58D IEHFEFREKATSE NOTT 165

F)
. char  *device get_nameunit(dev) REUR &%, BfFERITS . 1l
a0 “xxx0” ,  “xxx1” &

« char *device_get_deso(dev) FRIUR AT - W ELIATTHRAY ik ia & 107
.

« device set_desc(dev, desc)iX EFfAEE - IX(EB R EMIATEdescFATER,  ILF
XAFAF LA RER PR A -

« device set_desc_copy(dev, desc) WEMIAEE - FAREE NBINFR NS AH &
X, X Edesc FAF R FE LUE FT MG TT A & 7= A HHISER -

- void*device get_softc(dev) FKHUIE A1 5% & KERAVAIIATT  (xxx_softcZE14)
AIFRES -

. U_int32 tdevice get flags(dev) FREXADE XHHRFE T &AM R -
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BLE S5 B BhBC B R IR B AN O 5

A U — MR 77 (5 9 % device_printf(dev, fmt, ..) Wi KSR T FHTENIRE. - B
HEFEN SRR BT aMES -

device_tHX LT AL fkern/bus subr.c FHEEER -

10.4. BB ML 8 3 Fe F 2812 5 A= 38 M 69 5

ISABCATFE NALEC B S AR an R -

device xxx0 at isa? port 0x300 irg 10 drq 5
iomem 0xd0000 flags Ox1 sensitive

B CE ~ IRQIEANEAN (E R B 5 % & R BTIR(E - IR A W ERE
MIFFRERAR, XA - Flin, FEERERAAFEIRDRG, MHLE
T evri g N EL B I IRQIXE . IRNESSEZ N IsAR L, FLERE
SRR E MRS B4k, WisaOskisal, WNPRTERTE ISAEZ% R EE -

#i(senstive)fe —MIBTIRIE K, EfER  WAERTE IRBUBR & ZAIRINIR & - ILEY
PEPEET, BELSFAR 7 HAREM IR A

RTFZRISA R, REHEL NIRRT ARSI ESS .. ERARTEE
BN ELMER P RET . MRAGPEER— RENHE, BEXWN
HEKENRE s e — M ECEAT, flan:

device xxx0 at isa?
WA RE—NEESWIE -

(BT SCFpB I PP B R R R GAAT BERAIRSE, — MEET MEBEERS
THETERE, W ERREST, SCE R R

device xxx at isa?

WSS E BN RE P B SR BE B AR AN & R E, FH MRREFN %
FrE—ailes L, 2 AEERRE PR ERs MEW T . BshiRArikE
e B 580 -

IR ISASL 2 HENECER), RAEREFNT:

PR ERE P RIRAEIRE (B RBIFTEPnPI&RIPaPiRSE]  FIRE) LIBENLIR
FRoc A - T TiR% s E it &I B IsA i g LrIgI&RS - EE Wiz
ARSI BIRERE B & 5 E A TREEED AR SRIBGEER o TIPnPiRRI IR H A J0iE H A 3K
REF, BEUBLARER WEhRERF 5 E P in fise & SRBGE R «

i FHPnPIABOLEPnPIS & #E ABERR, ARG LEE AT T#IRN ik & -
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WFRIE Jo#H(sensitive) M AEPnPIR & 1Y) FRIMGIREHOR A - AR & AZh, AR 2wt
FE AR (attach) fIEE .

I AEPnPisc g FOTRIANE B 1A% LA R RE A5 SN0 A -

PP & MBEIRFFIRE SR, HA TN ERTERBETE: 1/0. WA IETE
[ IRQMIDRQ, FrAIXLES ELERMEREAZMR.

FTEAPIPIZE, BT ISME & IRENE R rIZN I RE B - F—ER
& IR TR - 2D WENEF AR ZER—MEH A
PLERTRERY, SXFEOL T, BERMENMET R . SEIRELHE
FAISA_PNP_PROBE()Rf ESLHIPnP  IDFHUKEHARF SCRFAIDSRAE LB, W1
ATERPMERE KB XBEEREFPIRNET, BN LEHE PP & KB HE
JF,  ARARAREIFIPPR A TS EA ISA_PNP_PROBE(), X THRin%ks&E, =
DB —A ZHIPnP DR R E R -

HMFIREBREERE 2R B — N EE (BRE) |, REIFhRE TEfE-

TAHNREHEA TP & R 2 MEAMEIL - flin, ZREFRAED A& R
EOEE AR IR R AT - PRSI AR A - ARG+
REREERRNEFRE iR, REoIRNEF R RFmATLHR,
RE-TEIR, RE-2AEAE HiE, Gt TE) o RS DK R [EAE[E
8, IAsSCHAR K. Flit, WRIENEFRE0, MEARERHETIREM
FERUHEL -

VR RFE FIRBI BIR R RERS R — KM AR BN EFTRIRA A - LS A PaP
M —FE, WTHE—E, SR —RPEMNEERF . BTXMFEE
AT RV ENAE 7 SR SEH, SRS P AT L B IR

TR A IR IRPnPIR S A, ENASBOERMIR  (—IRIERERE,
—URAEAPP) o EAFIRBIGIARE AR, SXMEIL TR E KR A TR
RE—ZEAPOXFWNIET  EEMR — KR ERHEA RN, —kIE
o BENARIR -

ST HERBIR RS (BIEPPRILERFER) KA —DEBELE, TR
BB R R e RENR . RWETUAELARAAER s, ZahEE
BRI & S BT 5 ORI & ISR, B0 M sysctlfE O AR -

JE i 15 e Bl Rresource_query *(VF  resource * value)ELEEVIIMIELE RIR, M
A DR AN E F AL E - EATASEEIAL T kern/subr_busc. #RIDERE AL IKEhES
i386/isalwd.ctl & X FEF FHIFI T« (B S AL B ROFRIE 5 7% - RIS
WX R EEE S BERENRD .

10.5. #R
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P EABINZECE P RE BB E AR E IR, HEREIA . SR
BREAETIXER MG B R N device tIMBERISZ  REKMEZBR -
NTERENTHEE, WahiEF ] IEEM resource *  pRELT AL E BTIR -
ORI, EHE AT E M AR, BRI LA — P i85 4 Al o

EEBRIRS B R EHERE . B KRR P RETFIRRENT.  WTISAEL,
TE ST N HHIRTY.

« SYS RES IRQ — W&

« SYS_RES_DRQ — ISA DMAJEIE &

o SYS_RES_MEMORY — HRSTE|IRFNFZR B &N FRTEE
o SYS_RES_IOPORT — % #&1/0%F fFesHiLE

RN B NOFFLG, Ft iR &HE WM N ANERXE, BRI SYS RES MEMORY
REPFEIRIRS AR . HWFERBMSCESHRETLR, ERKFEEERCGES
undgned long %Y, Jf HLBRF LT RABREEES:  (cast) - WIS ALIE
gz, RUENTTISAEANT—MORIELEN - ISAR & RITFBRG 5 -

IRQ: 0-1
DRQ: 0-1
MEMORY: 0-3
IOPORT: 0-7

P E SRR W B R IR EATTRUVEE - X T IRQFIDRQBTIR, I E— BT
1. NFEES| Y BEL -

SR IRAEBS P T = PR B B Bh
. set/get
o allocate/release

o activate/deactivate

Set W B HIRIEHAITEE « AllocationfRE HIERKTEHE, 15 HER&ENGEHR L
H GIRENRTEEKEREERESH) - ActivationfUTLEMEHIEEGIED)
BRI LITRBEE (B0, *T NFE, BRSNS E R E ik =sE) -
BAEBIRA R ECR -

« intbus sat resource(device tdev, int type, intrid, u_long start, u_long count)

ABHRSEILHE - LR EO, R EEERE - — B R A R fEtype,
rid, startal countz —HI(ERH T RFATEE A2 IREEHR .

o dev — WBHREFHIL &
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o type — BYRET SYS RES *

o rid — RBPNERABIRS (D)

o start, count — BIEILHE

int bus_get resource(device t dev, int type, int rid, u_long * startp, u_long * countp)
BUGBIRTEE - MZhNbRE0, 4nS B AR g SUNLR EI RS -

ulong bus get resource start(devicet dev, int type int rid) ulong
bus get resource_count (device t dev, int type, int rid)

[EERS, RAFIstartmicount . HIEEHIR TEE0,  FUAIROR IR
fistartATREY —, BIRERANER MBI . TR, TR
AR, HISARIRN start(E WOTFH

void bus delete resource(device t dev, int type, int rid)
MR BTIR, < HARE L.

struct resource * bus aloc resource(device t dev, int type, int *rid, u_long start, u_long
end, u_long count, u_int flags)

fEstartflend Z A E W H T & 5 AR T #count(d FITEREBL— 1 %R -
AE, ATHFRTTE - R BRM AL E, M EEHBIEEE - start’h0, endy
~0 (41) AIXFEFIRE BWRELAUFEHE LIEIEE bus set resource()i% & A E
f: startflcountFZENTHLC, end=(starttcount), XFIFEH T, R
BRI X, NLEREER . REridEL 5[ AEE, ([HEFAEISARLT
WIS HAEE (HERERAREERARN TS RERE) -

FEPRRE— LRSS, R RGEB A -

RF_ACTIVE — R BRIES LS # BBl -
RF_SHAREABLE — BEif AT AR #¢ & M IREhAR P L= .

RF_TIMESHARE — BFYRAI LI Z DIEE) PR, tplEil, %2 MRz
FeRImt o3 Be, {EARMT 25 e 1a] R e AP — D -

HEEIRE0 - # A BLAVE R LAER rhand_* () MR [l B AR FRAS -

int bus release resource(device t dev, int type, int rid, struct resource *r)

TERUBTIR, rybus dloc resource()  IREIRIAIR - ARZHNERIEO, FHNIR EIEE R
it
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int bus activate resource(device t dev, int type, int rid, struct resource *r) int
bus deactivate resource(device t dev, int type, int rid, Struct resource *r)

BIEE A RIR . ADINGRIE0, FNEREERED . R SR B L2 B 2 Fi
WA —IRE RS, MHRE EBUSY .

int bus setup intr(device t dev, struct resource *r, int flags, driver_intr_t *handler, void
*arg, void **cookiep) int bus teardown intr(device t dev, struct resource *r, void
*cookie)

KBRS W IR T 5% A . IR EI0, A R EEER -
r — WEIE FOREAR IRQA BT IR A -
flags — HWILER, T RZ—:

« INTR.TYPETTY - ZmfIHT RUMFHEIEE . FH lty)5#ikE
fl-

« (INTR_TYPE_TTY |INTR_TYPE_FAST) — i NSRITE/ NG EA %4, T
BN EEEEERRRRE (FluneEn) o EHptyRFREN] -

« INTR_TYPE BIO — #REMiFE,  NEFHECAERGE LR #H splbio(5Fik
el

« INTR._TYPE CAM - CAM (B4R J7#%ECommon Access Method) S4&1EHi
2. A spleam()FE#EA T -

« INTR_TYPE_NET — M58 #5135 - [/ limpQsti el -

« INTR_TYPE_MISC - &FHTBE - bR T splhigh(BcE LT AR Y
{1 splhighQFE kBT H H T -

P ERRE TR, IEECHAAL BRI BTE R E PR, HE—RIBIANE
MISCHA], ENRBRBEEHET, MASPHEHW ik

handler - fRAGCEREFHITEEH RAdriver_intr_tHE L Hyvoid
driver_intr_t(void*)

arg — RBELBERFNZE, R FERE . HEEEFRHENvoid i
FEMSEPRRTY . 1sA T EREFNIANEREHRETSIEASE, BAE
)  fEFTE MR & sof te S IFRET -

cookie[p] — M setup(EULHO(E, Hf&#% teardown() FfFHTFHRALLEAER -

EX T BT IERBIETRIRAIN (struct resource *) o X&KL BFREE DL
RS
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« U_longrman_get_start(r) u_long rman_get_end(r) BRAE#E 4 B B BRI B SRS I as
W

« void*rman_get virtual(r) HUS e i A IR AR AL -

10.6. E4A& A G4t

REHI T W& Z IR OB N TR - AR M RE
HZE A

(a) WHALTE&EFR L
(b) W RITEILENT

B () F, IRBHREFF I REREA R LMNFSEFZRRE BIEE. A TH
R LN FEE BN AR, R ENFR YRR B R E S
HNSYS RES MEMORY %5 - SRJ5 BTURAE T LA AT BCHI0E, & RIS bkl £
F rman_get_virtud ()IREC - BEERIIKBHART R sfi%pmap_mapdev()FH T L B 1, 1
AN Y HERFHEE - B e RIRIERN— N NERS IR -

REHISAR N FECE WY PRI, T640KB-1IMBYE [ Z [A]f) FEA(IE . FLLIisa
TREERONFIEE, MLTIMINREA  E (HTISARLZL Foafh R
#l) o XFEST, WENESE SN ERREIEFE S ONG A,
ENES) , W DIEREE RN RGO E — NS - 75
BIOS R VFTEAR AT 14MBEE 1 SMBAN A B IMFI N Z W - QNSRBIOS  IEFH IR S NHES
7, FreeBSDELRENSIERCFRTA] (M4t £EEBIOS L AIRES HiIAIRE) -

B (o), AREIRRIMIA B A A E R, WA MEMADAKER Ui A7 AEL
Yo FAER PR BSE, ISARREAEVFIIOMBLLT HNTE . Hik, Rz
PSR TUH AR BRI 25 (R P AT REAS JESE, A Al REAVE AT S0/ WO SR A
BT RGUNXERE R RORRINE, R AR B E5E
A o

DMATNFE S BCAEFH T R N454,  bus dma tag t A1 bus dmamaep t- $53% (tag) #
IR T DMAN AR ZESKIRFIE o« BRET (map) FORFEHGXLE  FRtE SRR . 2400
SPA] LS R — s R -

FRAH O R AR T R R R - FRRAERL  WEMPTEE
sk, ATLLSHE R, (R RIS -

— i, BARERTOE— RS (RERIRE) - R SRERER
RERMAER, WHE AR — RS, X8 RS R
F.

TIPS QR BRE BT IR PR -
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H—, DE—RRFEIREZRANEENF (LUSF LR - X—BHETH
BL T 5% &l S T A AR B R OAREE A X« R RE R A7 B st
IR TEEWEFLTESYHE AFLE R .

HZ, BEMNFPRIEE XSS S - XRAFYN  S—-TEiesE, &
BT AR ESR . A SN ERAAE . RS H— R
AERA) <RTUE (bounce page)” , FTEFREITEME . HMAFF & HIEE DU
GAKGER, BORECHE B SRTR,  RE AT (B 2 & - SR
i, SR e NaEIRGRTTE,  REHEFEIEIEN AT & A T - JREaH
ST 2 [P DL SCBRARIER D « X — B T BRIk R . &K
By g ImIX, SERURH, EIEZRIX .

TAEAEDMAN7F LB eR B -

. int bus dma tag create(bus dma tag t parent, bus sze t dignment, bus sze t
boundary, bus addr t lowaddr, bus addr t highaddr, bus dma filter t *filter, void
*filterarg, bus Szet maxdze, int nsegments, bus szet maxsegsz, int flags
bus dma tag t *dmat)

BEEBIRZE - BEINBRE0, MR E R -
o parent — KFREEGENULL, NULLHFOIETUEIRE

. alignnent - M EDTATEMNF X AR FER . “no
specific alignment” Bf{EHN1- (XRNHTLUFH bus dmamem aloc(mi A&
bus dmamap_create()if A -

o boundary — PJEHHHLNF, SHECHFERAGEZED - T “no boundary” i
RO« (XN T LIS bus dmamem aloc()iii AN/ bus dmamap_create() i -
VAR 2HITRTT o« MR RILIAEESDMATT R EHNGF (HHRE,  DMAREhEF
ISA DMAERIZRIR M AN Rix s HS) |, W TOMAREM: BRI, O FAUANRE
KTF64KB (64%1024) »

o lowaddr, highaddr — ZF MG LIRS - XELEHTRE T HTAFEIEK
Yy SV YO - ERD S SURIE LU AR (56 e B AN -

« XfFbus dmamem adloc(), MOF|lowaddr—1FE LGN foiF, R
WA SEF A -

o X Thus dmamap create(), [I[X[A] [Lowaddr: highaddr] ZAMHIFTH ik
AT - R N A DU % B 2R R R A, I ERE R T AT U
Ao WURBCRIRALLIE R AL, EEA X AL AN AT D7) «

o XFTISANEE, [EWE (ETERE) H-

lowaddr = BUS_SPACE_MAXADDR_24BIT
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highaddr = BUS_SPACE_MAXADDR

o filter, filterarg — JHJEREINIE S%. WHEFilter HNULL, NI EH
bus dmamap_create()if, FE XA [lowaddr, highaddr | #E# A RAI A . &
M, X[E [Towaddr: highaddr] B MGXEIVIRIETUE R Yk &
BT IERE, HERERE A VIR - S IEREE RA5h: int filterfunc(void
*arg, bus addr_tpaddr) - 4 GTE AT LARE U5 (RIS 6200 R B0, IR EHEZAE -

o maxsize — GEMHFRERLSER  RANEE (DFETIE) o BEHXA
HRMEME, 5 LUERAK, SXEE T, ST ISAR & AME R LLE N
BUS SPACE_MAXSIZE_24BIT -

o nsegments — REIIFMISEL/MER RAEE - WFEAIRS, NEH
N4 E BUS SPACE_UNRESTRICTED . #UH A PR B AME, T
HF MRS ESLPRRE] - nsegments(HZ T BUS SPACE_UNRESTRICTED
FIFRENBEF T SEPRin s s, (Al U ENER RS - nsetments  fI5E
PRI KL H250-300, B EAMER SEUNZHERGE (B TOEER KFR
LEWDB/WERRMNIX) -

o maxsegsz — WEIFMIBU/WEER MEARS - ST ISAR&EIERKEN
BUS SPACE_MAXSIZE_24BIT -

o flags — FERRRIOIE - ESLEBAVIER HA:
o BUS_DMA ALLOCNOW — QIEEFRZMT 1EK 4 BCAE Al GE A 2 B R 5 DU -

o BUS_DMA_ISA — HEZHBRHI—IMRE,  DUHTALphatllis . i386HLER1H E
SE - AlphatllgsfUprE IS s AN S EHLXMRE, BLFLBE R
HIKENREFF -

o dmat — FRIIRERFIVRERIERER) FRET -

« intbus dma tag destroy(bus dma tag_t dmat)
BHERARE o ATHIGRE0, AR [ RS -
dmat — FEEHERAIFREE -

« int bus dmamem dloc(bus dma tag t dmat, void** vaddr, int flags, bus dmamap t
*mapp)

SECFRE TR A — BB SN X o B EL RN K/ N AR R maxsize o fif
LERE, BNLERESE R - AR RWEH TRRANFR PEht, HERZ
i 270 Fbus dmamap_load() FF H i -

o dmat — P&
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o vaddr — fRIAFFRERITEEN, XAFMES R TR 8] 00 5 B DS A A% R AL -
o flags — BEARAOAIIA o ME—REXERAVHIT

o BUS_DMA NOWAIT — WISRANFEAGE LRI LR AR - SRR SR H 1%
B, Marpiie iR, BE2NEFETHRE.

o mapp — FEEIRE RIFTBN AR IR ET -
« void bus_ dmamem_free(bus dma tag t dmat, void *vaddr, bus dmamap_t map)

B Hbus dmamem_aloc) A ECHINAE - BRI, K BCAYHE TSARR ] 0 N7 #Y
BEROAE S . i, R AR RUaT BE KA [A] L (R AN B 40 B A X
W NERGH BHGELXE, REHENESEE o XHENERENR Y
{HF bus dmamem free(): R TS ST .
o dmat — %
o vaddr — NFERIAAZEEHIAE
o map — NFERIBLES (BR bus dmamem aloc()ii =] ) —7FF)

« intbus dmamap create(bus dma tag t dmat, int flags, bus dmamap _t *mapp)

FbRE OB, LUSHT bus dmamap_load(). ACZHIRIEI0, HI SR [EEE R
.

o dmat — FRE
o flags — BIP ERBARAMIE « (EE MORE SOTETEERR, B HHETEZ0.
o mapp — FE[EIR B AT I AE TR ET o
« intbus dmamap destroy(bus dma tag t dmat, bus dmamap t map)
BHERRT o ACTHEREO, AR [E RS -
o dmat — 5BREFRERAIFREE
o map — RFEHEHBL AR

« int bus dmamap load(bus dma tag t dmat, bus dmamap t map, void *buf, bus sze t
buflen, bus dmamap_callback t *calback, void *calback_arg, int flags)

Nk i [X B BRSBTS bus dmamap_create()si#
bus dmamem dloc() /i - &I XHETE WHHASWRE, FRGFERER
BOR, HOIREAF M E RGRTUE - S OEYIEBRATHEEA, HRE
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e EFRE . EIR R A AR XM - RGP RO R X

SERRAY,  BLAnR T ER SR R CRBESL RIS, PRHERABL, S5 %

o DX AT A PR P B T R 5 o 0 SR [ o 8 S RV BRAT TR [0, WERAE KB HE

PN, SERPRPRENTT, MRME EINPROGRESS. JE—MMEHL T,  SHERARYEIVE K %

Z (B[R] AR Bh AR e 7 55

o dmat — I

o map — ML

o buf — ZRMIX A AL EE Ak

o buflen — ZB{X I E

o callback, calback arg — [EIVERE HSEL

EVE GGt

void callback(void *arg, bus dma segment t *seg, int nseg, int error)

« arg — 5{Z#% bus dmamap_load()jcallback arg H[A] -

. seg — BiAFTOEH

e nseg — ﬁ?ﬂ*‘ﬂ@?ﬁii%{ﬁ\ﬁ

o error — FORBAHAE Y : WIMRCH EFBIG,  MIFRES v B RS H RIBCIE
BNGMX o SXFEO TR AR E B ARSI AT A Z - K
XAE RO SRR PR E . RIBAREREL, Wah B E A
®, BCRFERMPIX S R E A

BEAE T B —IE S I N T

o ds_addr — Bx¥3E itk

o ds_len — BEKE

« void bus_dmamap_unload(bus dma tag t dmat, bus dmamap_t map)
unload the map.
o dmat — I

o map — CUINEAIBLET

« void bus dmamap_sync (bus dma tag t dmat, bus dmamap t map, bus dmasync op t
op) 235



SN

SREEITYEEERE, MBI XS R TTAETEY - HREGE
RSB K 5 A 2 T L B AORURE I T . SR B
JE DI AP X AT R -

o dmat — ¥R

o map — CLIMECAIBLGY

. op — BEHITHIRSRIER KT,

« BUS DMASYNC_PREREAD - Mi%#& | SRIX FILiRiE 2 fi

« BUS DMASYNC POSTREAD - ME&Z| Sif X lE2 g
« BUS DMASYNC PREWRITE — W&IHIXE| & & K5 BIEZFi
« BUS DMASYNC POSTWRITE - W& XF| & &ME#RIEZ S

4 F{PREREADFIPOSTWRITE R ZEHRME, (I TRE SN, WLILENER  HRAER
W] . Hibus dmamem o)) FRIEIKE AT ER S .

Mbus_dmamap_load() i EERECZ AT,  BECHEFEER TR - H B2

EARVFIIBRAEEH B BL W R - X T 13868 REEH L Bkl H i SEPR

PRAIZIH250-800 (NI N4KBIEIZE P LSRR/, Brtida & H R/ s

I, M EELHE HRNER) o BTRHAETREAMETMSE, FXME 2

ARESLE RO PR 2 . iz, NTREMEEFME,  FsermBin R

REERIRE - HRBEHRFELHEEFEFRE D/ IERBIR T, TR
—Hb— R HAL T InERMIX ) &, REENLE, REMEZM KT
—#bar, WMKRE -

A PNEEEE R B E FTRERR P XA RN . IR XA FrE DU L
I EAGESE, W A0 SCRFBRR R IR X R 79 (nsegments *
page_size) - WA, WIRSCFFMIBIHIERAZLH 910,  NIFE1386 L AT LARGER SCRFIY
BRI XK/ y40K - QUERAE AR NIFFZAEIERE P A A — LIRS -

WRREAFIRAAN ST A/ e, BB I EhRE 7 BRI EAE ™ E 0 i) 0 M 9K
SCRFRAR P XD, MIRRRINER: RTEFN TR &b, Sz
Fr o B — PSR XA P R A7 A -

TR 2 BRI A AR T, AR R B A TAR . R
T EoRES B -

AT MNEEE D ERE, XHRME B AZR %X
bus_dmamem_alloc —> bus_dmamap load —> ...use buffer... —> —

bus_dmamap_unload —> bus_dmamem_ free
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10 B ISMEREIRETET

KT NIREIRE PN G it %, HF R R LRI X

4Nz fHbus_ dmamem_alloc() @ ARG, %k 3325 FIGR I X A bR/ N i
F1 bus dmamem_aloc()H HH FI—FE o SXMIBENL T EE AT LURIEEE R XA E R
— BB (RmEET DETER) . HEERECEHIT GoEAReR
[E[EINPROGRESS) . ;X FIE UL T EEMRE FEMER R R FYE L -

SRRGIAAT
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REEERA LK, HHERER, EIGRERMPEMRTE. LRERE:  WRY
B2 AN, MERHENHER—MERFENEEIE  (RFFAAR
BRAEIIFRIE) B— MRFRER -

HMBERZEPXEHbus dmamap_create()  AIEEAYBUITRT, BT EIVE AT BEREAE
B, RS ACRPUFIR IS B R TRD - (EEERE T T

SETHE SR BB R I 50 AR

1. ASEE BAARICTE R CALGRORSERGER (FlancanER) , W Fara st
— R EENERE P R LR, BASHES  PRCIER . ZRAR
BEREZGIMIRY - HTREHRERE, HahEk I ERNERTERA BRI

EMFER -

2. MFUEREAEREORENER (FlInFrkeE ERGIMETIER) |, MNFE
I XA L EFPIRE, HEA  tdeep() - 5T = EHEREBOARN, ©
B PITAEHRERPIRE - WWRKE T RPRE, ERIZAH—1 MEERE.
FEXFTTET, EERSEE AT R ORAE (G ATEeEL) | SEE
AR XA H AP AR B - [EIASERE Ja . B e ROnt BE B X PR A O B
B AT PR AL .«

10.7. DMA

ISAJE 2% Direct Memory Access (DMA) EilidDMATEHIZY (SEFR EZEAT HHIMH
A EXRRTRYETT) SEIAT . A TELETAISAR S RIS EE, K&
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HEFE AR BERAREE FPAEDMASE A5 o SEIBHIE, FreeBSD fRff [ —EmEL, XL
PR L FEDMATE I B A BB A 1T 0 & SRR BRIl 1 A2k -

H BB DL AR BRI RER R & - BERPCT ERI B F & —1E, BB
R RAPIMA AL . ETEIENDAESISSHER) MBS mE . BTl

HTUEE, TIEERIHEMADNERIE .  OEEHETA, ROk
FEM A — FERRE LA 0T REE— DSEE SRR

void isa_dmacascade(int channe_number)

PrEf— P ESmEE S IR ST - S EHEIRERFR, AFE AHDIARE R
HBRIEL -

TR RS E, FHERMEEER. FHRERE:
« intisa_ dma acquire(int chand_number)

PRE— P DMAEIE - FIHBREO, NFGEIE CEWMREEMHEE WahiEFRE
TR EIEBUSY o K Z2HUITSAZ & #EARE T ZDMAE TE PRI 1 BRSO B A
EREIRE . SEEROIAEOESE XMRERCHE &, HERTLHE
e WRAER, MJEEHEE DAFIFER Zpanic.

« intisa dma releass(int chand_number)
FETUERTOR B DMATE T « BEHOEERT L AUNEER (EESTHR ff5 (A5, B
OB B JE R & AU RE R A R ) -

« voidisa dmainit(int chan, u_int bouncebufsize)

7 BC F 5 S JBOE (S R i X o 1 SREZRIT X R/ INVANRE#IE. 64KB. LUF,
IR AE R P XA AR Y EESER), SOl IS HERRUI RN AATERE, 5
ESBe4kBIIA T, M= BafEM R ZipX . WREHRERE R & Lk
PRI (i, bus dmamem dloc()rECHIARLE) |, M AFEES
Hisa dmainit() . ({5 EREL 2 ikl d DMAPE 2% (4 hy R R BUR 1R AR H 7 8 -

e chan — JBIES
o bouncebufsize — DAFTITHEUAI R 21 X AR/
« voidisa dmedtart(int flags, caddr_t addr, u_int nbytes, int chan)

HERS R BIDMAfE Hir - SEPRE B A LRI R Z BT IR ORI B DMASE ]
a e TRAEZMXZEDESLN BAEISANGFIEE 2N, WRAZEN B sh i R
I . WRFELGREZMX, ERGREPXEE Hisa dmanit) 5E, =it
FAERAER AR/ PNRUEA/N, MR R fpanic .  BigsR B RGN X IS
T, BERE B shPE IR SR RiplX .
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XXX_1isa_probe

o flags — U, RERKFZETMAERIERIREL . J7MAIB_READFT B_WRITEH SR -
o B READ — MISARZSE|NG
o BWRITE — NINHFERIISAEZ I
o B RAW — {0FRIZENIDMAEHIZSH S0 ERWIX, FEERSERE BoERY

WILE BC, FIREEFRRE—ZPX (4%, K3 BFAIRLEXENS
—MERZ AT R X P REGE) - WREERE, SEAN—REEE
B, FEAR N —IREREZA AR Hisa dmedart() . REFEA F R
SR X IS FB_RAVAH B L -

e addr — %/*Eﬂggi@ﬂ:

o nbytes — ZIMXKE . LIUVNTET64KB . NARFKE N0 Fly DMAEHIZS R
SR N64KB, TNZABIEEHEBE N0, RERS S A AR - ST
BEESETHET4ANEN, KELTRNEE. FRXERESRERFT
FHEKEBONT, RE—1"F T ZH-.

e chan — JAES

- voidisa dmadone(int flags, caddr_t addr, int nbytes, int chan)

wERERETRE, FPNE . R XL ERE,  WPREEE
MR IXFE B[R IG% MK - 285  isa dmastart()fHH[R] - SRIFEFHB_RAW
&, BE—RtAE#risa dmadone() -
« intisa dmastatug(int channel_number)

RE R R T T4 £ isa dmestart()Fi&E TB_READFEHL T, iR
FFEFE—ENESETE . FRERANESHENEMIIEMRE KE. EX
HIFERERE R E SRR RO TR R ER R FTE .  WRFTEALH
0, MR AEHATHEH A -
« intisa_ dmastop(int channd_number)

e NP S A EIP RIS S i DSk A

10.8. xxx_isa_probe

XA REIRIN S AR A - NARIRSER S o illix & B ER)
(Gnrp e A A REE) U B S AT I R A SR -

MTEREMEL, WRAREDINENLE, & NEHE BRI, Ll g das
FLEH AR, TN =R B — D IEERER - InRIREA FEAE NG B E
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ENX10. HAMEHREFTREROREMARM . TaifE BWRERD . REEAEEF
1R B TR AL -

HPnPIRE R RO FEHATOREE - Flan, ASFEIRSIREFSHF ERREED
APSETHT R O - W IRSE AR IS E - ARG R B = (E R
WENFEFIRF IS (MAEY, REoR)  WEhEFEE RS LR, RE-1/
Hix, RE-2EE, %%) - X, (COFERORERcE K res
(ELR = NGRS SRE-1) T RIS SR O i i R s iz e 4k
B O(ER N FEFIREFIREO) .

AR oo _sof teH RGUERMRM BIR 2 A BC - 2R HMFIFRR

iR, WIATRWASHSEUE D EC . Bt R SRR, IR0
RUEBGH SRR EEANERR,  BRE T AWML AT 9%
EWHTHEL . WRERMAT) 52, #RAFR B RS REHE U S 245 P2
xxx_isa attach() - AIRIXEHFEFREIMME,  BEARERRILERIRTG Som L Se B 2%
EHITERPORA - HiiXf BN W OIHERE R R MR, HERE
MBS G EH AT EAT. ZHx_isa probe() IREIOR, 7R [ i B
PR —NFER, AP ERIED) PR X . EERRRRS 1
FLRFREOLT, RFIRED FEFAE MR FIFE R E OMEE FIRE AT Z 17 fREF

SR AR IR AU R & iR R A T 5 I

struct xxx_softc *sc = device_get_softc(dev);
int unit = device_get_unit(dev);

int pnperror;

int error = 0;

sc->dev = dev; -/* ##HHt */
SC->unit = unit;

SRIGIE PP AT « IOERIET — MEL S PP IDFIRAIEFIHITH . HE B MIK
ENREF SCRFHUPnP IDANAA TR A 4G AR ROX L IDRY S 5 fwi -

pnperror=ISA_PNP_PROBE(device_get_parent(dev), dev,
Xxx_pnp_ids); if(pnperror == ENXIO) return ENXI10;

ISA_PNP_PROBEHJIZEEANN: MARFK (R&HIT) BHBUENPaPHTNE], i
IR [FIENOENT o A SRAVENPnPTINE], (BT 2 A IDANIEAL SR A A E—1D, M
IREENXIO. Frfm, AR RESHFPP HILELER I —1 Ip, MERE0, #H
Hidevice set desc()M & EUFE 2 AR T E -

MRS IR SRR T S FPoP &, MBI T

if(pnperror -1= 0)
return pnperror;
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xxx_isa_probe

RFASFFPPRIIREHRE P AR ERFIRCE, RN EIREF 2@ =H) PP 1D,
HanFRAEPnPR LA SBEIENXTO.

IR B OFHERL LR DERRIR, WL/ H5, REAIGFHERMF. X
FARMRES:, WA fER BEh K MEMLFRI TR . PnPits iy A BIRH
PP P ARSI E, FHRSIEFATEE LK EN] -

BHE VISR RN EENEW S - REHEERELFNRE EEFF
WTREERER (RETEFTEEEXE) « FES  Fi]Z S0
G {E:

Bt VIR R P AEsof te MR, DURERERGE - WPRTEREHEM W, M
BUCEA SRR B 2 BRI TTER S - IRBEANNERE] ImA, WhREERE
e Mk, —Er R SR, RN A RERR O, T




# 10 B Isaa e

SR, HOX A ROZ ARSI RE P identify (OIS - (HATHER — P IEXHE
HoR UiBA i A 7E R £ probe() F SE AU LT Q2R XM & ik — S E A URGA &
KPR FMGIREFLINR  senditiveflE/y: BUBR & ESLBIRN, REk Hihiks .
{HidentifyWIREAERTH R Z Al BOAMH, BRI ElT A BBUEs & Al REaLX
iR .

BAE, BTSRRI O LUR MR EOL B D8 (PP & iRot) | B AZAERL
BRI NMER -

SESEHEIE— Fris O HbhkZSA]) Rk (Estar tRlend B B2 U “fFEARATE
itbus st resource() X EMALLLE ) -

BUAE AT AV () I BRA B) 2 o), ATt Al LM s 5 A BdRHe
BRAREWHANTHE R E L RS - R, M ATREE MRS X
Ahk b, B XA R EARAE R -

ISR P B ENEEGIREA 2B W B R AL - X Z AT A TERLL it
PEATERI, EERTILIDELAY ()SE3E - SN GIRE LT R AN REK AR, #f L0
PSR LRI NSER . R X BT R R, T AT FE & A
EEERIR, WEF LAUREER, HERBE RN, 28i5e — LR R
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LA R AT HE:  RUEEREDELAY OELMLas LERER A FIECER) B E, [HREEE
CPURIANE, BLEREOERE —ERERE -

WRENGIRERAERETWRE S B TIE, R UBEEMFEN . B
PUXFE -

T BT & B s OB DIZL S K xoox_probe_ports()th AT REIR Bk & ik - {H 0
AT ERS, MW BRI . S8, WF  PoPig#&, PoP
IR BT E R -

PRI B 24 5l 2 i SO & I B A e ok L LT R BRI, HER
HAPESEE - BAPEBE— MR ENFRFF . BRIEIRER Y R TR R
A, XS EEREIEIRENE 09 TR a] LIS I3 5 45 T 2L R R
-

N AT IE AL B SO P IEE, BN R & T IS R BLEH
e PUCELE - AR MIERES AT HEIANE, ABAM YA WUE? ATRER IR
MEAAZEC B SCIE P I B, EAb1FmE  BCET 4, MR HEEMEN
XA o —SEBLAIEIT AT FERIXAE R




10 B ISMEREIRETET

ZL, RS REE IRQFIDRQST FH I BER -
R —VFHATIER, SRE AT LU A SRR [ AT

Wa, WEBTFHEI - PrE BIRR SR B ORI - BRI~ HE
sof te AR A BN T AR T, R ATRER R RGO T FERE: W
R BB LB IRATHATTEE -

RSEREHIR BITE - BHRAERNS M7 2R, R ERE—1  WEeh,
BRERFHER T H T
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10.9. xxx_isa_attach

W SRR GIRER [ BT H B AR GUEEEEAN MR, WIESEGIRE A5
REFRPREEE RG - MRTEMFITRRE | MERFIENE BlCe BRIyl
Hsofte, SLAEHHRPRMIGITRRE - [, WRFEMEIE REO, TRAIGEHEX D
B A EPIREN M AR A O - R RGIRRRE A E, IRET
A REAN VLR -
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RN TERL, ERFIRRIRE 0, HIE E R -

EEGIREABIREMGIREAEL, K—SEHEERE —EEA S RNEE
i,

PRI ECHBIE TR BER - BT VS BB FENIRGR E T SoR, Bt
BEHOML . BNFEFRNFIRCEELLE T TERBRRGE, FRENR
frfEsE sof teh - IAREMBIRE T T —LWESEARE, SATEFRIE
(EHDEHFA AR -

DMATE K1 E (DRQ) LAFHLT = B - fH isa dmar R BV AT WA 1L - 540
isa_dmacascade(sc->drqQ);

FRITER S (IRQ) A HAFFR - BR T 2 BECLISN, BRI RN 2 5T
KEK o FERZRIISMNEIIEFH, HASHRERAFHILE KBNS ERREHRT
o EAEIRIENEFF, HEAE, BWEE  fEALSEsof te TR . — MR
HENFERET B4 sof te WS N IR, Msof te USHITSIRE S, TAH
TEFHSFsof tefRIFME . [FIRY, X4 2 MERHT ARSI HRFEERS
—, HFAWENHRZERE: SIESFEECHRN, S5, HEmEAdEs
KEVGIRE, TEN] ZIAA] LUk AR IR A 7 RS -
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R IR ENRE PP 75 25 N FFEATDMA, ISR AT R 24 2 51k 77 590 B




10 B ISMREIRENET

BT FTRRIBIRE, SN MR - WAL AT REESEI  BTESETE, Bk
EATEME -

BT RO AEhE Sl 6 LITE N pIRR E st - B WREEF
TEITE— X TREBIME R, WREARER, Fi.

WRWIA L GIREIBENEM AR, BUGREHHR Z HITTENE R E L. -

RO R — P R EEESALPRIDEET R B X DD RRAIKETH
TR TR FHIRTY: FRRE - B M & - CAM SCSLEZIR
st

R BTE ) TARIER MR E AL -

Ba, AERTFHEI - REEARET, A RIEN S PG . AR —
NS GitsoftefB BTN Z AT, HtHA] FERHETHE 7 HRLERE
IR RSB E N RHERAFEE

LR GIRE AT 2HE -
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10.10. xxx_isa_detach

WRAENRE R AAAEX D R, HIRSIRE P Bdm iy ml iR, ) o fr B
HYCEHEEIRETT - ARAE O SRR, X — MREEM FE . BISARZA
FEIAEIR, P MR T ISAs & MR B2 . HIEANEh R RIEE ) T REfE
IR ERH, BREBHTAEE EMANNEEFRE KR ERTRIHERL
PABELZIFAR WohieF, HETRMMEGHERRS, XHEEGEREN
FoEpite FEAMES . A PERBHEAFERTE NS LA REIREF
H IR EERUFEZHRRHIEME - FHRKREFF2 — e rERE, A
AN HFERTEF LS LET GFRA RGBT TRERARX A AT
M) o R, HTEBEEE, LEERBDERE.

WRAENRE AN S, RS BIARIREI0, IR A RS -

D EEHEEERNER . EMAE R ERRESET NN TRADE -
WRREHRIET TS, WhEF A kR EHEOE B8 53R % 4Rt
o0 o MM ABURT RPN T RET PUT IR K I BIRE S AR Eh R R
BT o 385 R AR A

struct xxx_softc *sc = device_get_softc(dev);
int error;

error = xxx_detach_subsystem(sc);
if(error)
return error;

T, WA E S AR — SR - B EILE R
W, ZEFIDMAE AT T LUBE SRR S IR NAE - ST REZE WEhiEFms, X
TERRABGIRER R, FInREE T+ amxm Gk, FAIRZRAER T
AT -

xxx_isa shutdown(dev);
B E BRI R E AT -

xxx_free_resources(sc);
return O;

10.11. xxx_isa_shutdown

= AGE R AN AL BIRE - B E R AR —ERE . W TRE
BUSASLa T 5 AT EARASIE, X PR ERIELT, WAANE EHE
RIS 2 WEMIAL - EREREOIHRE PRRH, DRERER
JEREBERRRINE] (NTFREMEHAE  RAMIEIERSHER) - REERL
N, AEREFAHRTEMDNA i, HEIEREETE R N ER - WS
PEBURTREME, Bt Bl 1TTIEE AT IE -

250



# 10 B Isaa e

10.12. xxx_intr

LR B K R L2 VA P B ISARERA SR Tl =
(GELRFERIEOLGISN) | EBSEPR AR W A R R, JLP AT LU fE
Wik B HA A - R, TR BRI R AR R ER
BETER . WRAGE, TR R 2 R

ISAIRENREFF IR E RIS & LS 1ENS R - BECEKTT, 4 G|
Hlbus_setup_intrQiHR SR MR SRR Ol TEENEE - IRIEH
N, ERHRETERLEN softeBIFREr - I AP FH s H0E 7 B T AT iR

EifTfEHbus setup_intrQfHIT RIS HHRE R I e b . X ERE AT
5 H A R SR B R T AT B R B T

T RERTES, TGRS R A

PRI AL P R R R A8 BB T, (EANBEIR R RIas N g, FEE RSN
TTALE .
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# 11 &= PCI& &

i

ARE T8 FreeBSDA T 45PCLIE LR _E R & 9n 5 W Bh AR T MR AL ATHLH] -

11.1. M 5%
LS BRETPCL ARG TS BT RS BE &, HEEH  Mwkid

RS ERE 1.

11.1.1. =438 2425 R A4 (mypdi.c)




TGRSR RS (mypei.o)




11 E PCI%FE




TGRSR RS (mypei.o)




11 E PCI%FE

11.1.2. =438 3h 42 5 &9 M akefile

WRSRARRE LIRS MakefileliiN—1 H 3%, (RATLUETT  mekedn Fon 519X 5)
. R, A Lhzfrmeke load CREOREIHE P38 M AT EASITRIA R,
T make unload AT 7£5% 55 1 EAK N FE T -

11.1.3. & % %R
o PCI Special Interest Group

o PCI System Architecture, Fourth Edition by Tom Shanley, et al.
11.2. BA& W&

FreeBSDy WAL Sl SR BT IR M T —Fii It LB - JLPRTESE AR SErh
RS (PCL, ISA, USB, SCSISEEE) MIELT MG, HHiXLEBE FEMMA]
RIS EREURR (PR, sk, BEDIEE) -

11.2.1. A F5%

HTXPCIR A MEE R EE, /RTREMNPCIACE 25 AR EX Base Address
Registers (BARs) o FRHUBARAS ) PCLFF & FIAR T # Tl 57 1
#bus aloc_resource() -

B, —4~ 8RR S HRE Al REfEattach() RRE T LR N T A AR TG :

. se>baGid=PCIRBARO;
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EHHEFF R

B EEFFROOWERFAEfic  Zh, LU LIERENMES
N

INERLEEME X LA Sbus space *BREL—E  BH & FE - B0, WEEF
FIREEL S AN T A PRFE SR EL, FIRERUR T FrE a7 s

RKAARY, AT N RS w5 A

IXLERR L LASNL, 16(FA32AL AURRA AR, VR 2 AH R 3 £ A bus_space {read|
write} _{1[2}4} -

E.ﬁr‘

@ fE FreeBsD 7.0 FARE@AUASN, FILAH bus* HECRMAE
bus space * . bus * EEFHAISEUE struct resource * g
Bt TN bus tag FIANG. GXKE, AUtAT LK softc A




11 E PCI%FE

bus tag M bus AR PRLRZ R L, R board read()

11.2.2. P#f

T B AN B A 77 BEIRAR LR T SN R S S S BE - BoE, 24K
SEEELIRQBHR, X5 D AUZE AW A R EOR AL FX P TRQ

F—IR, kB Aatach() R EEIF 7 H 0T HRUNE .

EREDBHRREPDITER — SR . ROASFTNZ &R, R
AeFE K%L . —Ebus teardown_intr() IR, AREITEVRATHET A FE AN 2 BRI
H, HEFEMROEHITT X TEE R AR LR E - BT I REL
ATDARERR, VAH SE RS RSB AR A BR AR -

11.2.3. DMA

ATERFE, RRHTH REEMLE - X R B E 4 7752 fif
Fibus space dma* ()R % - X BEHNX — 17 LS AREEFIERT, X Bopt al REm 544 -
SR, HETAPLIENMIE L), Fib—EB EN1ERE TRE, BEFHX—TRRBAR
SR T -
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BUH o BB R

fEPC b, AREAT BT EDMARISNE R F AU B Y B E, BT FreeBSDEAIEE
A B AL, X R i, B REL viophys() AT AFY
BhHAT -

IR AR I AT Ealpha BE SR —FE, I HINEFERENE— i
“Fvtobus() I EREL -

11.2.4. BUH 9B TR

B attechQMF P BCRIBTAE BEIRAE R EEL . WAV IVOETE,  RIVBEAE R4 T
WERIERE S ECAPLEIERRIRTY, SXEEH RN 7 L5 a REUHIR AT LAGE
o



% 12 = 3@ 15 9 & ESCSIE
GIES

B4k . Sergey Babkin.

2% A F M. Murray Stokely.
aE. .

12.1. &R

ISR B RE B K FreeBSDA IR A IR SRR P FISCSITMUE REL T iR,  ACRHRZE
F B ML IR A

« ncr (/sygpci/ncr.c) FHWolfsang Stanglmeier and Stefan Esserfg%
o sym (/syddev/sym/sym hipd.c) HiGerard RoudierZf5
o aic7xxx (/syddeviacrxxx/acrxxx.c) FHJustin T. Gibbs¥g5

FIMCAMECRSA S (1E3 Justin T. Gibbs, Il/syslcam/*) AR . 4 —LLfigik
FIEEEA WEZHEN, HHEARLREMN Justin T. Gibbs FIRIGHFH—F REM
WA, FBEEFRSH “recommended” o

AL E AT M - REFREFHPaSREMT, HH  BHERR
BREIERE, EEMRARNE . XHEEEHN T Ui f5s0R—RR ]
e WTHEENEEIET, HETETRERRL, FH FEINmEs. Ot
PFATHEAT S, ST ERoRr MEKRE, Sl ETL
BT M EAMET P ORI AERE  AFE . XY R DO B a
WA TFHIRE . EREOEAEREI . EBiE, BRSERMENZE
T, EEPTEET, WLERIEMNE) BRI .

12.2. @A Ark 4y

CAMCZHE 5 A 53 (Common Access Method) o B LIESCSI AT 1/0E 4%«
X R S S X SRR R RN I L/ OB R IR SR P A P08 Bl #t gk sh
FEFREREIEHISCST « IDE~ H/BURHAM S L FAE, XM ISR
AR EMFOL/O0BEMES (S IIENR) - X, WIOREEMEEE

XE:

o SPER AR - SMERE (AL, W, CD-ROMSE) MYEKENAESF



T 2Rl

o SCSUEZLMEER (SIM) — ZEHEFN1/05%, WSCSIEKIDE, MIENLE LSRR
B

S AN EHRE P NOSERIIER, FENEHONSCSIan & FFIHFF  IXLEscsIan
EEBESCSIH AR - SCSIFE MR M STRHX LA & fE B2y SEPRtEf: (S ansit
SEPRREFAESCST, M2 FIUIIDE, M BERHXLESCST iy L EHONAE I Hnative iy

L)

) LB VRS B A2 9 5 SCS G FL AR KB RE /T, LA T IR AT R MASTME
TR I -

ST S MBI B RE 75 2L EL S A0 T BOCAMAE 5% 12k S A

B SNIREHREFF LA — B R AT RGUEME AL . XEWRET
fhxxx_attach(RR &L (MALFILUSH) oo TR ME—RIIEBIEF 2 7 HIZR) H16
SERL - xox_attech() iR E & AL HAEE BN WA, Bl AR IXET
PINIVER

XFELF LB R BIEHEDIS SIMSRELIE RS

it SIZE HESEMFAFINAD,  EREEEHEAEREHE . T2 s R
FEFFAE SCSI £ LREMSHATA B RIERIVELE « —BAT LU MR-

T A A THIS MBI ERHA R
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ERWMRBATAREQESNHATY, FATHRIR devg, FI9EA TR HICIEMUE T H
fEE, MHBAETANE -

WERSCSIF LA Z&SCSIEER, MEBFLEATEE HEH can_sm 45t .

—EBRREE, WRSCSIRE AR —FSCSUSREHATZEAM, BIRHFE
— eV T RBASCS L&Y AECAIRTIMIER A I RE: E— AR
T, BIREEEES .

action_func — FEMAREHFEST xxx_action BRELHIFRET -

W=z

static void xxx_action (struct cam_sim *sim, union ccb *ccb);
struct cam_sim *sim, , union ccb *ccb ;
« pall_func — FRAIXENFEF xxx_poll k& ELIFEET -
static void xxx_poll (struct cam_sim *sim);
struct cam_sim *sim ;
o driver_name — SEFRINENREFHIZT, B0 “ncr” B “wds” .

o softc — FRENXSCSIFR ARBNAEFF N EREART B0TEE « XN FRE DU R
FPRSRIRER. FAE % -

o unit — FHIFHEITT, GO THEHIE  “wds0” HIHETFHR 0.

« max_dev_transactions - TR BT N A SCST B FRi BAHE
(simultaneous) HHH5E . XME—MILFERETL, JUHIE SCSIRA T RES]
Gho BbAh, MRMHEFHEFT P FSHFENESH  —1FS, TRE
WEN2, BELFAMERE X AR AR -

o max_tagged dev_transactions - [EFEHIHM, HE EREEAT. 152
SCSIfE#R & ERREN RS BTMES BT M-S, K
KB YRBTEMFLERES, B RBERERRE A LR, XFESCSI
EALES (FRXEhieF) mieeRE WD ESTER T - WEERMEIA RIS
R o BHURTSCSI &AL AR

BJE HATEM 5 B THISCSERLAS KRERAISCS LR 2L -

if(xpt_bus_register(sim, bus_number) -l= CAM_SUCCESS) {
cam_sim_free(sim, -/*free_devg*/ TRUE);
error; -/* ittt * |

-}
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WREASCSLEEA — Mdevagtity (A, BATRHEZREENREEZ R,
B RHHE KRR | WELS BR2RN0, BISCSIR EMESREEN LH AR
M5 . BEREHAFE ©HCHEMKcan_sinZ5H -

R JEHA RIS T 2 EEEICAMAST . E devagfIER IR ESF: AR UG
MCAZ i AR UsinhZE, deva I IHES

CACHX SR P IR THESR . HEHMREKE SNEEEF) . HURE
SNER BB, BE R HCAT REIAS o (EMIED) RFFERA] LIS
BRSSP EEEMEHE, SXEILEREELER TR S P0EH .-

XMER)— N EBEG FRR RS . BPFESMEBEMELL “path” BITRX
ENFERRILE . BV ERNEE ERESREHITESAEBRE LS . Fit
PENEFHIBEA IWER RIS ES (XE2ReH), FOAFEFRZRPE
R EFREPITE, MHBRA S #deallocatetW MEH—B1L38) - fEIE
iz, aFTEES, DB STEREEEZeN), REIFESSECGELAI
FFEE, I EXMOTIE ATREEAE R — DRI T AR AT REICE 2 RN TE - R TR
LENEMN, FAFREE L ERFHEE LT EREENREIATREE - XFERATH
REFRATN LUR RIS R BN HE AR, 0 LUS A R R R
struct cam_path * path;
if(xpt_create path(& path, -/* periph*/NULL,
cam_sim_path(sim), CAM_TARGET_WILDCARD,
CAM_LUN_WILDCARD) -I=CAM_REQ_CMP) {
xpt_bus_deregister(cam_sim_path(sim));
cam_sim_free(sim, -/*free_devg*/TRUE);
error; -/* HHHHHHHHE * |
-}

softc->wpath = path;
softc->sim = sim;

EMRETESIR), BZEE:

o SNEREEIEEFIID (BHTRAN—PRE, #itdn=s)

o SIMIKEHAEFHIID  (cam_Sm path(sm))

o HARISCSIEFRE (CAM_TARGET WILDCARDHIE EJFE “FiHAdevices” )
o TIXETHISCSI LUNS (CAM_LUN WILDCARDHIEEFE “FRrELUNs” )

WRIENRFABES DX N BETR, ERARIESR TIE, EHAEELT  FO1HER
(dismantle) FHPBMSCSIEZ -

HAEoftctE PR B ZTEET LI LIS M sXZJEHA R simBO(E (B 4N
RIANVER, WATEFEN xxx_probe()iBHIf ZFHE) -
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XA R AR EREWIA TR Z M —T0 - v TIEFBHIERLR, L1

[ -

S TSMIKENRRFF, H—MERBSSBEI S I BVl AT - X
BN B AL S IX A& HISCS T AT RER MF 8 - BIFAT JX D can
MDA - Sf e X PR AE SKORIE SKRCAMFE IR | BICAMBITE, 1B SRt
fBFicA:  (FE: 2F T EAGIAREME)

struct cch_setasync csa;

xpt_setup_cch(&csa.ccb_h, path, -/*###*5);

csa.cch_h.func_code = XPT_SASYNC_CB;

csaevent_enable= AC_LOST_DEVICE;

csa.callback = xxx_async;

csa.calback_arg=sim;
xpt_action((union ccb *)& csa);

IAEFATE — Fxxx_action() Fixxx_poll OKIERENFEFF A &,

static void xxx_action (struct cam_sim *sim, union ccb *ccb);

struct cam_sim *sim, , union ccb *ccb ;

W R CAMT- AT HTESKOR UL o SimffiiR TIEKAISIM, CCBJy 1ERAE - CCB
& “CAM Control Block” . BRRZFFE KOG, BRI FLRA
REEMAS R . TEXEXFHE FHEESE AL HCBLET .  (FE: X—
BONRMERS, EBT2HEED)

CAMBE S 5 SCSTHE BB T/EF & #23% (initiator) ( “normal” ) #E3%, t37HESCSI
EHIZS TAVET HFR (target) (FEAISCSTiZE) M. X)L HATAZEELLER
E RHER S

ST LA sREMNE (BAEUL, Tik) U5 RIZEH s imA A L EE:
. can_sm pah(sm) — 21D (&0 L)

. cam _sSm_name(§m) — simflJ%F

. cam sm softo(sim) — Fgifsofte (WRENRFAEEIR) TR
« cam sm_unit(§m) - B E

. can_sm busg(sm) — 1D

T RGBT, xoox_action()F] ABEFHIX LS s EUSE BT 5 FIFE A E fsof te 45 i)
=i

BERAVBTIYTEEAE  ocb->och_hfunc code. HIIL, JEE  xxx_action()H— KK
switchZH
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struct xxx_softc *softc = (struct xxx_softc *) cam_sim_softc(sim);
struct cch_hdr *ccb_h = & cch->ccb_h;

int unit = cam_sim_unit(sim);

int bus = cam_sim_bus(sim);

switch(cch_h->func_code) {
case-....

default:
cch_h->status= CAM_REQ INVALID;
xpt_done(cch);
break;

-}

Mdefault casciBAIMSAAILEE (MAERFIFAGS) . AOOERNG BLE
51| ccb->cch_hstatus . 3 FLEt 8 Fixpt_done(ooh) s CCRIR [EFCAMF .

xpt_done() N M xx_action()H T BilAL/01E K AT IFESIMBKBIAE /B0 E Y
scsuiE g FFHERN o (FE: EFRI/0ER? ) WE, Hix&EEE (post) — I
55, fanfiE KB T AR, xpt_done() Rl LA i 2 BRI AR 45 R A -

EPr L, CORREBNEMUNBEAE N —HEEG, TREAEEMIRE .  ceBfifs
HB2hxxx_action()FIFERT, HEUSIRA  CCB_REQ_INPROG, F/RHIEFE#HITH - /syd
cancanh HUE L THEWAPPREE, BIIRZEIEF FREFRERIPRE -
HHBRSE, IWESER EE—MHEIRESE (Refin) FI—LEnlgEH LRI &
(LD FEFROL (Ffr) B9 “frEi (bitwise or)” o WMEHESELUE FiRgHL .
SFEA TS T AZEEE IR B TY (Errors Summary section) #E|. RRERPRASIE
FRH:

o CAM_DEV_QFRZN — 4 ZhFHCCBRY, {uRSIMIRENFEFEE|— N EiE R (Flan, I
SRR AR RS SR . T SCSIN) |, BN A Fxpt_freeze SmqOREE i
SKEAF, 4% & A 2 ABAME M R A B AICCBIR BB CAMRASY,  SRFE M
[P REAYCCBI% BX M IERR A xpt_done() - iX/MEFRS FRCANT REGTAMFE R
& BRUFRAF -

o CAM_AUTOSNS_VALID - I IR[E SRS, HCCBR AR BIERR
CAM_DIS_AUTOSENSE, SIMIRZNFEFE 4 HEHHITREQUEST SENSEf 438 M %1
Hisense (JBERERE) HUE. MEXDEATN, sensefIE R 4 # ARAFLE
CCBA H I B T -

« CAM_RELEASE SIMQ — &{UlT> CAM_DEV_QFRZN, {HET-SCSI¥#HI2% [ 5 H A8 (5%
BRFLE) TGO - It ERERIZR BT 1E K & #ixpt_freeze smq() 1% 1F - STMIK
SRR e IR PR B L, B R AN E T HEPRIICCB  GEENCAMSE, g
AT R S E R -

o CAM_SIM_QUEUED — MSIM¥f— CCBAUAFIEREAFIN B M BB iERR (804
CCBHPAMEMI AR EILACAMET  £457) o TRFELLTENRIL I FECAMA S AL R 3 77 15
i, FHitEER T2 -
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R EOo_action() A A vFREIR, FEUEXBR Ui BIRTE R AR i RS S TMEL %
EINFRTERL - BR T IR ATHEARSD, CAMT RS T s Eixpt_relesse simqg()7Hl
xpt_release_deva() R ELEEARVRENSI], TANLHS CCBIE #ECAM «

CCBLHRELE N T B

« path — 1ERMBKIZID

o target id — ERIEIMZEID

o target lun — HIREEHILUN 1D

o timeout — XA AING, DlZFit

o timeout_ch — —/HSIMIKEN FEFFAFAEREAT B RE T2 BT (CAMTFRSE
BN BAEEFIBOZ)

M flags - ﬁ‘%ﬁ%*ﬁ@%’ﬁ\ %‘/L‘n/ﬁ—z

o spriv_ptr0, spriv_ptrl  —  SINKEHEEFREFHKITE (il tnsE %
FISIMPAF B SIMAAVE#E/IER) 3 SEFR L, ENIERNBEFE: spriv_ptrOff
spriv_ptrl1BHHEA (void  *), spriv_fieldOM  spriv_fieldl EH KA
unsigned long, sim priv.entries[0].bytes#] sim priv.entries[1].bytes}y

5860 HMER RN FTEH,  sim_priv.bytes h— PG AR/NAGEL
s

FECCBRISIMAAE F BB T IER N ENE X —EHE XA T,  HAERD
R P ERIEEE XA T, BUER T X

#define cch_some meaningful_name sim_priv.entries/0].bytes
#define cch_hcb spriv_ptrl -/* #H###ERE* ]

BROH L & B TR SR -
o XPT _SCSI_I0 — #AfT1/0%H %
%4 ccbli “struct ccb_scsiio csio” EFIATFEESE. TR
o cdb_io — fR[AISCSIAR LRI X AFRET B R IT X A 5
o cdb_len — SCSIfiF & K&
o data_ptr — FEAEIEEZM X IEE (WRERASE/EHSER—H)
o dxfer_len — FRERIEURMIKE
o sglist_cnt — EU/EHBAITTEL
« scsi_status — JR[E|SCSTAR A [AIHETT
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sense_data — A& IRAIERF{REIESCST sensefE B HIEM X GXFERT,
WIEREE BB CCBRIFEFRCAM_DIS_AUTOSENSE, I{BESIMIRSNTRF 4 HEhE T
REQUEST SENSEfii4*)

sense_len — ZZMXAIKE (WIRAHETIA Tsense_datafJ R/, SIMIREIFEF
VA R RIME) (B — AN, SHFECRRE)

resid, sense resid — WIREIREHBSCSI senseik AR, MEAN] BEIR
R CRIEH) AR TIIERRIEAERIER L,  FibXR
METFEAIESLR (B0, THEUSCSHERIZSFIFOZ M X HATFT %0 |, fHE
LUEWRIFERT P XTI EanI e, EATLmgixE Ho-

tag_action — fHHRIIRERFIRE.

o CAM_TAG _ACTION NONE — FHESAHHIRE

o MSG_SIMPLE_Q_TAG, MSG_HEAD_OF_Q_TAG, MSG_ORDERED_Q_TAG — {HZT1& Y
FIFRE(E R (W/sys/cam/scsi/scsi_message.h) ; {WAHIFZEER!, S
Wenkere 71 H CIbREE

A PRI SR I BN -

BEMAE M EERIOE TR REME, TIRGSETIIIFR  Aaph
1k

el A BB TR 52 2 3R sL &

RIE S BB VA BESRFTTR RS (U0 R A SRR PF IR SE) n
RIANBEDEMVREES MRS, LT N HATE—MEEAERME, EE CccB,
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TESRCAMBFCCBE B ARA - DU 24 SRR AT A, 0/ i iR (B REFILE
CAM_SIMQ_RELEASE fifJcchRREVRSIMEASY - BN, IRFTE  EH, WK
CCBEREMF#EHIHR (HCB) BEH:, HRFHATERNTAB -

struct xxx_hcb *hcb = allocate_hcb(softc, unit, bus);

if(hcb == NULL) {
softc->flags -|= RESOURCE_SHORTAGE;
xpt_freeze_simq(sim, -/* count*/1);
cch_h->status= CAM_REQUEUE_REQ;
xpt_done(cch);
return;

-}

hch->ccb = ccb; cch_h->ccb_heb = (void *)hcb;
cch_h->status -|= CAM_SIM_QUEUED;

MCCBA SRR B R EE B BRI « OB R BERBNTE— 1 &, WRE
= — A M —RIPRE A SCS PR (F B, - SRR ISt 5 & R
T SRR SER T « R RS -

hcb->target = ccb_h->target_id; hcb->lun = ccb_h->target_lun;

generate_identify _message(hcb);

if( ccb_h->tag_action -!1= CAM_TAG_ACTION_NONE -)
generate_unique_tag_message(hcb, ccb_h->tag_action);

if( -1target_negotiated(hcb) -)
generate_negotiation_messages(hcb);

NFRLESCSIAn S « A LIFECCBH LI A BRI A Ig i Q IIFRE, X
FICCBH PRI E - Q&P IX AT LA &FECCBH s MTREr  fRIA, JE&HI
NIEEET LR M A s b . BT REMRE R R R P, R ETE
SR AR Y bt

KA RAFRIR: 18 FIX B Avtophys)R e, HET  FFERAIAIphal®
FZAL, RTPClig (ENTIE SCSHERISHIAZE)  ENEFIAmALIphalit
FRIRIREAENE, B UL viobus() SRFEAC .  [IMHO HRHER 4~ B i R 45
vtop() 1 ptobus(), T viobus() TR FEEN, XEEEFEL . | 45
SRYFEHAEETL S, GREFF AR CAM_REQ_INVALID FICCBRRT LA, 4T
AR Pt AR - (B ATREBOX I (JRBIAREFP P B 278 AN 5
FREERMGE) PAEE giEALphaliE RIUEE T - AN R EY EIAE R
WREBRGTEI ML, EACREAMIRA, B BB -

if(cch_h->flags & CAM_CDB_POINTER) {
-/* CDB isapointer */
if(!(ccb_h->flags & CAM_CDB_PHYS)) {
-[* CDB#HHtt * |
hcb->cmd = vtobus(csio->cdb_io.cdb_ptr);
-} else{
-[* CDB#HHtt * |
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AR ERIRAIBS R T, X —IK, A IECCBH LI FEERI T 8RR
filf, XL AHCCBA RIERRTEE - B e BN SR RAR(L ) Jrim o fiE BAE
DLRE SR B T L R UL

RIGEA T EEARAE — A chunk LR ESEY/BEFFEF, FHE  PHEMIET
SEREHbAE o SCSTHEHISY AT RE LR A R E B IRKER A3k FiERkEA
XA PREBATHLR E R - BAVER— R WEGRECCB, FAE—HITT b
FEHCBHE VR SR - HMMchunk FIRREGE  IKSHREFFMI R, B BRATASHEANEATHY
VEAISCEL o X THb bR EERIE AO4E Y R] LS B SCSTn 4 (CDB) b FRAHEA - ant
S AT THREER R REMES AT BESEEL, R[EPRZS CAM_REQ_INVALID W]
IR SEFRE,  IERICAMACHE H LLFH0  Lti& A 2 B/ S ge - Bz /D
WASEER BN E S BUR IR IR X BN, CAMHX B SR -
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WRIX A CCBA VR IT e, Bl THL I #iX M E B Elhcb:

SRR I SR AE 5 2 B CBTREQUEST SENSEf 4, IR 24 ¥ 5hn
CAM_DIS_AUTOSENSERI{HZIBLA T, iXHE AT IZECAMT R G AAEREQUEST SENSE Ff
A1 H Z/REQUEST SENSE .

T HME— R BT, FFEA T IncoEBAE M HHRE, RTH Bl
BRE (SRR E) FER -

1X ) LR [B] CCBI) R £ ) — > AT BE L BN
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« XPT_RESET DEV — 43£SCSI “BUS DEVICE RESET” V4 BF|i%&

PR T KERSNCCBA R RUR TR, HARILNESGBRZE Ntarget_id. ®

FT P HISRRE R IR R ARXPT_SCST_103E R AR5 O i (ZF
XPT_SCSI_IOWEREHIR) Hu A mIEhles, 8 LA gmeikscst ]
FRAARESETIH B S E, BB IX MERATHE R AR (FRREPRAS

CAM_REQ_INVALID) . T HiER5ERET, BIREIFTE BT %% (disconnected)
RISV A IR (FTREZEH T EIRRS) -

mHEAETE Mt EAES RN 2 EK, R ETHEARESRER. SEFR
FTRERHER , RO ANVE B BV 278 N —IRESSINEREH TR -

« XPT _RESET BUS — & JARESET{Z5%ISCSTE 4%

CCBHH NGRS, ME—RIGBISRZ BN sinfIfEHIRA  BISCSLE
%o

BNEMEBIL DL LR R & RISCSITIR, FHIREMRZE CAM_REQ_CMP.

a2 SEISERR E A EfIScST R (RIREth A fiscSI#EHIgy) 1 KrRTE
T A4 BA 1] F AR T2 12 AO B L IE % 2 B A CCBIM SE AR S PR IE
CAM_SCST_BUS_RESET . f£3X#f.
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FSCSUES B AN REOR S RER MFER, FOVIRFHFH TEE, €
2 WO AU B O R -

o XPT_ABORT — FAF¥87ERICCB

ZEAERK G ecbIEH] “struct ccb_abort cab” A& . HAME—HZETE
A

abort_ccb — FE[EIH A LR ccbiIfRE

WIRANSCRFH W [EICAM_UA_ABORT « X2 R/ MUSEBLX MR ®WH7
3, HEATEOL N #FIXECAM_UA_ABORT

AT HMN R EM SR ILXMER - BB HEISCSIHF A Ik
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SRR

IRNJE TR BAETATAIBAS s 35X >CCB o 3X AT LU i [ FeA TR E R b3R5
, BRSXCCBRIKAIFEHIPA AL

AR RE — THCBH BV EIR - ERTREEURAERS P IESER: AT
SCSI/E4k, EULATIEAERRF, BiCkMERFERmLER, Bl SLhR L
2 SE R M ARBRAEPRE N SR - N TGRS SEEFER RS
. FATRHCBIRIL Y H AE (aborted) , XHFFUIRIX A HCBE A IAFISCSLE L)
5, SCSHEMHIZH R 2F BIX MEIRF BT E -
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U RCCBULIT IEAE R R, BT — & DIEMEE MR R T KA MF S AscsIizHl]
&, EHEHENFETLYAIAER . SCSIERIZREE  SCSI ATTENTION(F
5, Y B EETIMRNS & GEABORTYE B, - FATtWE R i, DIBRR HiR A
SOGEHENR o AR NBEAERE DS E, 1 10T, BRI
BITHEMEASCSIEL . HTMLaERD SEARREHRF L, Hit3i]
BAER LUK B iESGRE], SIERIISERL,  FRRF R ERIcCBRmiE Ik (B
EERFERCATER) -

WRCCBAL T W ERRIF R, MR ERE T IEER, FAERME PSR
FEEPAN - SA0ER, HRE P EERSE -

XA S FABORTIE K 2FR, REDLHE — 1A . FHTABORTEE JHFRLUN_ET
BIEEHITHIES, AL HUELN ERTE BTG ES d ik . 3R 2
RS sER, HEFIEESZ G-

FrCCBA IEVER IMECR SEINAT e MRIFIVER, FOAWRT/0F S X4
WRES W E A - ME— IR R 2 553 B R SRR EPR S
CAM_CMD_TIMEOUT » FJ2XPT ABORTHjcaseiBAIELSR/N, 1§ HXEE:
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« XPT_SET TRAN_SETTINGS — B i%ESCSI{EH&E HIE

TEEL A ccbISER] “struct ccb_trans_setting cts” H{ERIFSE:

276

valid — (7 #ERY, W RN Y FEFHATERE.
CCB_TRANS_SYNC RATE VALID — [A]# (& %
CCB_TRANS_SYNC_OFFSET_VALID — [F]#{7#%
CCB_TRANS_BUS_WIDTH_VALID — fH%&7% &
CCB_TRANS_DISC VALID — &&= F /2 AW 5 RE
CCB_TRANS_TQ_VALID — %E 5 /25 A FRE AIHERA
flags — HMETHR, WIS EMTFERIERR . TSR
« CCB_TRANS_DISC_ENB — J& FHMiF 512

« CCB_TRANS_TAG ENB — & FRZEAIHEA
FHAER:

o CCB_TRANS_CURRENT SETTINGS — {7254 Fif (i
« CCB_TRANS_USER_SETTINGS — ¥ 7y EEHIF P {H

e sync_period, sync_offset — Q@ﬁﬁﬁ’\], ill:]%sync_offset==0m|ﬁ%*|§]ﬂ3
R

o bus_width — FEHTE, LIOT (AT



12 Z AR ESCS I HIRY

@ BEF
558 [ ST RIVETG

SIFFANTESE, HAREMYENRE . AP EaSMNEsEF+ ShRE
ABAZ, XEHERE—ANE, #EEFE GFELEKE) BRT ZHW
BT R P SHOE RS SR E R . (BSCST  BRIE
i, EUAUVGEAERERTHASEMNE, B EERERE ER.

HENAE, FUOEAFIR, FEYHIHN. M EIEERE N —IXKIEHE L8
FHRESE . X—IR, XL “new current settings” FREHE NiEHIHT
wﬁ%i EANUEREDE RIS 1o, TSI SCSIEHIZs FSLbn
REJIFRM: a0, anSSCSIfEH %%ﬁé%u 2, TESRESRIgE 16 B, N7
%zai AR A B S EOL TR T T H R R 8467 -

— I REEEE R ST EMELS B SECR B BT E R, M
WA R PR P SRR E R B Lun T S Y -

EWA LI RFFSAM A SE (BEBEMFA S EH)
o« user — HFH—4H, WL

o current — SEFRAERHIARLE

o goal — JEITIRE “current” ZEFTIFERMIFRLL
RIEEERALR:

struct cch_trans settings * cts;
int targ, lun;
int flags;

cts = & cch->cts;
targ = ccb_h->target _id;
lun = ccb_h->target_lun;
flags = cts->flags;
if(flags & CCB_TRANS_USER_SETTINGS) {
if(flags & CCB_TRANS SYNC_RATE VALID)
softc->user_sync_period[targ] = cts->sync_period;
if(flags & CCB_TRANS_SYNC_OFFSET_VALID)
softc->user_sync_offset[targ] = cts->sync_offset;
if(flags & CCB_TRANS BUS WIDTH_VALID)
softc->user_bus_width[targ] = cts->bus width;
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T 2Rl

WES T —IRELHET/0ERE, ESREHLRRTREENNE, flahdEsmA
R#target _negotiated(hcb) o B A LGN FSEH):

B RLXLEEE, SRELFRN S ZFR ) (goal) 240, IR T
JEHIT/0F S5 LA H IS ECRAER], H  target_negotiated() 23R [BITRUE . 2 )45
ftF (FExxx_attach()F) HHETPHEELARIIGN S RERPEA, BEMY
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12 B mEAVsRJTESCs I IR

B DA RIS SRR E . OB FOCATREEIR, bR
%)

« XPT GET TRAN SETTINGS — $K18:SCSIfEi% & f{E
IHHRVERXPT_SET_TRAN_SETTINGSHMi#/E - FHMd HER
CCB_TRANS_CURRENT SETTINGSE;CCB_TRANS USER_SETTINGS (fpfR[EIRi&Em] Fi
BRNEFRE LG E) FTE KIS AR B 7 CCBL ] “struct
ccb_trans_setting cts” .
XPT_CALC_GEOMETRY — HHEMELHZH (BI0S) 45# (geometry)
S B IEEE G ccbJSEf| “struct ccb_calc_geometry ccg” HILH:
« block_size — ¥iA, DLFHFIHHIERAAN HBIRHHX)
e volume size — ﬁﬁ)\, IJ?_‘T?"VI”E"J%K/J\
e cylinders — Eﬁﬂj, AR
e heads — %E'EH, B RSk
o secs_per_track — i, BRMLE X

WNROR[E] )25 HE 55 SCS T I 2B IOSPTAE SR I HIARA, FEHSCST  #iila% LA
EWAERATGI T, MARARETLTIERS . KaicToo JRSIFER BN ST
RN E
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AL

XA H T — ARG, AT T EBIOSHURELT (quirk) - Q1R BIOSEH R
A EIBEEEPROMH Y] “extended translation”  JEFR, BLHEARE R 2R
FBET1. EMRiTENS:

128 heads, 63 sectors -- Symbi os##
16 heads, 63 sectors -- ###H

— I R STBIOSHISCST BIOSSHHE &%, MUUATE, HlaiSymbios 875/895 SCSI
FlPhoenix BIOSHIZE & TE RGNS 245 H4519128/63, TR B BNEESE )
54 2255/63.

. XPT_PATILING - BEf2IA1), H0ANEUE, SRIBSIMREHRERERISCS RIS (R
B - ENLMGIERE) RO

FFIEFEER B ccbfISEf “struct ccb_pathing cpi”  HURE[ME:
o version_num — SNMIKENFEFFS, HBIFTHIENIE R (1
o hba_inquiry — ¥EHIERAT SCRERRIE B

o PI MDP ABLE — F#HMDPYH B (SE B SCSISH)—L R E?)

« PI_WIDE_32 — F##32{i FiSCSI

o PI_WIDE 16 — 516/ 55SCSI

o PI_SDTR_ABLE — W APPSR (5 S R

o PI_LINKED CDB — i REMIMm4

o PI_TAG_ABLE — SZHFHHRZERI A4

o PI_SOFT_RST — SZHFRREALERE (BEEAIANEE MAESCSTE & H = B FHYT)
o target_sprt — EFMEFFRFRIEIR, WERASHFMIH0
o hba_misc — FEHIBHEFIEILII

o PIM_SCANHILO — M &= IDEIMEIDA B4

o PIM_NOREMOVE — RIFZBRIZENEIEAERZ 5

« PIM _NOINITIATOR — AT AEEFE

o PIM_NOBUSRESET — FHFZXFH#JI4BUS RESET

o hba_eng_cnt — FASAIHBAG BT, SHEAFHERM—L K, HHIEZENO
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% 12 B EHYRTESCS I 6

o vuhba_flags — LR FRME—RIENR, HEIRH

o max_target — B AZFFRIEIRID GF8ALELZ& N7, 16fiELA15, HifiEE
H127)

o max_lun — BRSCFRFHILUN ID (WIRZRISCSIEERIZE N7, BEHHIH63)
o async_flags — ZHRRIRAAH R EHIIER, S FIRH

o hpath_id — TREFHERFEHIBIZID, HFTRH

o unit_number — ¥EHIEFEICE | cam_sim unit(sim)

o bus id — A5, cam sim bus(sim)

. initiator_id — |88 H DAYSCST 1D

o base transfer speed — B FEEEIINZ W/ FHIEZE, LIKB/sit, %FFSCSI
243300

o sim_vid — SIMKBIFEFFAUMER I ID, IO FAFaR, BEHROENAIR
KEJEFJISIM_TDLEN

o hba_vid — SCSHEHISFAIMLRNFIID, DIOLRMFRE, BEEHERBOENTIR
KA JE HBA_TDLEN

o dev_name — RHEWNEFET, OERBHNFHEHE, GAIHERBENNRAK
JENDEV_IDLEN, %5Fcam sim name (sim)

BB BB T 2 A strnepy, W

strncpy(cpi->dev_name, cam_sim_name(sim), DEV_IDLEN);

BB (E [F PR A5 B R CAM_REQ CMP, F¥FCCBFRIE H 5EAL -

12.3. %14
static void xxx_poll (struct cam_sim *sim);
struct cam_sim *sim ;

RWMREAT H W RGCNEIERR (B, RERREUEARIE  R5HEE)
RPN - CAT RS I R B EE S P . BRI E PR it
W R EIRE (BT, MBIk HEATEERenfE, M wreRE R
RREBIRE) - A2 N2 ZHRFM 5 — D MR EORIE? XM T AR
MIAAZE - ox_poll BIAER S i cam_simfFEEHERNZ R,  MIPCIHWTFIFELIR
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FAFEME

HIBLEHURETE FIZ5H xxx_softcIFEEr, ISAHMTBIRE LgBuk&E S, Btk
BIRE— A ERR:

12.4. ¥ F4H
WIS T SR, TS24 22 SUE AL

o callback_arg — JESHEVARERHERE

o code — FRIHFHHE

. path — FRREMIERTH Bk

. arg - BRFENSE

B —RAVEMHSCI, AC_LOST_DEVICE, BRI T:
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12 B mEAVsRJTESCs I IR

12.5. P B

T FIRE B DI R BRI T SCS L I SR P E B IS B Sk KT (PCT,  ISA%E
%) o

SIMIRBIAE B T BIAEZ AT A TR Al splcam | o [RIER S 7EK ) TP 3
Fsplcam(R A2 il IRE S IRNEET RIRER D HIED) O T RESR 50 2 AL BHES HOBK
ey, FHEEEE, B HABNZEXFER) o AR DT E # i
2ng TR KM —EANREAREN] . — MBRERRRR AR
BIRER) A misbisspleam(), FHAERERGFEEA, AT H— KRR XRFE
e T HRFWTRA SR SRS, FTRUE L — MR EE, W

XTI R A, HEFAER R PR A RES WA RREEE,
SR RO LB A,  plOREREMHAROEINTHE, H
BARRE AR/ DG X AT RE AT -

T FIAE AL B A IE DU AR AT P BRI T RE A - Bl 1% 1Y (typical) ” 1§
o

B, BITRERE LRTIBE TscsIAf (FREH R —sCSIE& . By —scsI
FEHIERTIE) o MAXEERAEFIE ARRFMIERR) 5K, R&EFEMHHFE
BB BATRISCS IR - WIIALIIAERIZ: AaxdHB—PEM, XEA]
THEE, BNFE-—SCSUSL LMW M EREE Fie—EREMEMT X - #H
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il

PR /IR AE AT IER — MO T, (HX AT e B R ERESETE S
FIISCST E R BT 5SCST E R HBERIA -
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% 12 B EA VI ESCS T R

AR AN S I ST B RIS LS I RS, TUIAR BT BE 24 A (-4 il HELT A
Mo R, AIREE JEHCBRI RS, HAATATIERAEE Tl SREEA]
SHTIXMCBE LT 4

BB EICBR BT, MR ERIN I E R [ fISCSTRE -

RIFEIRXMIREZ A SREQUEST SENSEfT&LHE K, WA KNIGE A HAH—TE.

B4 B8 BR8N, EESERAMAENT L. RXcce  EHE Hauto-
senseff B & Flsense 5 LM, NIZITREQUEST SENSE iy & HUCAR LI -
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il

BT EFR— A, ASCSIEfR (HERANMMEEES  BERL
ER) BREIMHREHEE, SERTEDE EERINMMEHEE  SNEEE
il -




% 12 B EA VI ESCS T R

SRIGEA TR 5 B AH R 2 kb Flauto—sense 8] 1] G H B A4 A iR, B
My, B TR NG -

BAIHB BT —FE R RIUAIERZRTT, X HFFEABORTE BUS DEVICE RESET
HEZEWEIERIERK, HMEL TRIEER .
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WR BB EZIRE, BATRhEICAM, FHRELUNKIFTE i

RIFEANTREE — L E AN, 403 (processing) AR PR T X B CCBIRA:




12 B mEAVsRJTESCs I IR

RN ER TR HRTERERMANS|, ERICRILCETTAT B, W
A XHEAL 2 X AL 2

X EFEE A WA, R A EE AR AT AR B LR b 2

12.6. 4512 % %

HHATI/OE KRR Z HIE T REHES - A LAITECCBIRSHIEF R REHEIREA
B o A FH BB T A SO o R T 28 LA 2a Y X BT B R SR A N
HWJEH(]—/I\/%\%

o CAM_RESRC_UNAVAIL — FEEETRIE ETRCARIH, H H S H AR ] IR SIMBKEIHE T
NS XFHEIE  B— M S L i B N R A B, S E AT
W EHIg A2 E AT

o CAM_UNCOR_PARITY — &AENA[KE HIAH BRI ER

o CAM_DATA_RUN_ERR — H(HESMNEEARTIIHHIEHRIRAS (phase)  (BFESR — A5 L
AR CAM_DIR MASKFERERITA) , BOo T 52 1% i th PR A B (% i I %

o CAM SEL TIMEOUT — #&4i%i#BR (HIRASIR)
o CAM_CMD_TIMEOUT — &4 a4 iBET GBI MEGEIT)

o CAM_SCSI_STATUS_ ERROR — 4% 3K [H] {5515
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R b7

o CAM_AUTOSENSE_FAIL — % #iR B #7154 % HREQUEST SENSEf 42
o CAM_MSG REJECT REC — U{ZIMESSAGE REJECTVH B,
o CAM_SCSI_BUS RESET — UgBISCSIEZ&E ]

o CAM_REQ CMP_ERR — H{HH “/NA[HE (impossible)” SCSLIRZ (phase) BiFE EH AR
FHEE, FEEMEHE—PEEAR AN H B R

« CAM_UNEXP_BUSFREE — H{EWRFHHH KM 552

« CAM BDR_SENT — BUS DEVICE RESETVH E# & 1£%| HFR

o CAM_UNREC_HBA_ERROR — Ru[1RkE HIEHL &GRS E R
o CAM_REQ TOO BIG — iF3R¥f T H| 28Ik

o CAM_REQUEUE_REQ — Ui RN 24 4 BT A BN LLORFF SRS HOIR P o X 70t tH F
FETF] WA SIERBIH T R YRGS R, H HAOFE i 5] LR H Fr
) HA ARERILEIFIXPTIASY o X ELERA AN LA R « ar s
FIEA RGO - SXEEREOL N MR i IR EPRSARTERER, A SFiE
R B AR T SR i L BEHT AR -

e CAM_LUN_INVALID — SCSI#E#|2s N FriESRHAILUN 1D

o CAM_TID INVALID — SCSI#ZEH|gs N T HFiERFPHIHFRID

12.7. AETAE

YHCBRREETHAVHET, ESRELN M1, R FEXPT_ABORTIESK  —FE . ME—[X
BIFETHE A IR R SR AGIR EPR AR 24 S CAM_CMD_TIMEOUT AR
CAM_REQ_ABORTED (Xt Mft 4 H IEASEIR T HRECRER) - (HidE—17]
BERRLE: nRFIEIER B OH TRIOUEAD? XFER T N2 EISCSIE L,
PG AEFEXPT RESET BUSTESR—HE (FF HAGFESSHN W% AP VR A48
FHERTXIL) - MEMBEEEEMIERE T AR, AT Y S A SCSTE,
%o Rl PR EUE R SRR T TR T

static void

Xxx_timeout(void *arg)

{
struct xxx_hcb *hcb = (struct xxx_hcb *)arg;
struct xxx_softc * softc;
struct ccb_hdr *ccb_h;

softc = hch->softc;
ccb_h = & hcb->cch->ccb_h;

if(hcb->flags & HCB_BEING_ABORTED

290



12 B mEAVsRJTESCs I IR

HEATHIE—MEKES, [F— Bbn/LUNFIETE E AT E 25 K S
1 FIHILT — R, AR SR E TR CAM_REQ_ABORTED; A2

CAM_CMD_TIMEOUT? 4B aREHFEFE(# A  CAM_CMD_TIMEOUT » sX B HEREAF 418,
E N RE—ESREBE, WATRE & & I T LRSS, EmRE el
WEBEELIENTB T B8 -
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% 13 & USB& &
B 4% . Nick Hibma.

Y K F M. Murray Stokely.
MiE. .

8 BT 2R (USB) BB & 8 AT BN — R 1% - sk S T
FLEEREE, FHEFLRSHFRER T HEEFHEGEN MFEShost#iTH
ZARH RIS o SUSBHISCIFELEELRITE ST, FIEREHLEpCHh#ER ]
F o 35 (Apple) 5] AU USBEYiMac (A )38 7 A2 7= Al A JUSBRR AR A% & — 1
TRKHIBE) - ARFIPCHITIFEE PC_EMIPTE EEEARN 2 H— el E P USBE AR
B, BASEAL BIEEIERE S o WUSBRE 1L EF7ENe tBSDRHE 4 REIE T,
TEH Lennart Augustsson jNetBSDIJi H & 1. (U L2 +H%|FreeBSD I,
BATEAI4EE — DMK ELZR . SUSBT RS, FLUSBH) iR
HE.

Lennart AugustssonZ25Eh T NetBSDIfi H PUSBL ) KERSSEH » 43 BT
W TAERWAR TAE . 150 B ArdyFIDirk W AR SCRE IR FARIGS -

o REERERENTEN ERSR D, SEEERIIR BRSNS, TBAMELL
L o

o WE ARSI TN EEREET AT -
o WREATLUEE B 5 Zhost ARG EFTI BT -
o HTRETHEEME, Eithost M LAIRERE D ShEsaRIRIE .

o NEEERUFTEAFRPRS RE, FHR—E% TLERRE 126X, X
WA YO B R LI R 12Mbps IR T TE - (USB 2. 0f81d
400Mbps)

. REBRUFESRESGHREKNXTESER .

HUSBT ARG UL R E R & T R PIRFZ CIF LR ET LH VBRI
£ o SXEERVE R A USBETUATFIRAF o SR (Apple) s@id (15 18 A RIXBhREFPrl
MEHRVERGMacOSHHRTT, T A AU hERERE A B AINEh i 7R R A
AT ETINERINENER - REIRXEEEER 55 LIEX FreeBSD/NetBSDAUSBEE
R HTSCIUE DEAR TR - SR, B N ES% PR LR S AR
B2 -



USBERAY4EH

13.1.1. USBA &% #

FrecBSDPMOUSBIHFATH S N =2 . BRI O A3, IR TSI ApesR
B MERED . CEEERL, SERETRE, OO/ ARG
1. R EYE TSI b, IR X R R P B
RO 2 B

FEE AL TS A R AT T, Bs EAIAL, JRBIREF AR, 18 58 E
(EE) MBRER . X MRS EBERBONEEE LR iR .

TEEEIFRE (R) WEME NIRRT  XEIEEFEM  FREGAEES
AIHABEE BRI M TR SSIERSPIRE, 5 %& SRS P = RE
AR - AT AR SS = 2 8 FUSBIRBNAEF4E 0 (USBDI) -

o,

13.2. £ %

Efge (HO) EHIESL LA . EAIZRIN . EEWUTHE B, EESrE
— MG (SOF, Start of Frame) .

SOFEF T A AT e MERERIARORL H - EIAEMIH G, Bifihost P&

(out) , BB Ehost (in) - (FHIEREHhost A (RRIBEH) - KFKER
USBREZ A RER — Phost - FMEREEEE — MRS,  BUERICE 7T LR
FOREIACK (R , NAK (i) , STALL (iR &) siff 2tiE GRAL
BAREM B, AT HIEEHTIT) - USBHLVL USB specificationfJ588. 577 B 4]
HofRE T AT . USBEER LT LAEIIY A RRIEBL R #E4 (control),
KRR (bulk), HIWF (interrupt) M[FEH (isochronous) « & HHIRALFIAEA] A%
FETH #d CEE FIH) -

USB/E 2% _E st s St s X Eh R 1 (W) R KB % i - s e BREhAE P & 21
o

B AR (EHITH) AL ENTERE= 1M Hl: B
(SETUP) , #(¥E (DATA, A[3%E) FIIRA (STATUS) . & (set-up) (T8
A . MMBEFAEIRNE, SURa T MELEATAY . REMBEHRIA R
SHEREM BRI T MR, SE SEEEIRM BT NIN. EEERE iRt
ey, ATRAFRmOMSAPRESF BN RSB FEERE —IREALSEATA
A HIERES o USBHITE [2] BEUUF A —4  EEilhubsR g X e B 2R T A« R
bW E TSN ZRAHA bk &R . EOMRE— D BONE B S
HRATLLEEAT - TIRE SRR E R —HIARE . TR 2R — A
WrEERRIREE  WmOLZENDL . i AREESRITEE A EH
TSRO (UHCT, FEEF/R) F1 JFRCERSSED (OHCL, FEMI, T, ExREE
) o UHCTHRYE A% THE T Bk 45 28 IR s A e B A SR it se B A VA
MR T RE (B 24t - onCIR A i HIgs A SR — M EME Mg Ok AR
Z TAE, MIsEhnAfsr .
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% 13 = USBINF

13.2.1. UHCI

UHCT SR R4 B 1 1024 DR M EWEURATIRIMSIER . CEEH A ERIEL
R, fRlfiAes (D) FPAFIL Q1) - B4 TDFRFIR SR I At TE
ER—1E . QUER—LEID (FIQH) R SR —FE .

BB EE AR - HCHREIRRFR R E Mo 2106 BREWY
fefsh, BMEEMEMES SR XTEMREY S, #HE 1 5HRE
RIFIQH, FrAXEQnEaEmEix et . HBTHEBEENNERK, FPLhE
PATE ST, EREEmsRPr  fEHERSIAN . S5 RFES DS AR
— W R EEQE . PR (R PTRQUIE FIEHIE RAIQE, PR E R R T
[ KBR R RIQE . RS T — BB

XS RESERNET - BHESANTIRSPEEYSEM PRE, &
Se BB —Mis BIPTE R 2P (isochronous) BHUTID . XEETDIESE—1 5 AR
— AT E R EIQT . SRE EEEFE MBI ATEISA W ERIRIQH . SEATR
—P s, FEERQIe RIS R AEITE  EHREREQH. ERHITERIL
LRFABRIE TS, SRIERAERRQF  HARFTE G . T HELEEE
BRI R, MSESNERE AR W - FEERNRE— 11D
M, HCIRZNRE/F % E Interrupt—On—Completionfs JAnic (% 58 A A — > HHT o
WERDER T HEREAREL, SRcERR T . iR EDF R EE AN, B
BT ANTIERERNEKE (IE) , BSPrCrt il DOE s R 2R T 1%
B EIEAL. AT E e ET R A IR E R R AR . M TR
SRR, ¥ ITE R R EATRE -

iR A TEE UHCI specifications

13.2.2. OHCI

FTOHCI FHEEHITIRIEER SR L - IWHISHBIAE — A5 (endpoint) FTH,
HREWTHA R E R R R B SERAHET - EEa AN TR BRGNS
HAFF (ED) |, B_LTHEEE — MERMIAT (TD) MIBAF|.  EDEL& S8
PIERRIE R/, HHISEESER BN E . BIRER  EHS TR ARSI
XAFEET, YARIRAIL LI AERT, TOERYT  BFERPAS (done—queue) - PUF
RIS 5 A E H B ORIBAS - #EHIAT KB (bulk) 35 590 BIE AT H S HIBASHE
A o HIBTEDZEMT FHERN , EW HARE & LT EALET RS -

Wizl % W [F2 (isochronous) & Kk (bulk)

FESEGWTZITHREERRNT - EHESELETIE  FEEESIAREA
5, EeK AT BHCIRENRE S B — S RIFR ]« SRJ5 LU SR 5 (RS AL AP TEDRY
EHE ORI — BRG], BT WG S W - X MRERE, [
WEDBGERE, FHREEW B - FPIDEE TR Hs i H A — il i s
T BrEEY  PEMEEE TS, EHFORASIEIRB0ET - PEiRSS G
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USBIZ# R

2 FREIERAR, RGESEREIAS, e EREEREE, FEHEE
BB

HIERIIAEE OHCI specification. IRSSIR, RIFIEIZ, f2ft T LAATERTT
R EIEATUIR, FETE R AFE RS MRS E T AR . R
ML

. RERERFR
o SEREFETEENEE
o TNFIER SRR, D& E (detach) -

13.3. USB& &1 &
13.3.1. &&BRER A

BMEERGE T AFRSANRERS - 80XEFEE - EE BE, KN/ EE
BRI MEAEE —1 - BEERUADIFRMFEER. BIREFIUESZMEA .
WA RN A HCE (collection) « 0, USBHAESAILIE —PEMEAO (F
PR) , MONHEE (knob) ~ RS E (diaD) FIFHMIE N (HIDE) . —PEEF
WIFTE R O IFRER, HATgAFER) IR FEs - B0 DUR & A
M, DREAFRERRSZE - Flin, ERAETLTS, XARRBARRmIA
ARG A RPIOTEL -

ORI E0s 2 M5 - Ui SR 5 A TR R N ViRE . TR
HEGR h XORIME A MIZ & ToRAY, BN BNEEETE . B maERETH
ME—HihE, RlvmaSin EE 7M. Bk, Bl 30, N2EMEON—Eka,
HAEREREFTH . EHRSE &8, HERSWNETFIAEEERE T -
Level O Level 1 Level 2 Slot O

Slot 3 Slot 2 Slot 1

(REJR T 32 1 E41)

XMEIR WAL EF B &P E I MER —HIR TR (B3F USBHITE (2] 56
9.677) . EfTATLIEEGet Descriptor RequestZiFsK. [RESELEFX LR IARF
DLBE R AEUSB IR 28 b AT NN BE RO (B o XX e FEIARRF RV (R i bR B A SRR
-

o REMAT. KTREOEMGER, WHNE, & FEITID, SEFERE
K. FRAERRHN, Bms KRR -

o BCERMAT: WEESTREOR, SEFEEM KBRS, URIIRIEK.
o BOMOAT. BOR. TRAERNHN, RO&H BCEREE MR SEE -
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% 13 = USBINF

o SEEAATY: Smedbhl . JFEAIRE, STRRRRE R, IR EL
Ui A AR RRIAR « BOAs s (o) BORHAT, mEMAEIT AN
R -

o FAFERIRAT: EHAMMAT P2 N EETERM  FARRE . TITRHHR
RBEEAMEFIT &, ATRELLZMES B AR .

KB (specification) A] LU EATH CHIIAFF R, XA AT LURT
GetDescriptor Request3EIRi5 o

EESE LinnpaEE, REPENEE - WhEFRENwm AR FEREl
i, HRdtfeE (RDEH) RMEGERE R E I, SR SERL (R
fef) o Bl AR RMAEEETHRAITH . RGN, BRI, BB
(GnRBE T - ST EEE RN RRAGER . R AL LW REH TUSBELL
LRIEER (ZA) - XEEEERAONRI,  ATRER B TR S MO RS R - 5
— MR ARSI, MR ERRERIR R () NSER A - X2
TRENERREEEMET R . HIER R R TR DR R T B,
RIPX R EEE R, B IR -

AR TE LR R T B AT PR R RRE AN, E S (oHCl)
BRHCHRENAEF (UHCL) RREHRAE RN EIfRH, HE&RE —PEATRNTRR
AR«

AR A R R B DT B K AR FE AR AR - Flan,  BVRHIARR R
KRB intEH AT REIF K007 T H%URE , (ERGIREAZE AR AT AT H - Ksh
T AT LUK B (SPD) ATk - B AvrE e RIEFE & f i AUE =0 T Fnid K rEL
BEMOBTHEZE .  XIMMREREInERPER, FARERLEIRER
BiEELEFLE HERN. WRERSEPREHIATTIRE R, EESHE
Wi WRBEAEESZEIRLET, WhRFFREREETNEE, FEdE BAE
B & ETER R SR IZ 5 1E K (clear endpoint halt device request) V& ERUR
AR

B RN R SRR A S A AV E: -

o EHEE/BONEE:  BDREE - EHEE, SRS 0R50) -
WEEZESE BRSBTS - BONEETIE M E L& f X 57
Frekpr AR, HFEUSBALIE (2] F ik « I XEERATEMAMECE R
&Fo  BMELAFFUSBINGE [2] FEBoREPRHEM—HEAG L. BEL X
Frian < A LUE & RAMEY R,  DSCHRFESMITHRE -

o KRB (bulk) EIH: JXRUSES AR MG AT R M) -

o HWTETE: hostRAARBINER, WRLEIRH RUAL, NHRNAK (HE
RE) ARG . e R OB ER TR E R SR -

- FAPEE: XEEERTESEENENFRIEEE,  FlaisEEsm, B4
RUE—E & . HRISEEP ELRIMRT  EERRELSR . S e mME
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B HITRINFIE

PR, SCEBRT, GIINBRZ RIS R AR 5 R R & 5 E
REE (NAK) B, 26 RERMAFPHT BEETFESWER - MRPEERELR
ICEH ENAKIS N2 E, By AR AT REE S R AR .

ety 5L AT PR E T O QAR BOT 5 - R 12 A0IN TR . i
FE B 7> BC EHUSBALYL O EE5 . 6 T HLE o RIPFIARWT (R AL vFH RN 215 90% K
W o EHEM ARG EERERPMPNE  ZRETRE, HRERITER

AR B -

KT PR AN B8 BN B 245 B FT LIZEUSBRLTE [2] 3853, UHCTAE (3] 9
fR551.3%7, OHCIALYE [4] F93.4. 277 P 4RE .

13.4. R E RN A= 1% 4%

2% (hb) IBAIFTE B OEREE, RSEAWOMAE (switch on), AZ&EIRML
100mAR L - BEATIZA A FEEBRE, H Bk aito . fRSSZESETEIA
EERERO IS PRS- MR TR MIE&E K %ESet AddressiFR, k& MELA
WAL Ghk0) B FF - ATREE 2 R A WNFE T g & - Flan,  — VRS
VRS AT RGBT ATHR A B O SCHFFISDN TA. SR, FEEZYSAYISDN iERCER IR Eh R T
AT RESR AT MR S BRI SR - A T SRR R IENE, NSRBI, f5
AT SRR RS - SR P e A S B e &m g, mARsEFEE
BIEMmER . ME—ANERENEGLZMED, HATfE SO RSREFESEEZ— M
. BMREF AF AR — T4 -

HTERRNR & FRAENAE PR, B SRS &4 E A Eh AR « WRIEE X
B, MERMARRBAERE FEE EESHENEE, 52 A PEEEES—
PR - N T IHFAREA LEAZ MRS BRRsE, fKleE—PRE
FEFTRE M ARBEAEREF E I (claim) () A LEEHT . @ HETRIDERIE
WIECE 220 . R, WK5h BN HEREALEESRE, EAGE
fii, FAMRESHESEER EECANSE LW, FEHEHRNERE. T8
RHBALERHE, ANUEEERNEVPEEE, MASEREEE, B
BFTIF MR SEREGE . HRHISCHRY, BN SRR, RERE
FIRETIIR A -

18.4.1. & & W A% (disconnect)fo 4~ & (detach)

WA SR AT EMESIE, NYFTSBRIEE R . USBHIEIT CF
HE NSRS KT 5 . WHREFN SR Y& N ERMIERPSE
1% -
BeAh, Wi E#E (disconnect) J§ N EFTERE (reconnect) IS ANE HEINERE
(reattach) y#H R A A SEH FRUEZMEELFETINE (B RERHR
), BFRHEME AR ERIRE, XFMER AT BE SRS .
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% 13 = USBINF

BRI T R R A E R B B S RS R P A P L P & (ERepiibsl
(signal) i)« REEECEEBIRERWE N O AL THEREEE .  EEFI w0 B/
WENPrEREREF A E S EERORM,  SSETRERE . R
FARAS TR 7R R — D% & ELLE R (connect) BIARAS 3, TERMIFIERE R & AT
RRHED . REEMAREETS LTE —MTEEFS, HR& Lmprit
Frabs .

13.5. USBIR #h 42 5 ¢ th 13 &

USBALTE IS H & SERBOINE B SN EAR E & BRI . X AIE S ATRLAE R
HRIFIRAT - FERRRORIFZUSBE T [1] ERIF A& H D - WoXek T LAl LIS 2
BEAWHERHZE KA - XERETEE NIRRT AR RIS D
LER, ERERMANEADRIEREE LEMAR Pl USBIIE [2] B1FE T &
hES KRR - AW E (D) FIRAEE S SR, DLIaRHRs - £
FHIAN S LS - FH . BEH (FAknob) ~ JFRFRIER . H—PHIF
AT ARBEEFELENRILE . WAERNTERIIR SHUSBEN 1] KT BT
4
IR WEBREMHNEELIER AT . KTHABNKESR TR
MHBE R ARG - — AR SEL RV BTERIFEE  RETHIL Non-
Disclosure Agreement, NDA) « REEIGHLT, XL FrOKENAE R I IR -

A—ME RIRFRITELinex SRR, ERRZAFCEE FFin il
BWAERMLinux T AIKENER - BRAAPLLKNAE R EE W] M TA(E SRR —
MFERE-

Bl AWLFERE . APUFHSCE, s Bbn . 8RR . % ®’S
SHEMHEHEM T FRILGI A, FERESZETHEM -

i, E R s R BRI S A S, ATREDIRIEMEE AT EA
AT S Hi T R AN 5 S AR B A L R R EHID S o M AR PRI
AL - SE P AR P FEE, SHID RIKNE e KRR R —i
AT LU B B QX B ORISR . B D& UEAE - EETIE
MEOMAFEREERSREFRS BT, IMEEE—-FEERNRE, wEE
MR O o R T RESRTE R o USBER A 8y Bl E — MR (R S BN AR B A, il
SRR PS/28h O HICEI A B EE 5ok B & RO & AR R —
PMREFR WARMARED . BAREEIRERFS BEREELED, HFa
[ AR i VAN DR ST

B B EEFAHRMTFSEEEETEN BRAES,  IHEMN
USBRZ O E A o« T IRSHAE S HITF & FIUSBIR B AR JEHH, K&
FEATER (connect) Z 5 NEEH: -

NSRS R ER - S &Ed N Ef RIDRRE S - B— AN REF
WFEZEE, HEEG TEEES . HEESECHREN, RIEFHE-
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USBIRBNAE /T B Bh L IE B

HENEEZEREEMEELSE LEE . F/HNE  HARR /7 /AR
IDDAR B EAR (A B AL, R A — M EERT  RARIE H%#E (attach) F|
T

X LRI IR B — D 2B TEZ-USBHJActiveWire  T/0KR - X4 GHAE—
BRI FEEE . FRIActiveWireli P FIFE ESIAID . RS THHITEZ-
USBth F FRUSBER 4 AR A7, MUSB/EZ FWrFF, HE EFhER:.

BT KREEFERE . AR EFHERENSHFEEESIEN P
. lTomega USB Zipd{zhgs R T SCSIRARIIEDIE: - SCSIanafl  RERFE
WEAREITRAF, AR (bulk) BIE EIEHE]/ R B E, FEUSBL  HREISCSIHEH
¥ o ATAPTAIUFT A4 LUAR {BAR) 77 SRR -

REBIERITE ST A F R B RIRT ar @ RAVE S - BRI BT T BOA
EEAAMSARERFE, EHRREEEnost AR & 2 A BaifdE - EE8NHE
fifi LSO A — RO, S XMOTEET AR R, FEAERIRout Ml i 1
EREEN] . MIEAETRIRE T B2 ZEMH 4, DURAEREIERAF RO
RO 4 FiXEEREgmE e R RADCR D EZE T USBIIIAL, iEE
EETERIN KB BFELE B0 . CAHRME TET, DU B T 4T =R
FEBGXA o ATAPIRE AR AR T, B9 8 EIDER O MR T L EZFARAIR
B

S HY-E DatafIHUSBIALI SRR BT A B, FAEHT —% Fomss.
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% 14 = Newbus

B4 . Jeroen Ruigrok van der Werven (asmodai) #= Hiten Pandya.
iE . .

Ep R BafMatthew N. Dodd, Warner Losh, Bill Paul, Doug Rabson, Mike Smith,
Peter Wemm and Scott Long.

AREVENARRE T Newbus IR HELE -

14.1. X &IRHAHAL)F
14.1.1. X&WHARFGE 6

REWHNTEFREAAL:, CENERTIERRE (Bltn, B W% &RF)
)3 FH A0 PR RO S B 3 5 (R SEPRSEF 2 AR THE O . & IRBhEE P 0 (DD B
5 & EWHFEFFAML: 2 A& XD .

14.1.2. Z&mHARF G LA

FEUNTX@BF IR, FreeBSDHI M FFRESETISR, & X T UREEL) %

o BHEERHRET

o FREERIEF

o MEEERSHEF

o DB RNFERT

ik g U L E A/ TR B =027 . X R A IR Bh AR PRI BT 1)
LRIX L& TF (buffer cache), HHEK RENFEHMET X ED AT AR
B XFEMXEEFFEETEEE  (wite-behind), XEWWEEIRANTEFH
BEUE, HARGUTHRBN AR A SRS RIS, WIS 581E -

14.1.3. FH%%

9N, TEFreeBSD 4.OMUZARLASSLERARH, SR & MFRF% & X 3B 15N FE
T.

14.2. Newbus#i



Newbusilf %

NewbusSEH] | — TG RHAL DL, W LAEFreeBSD 3. 0B BXFE
RESMIINEE, HBfAlphaIRIEH S AR] (U . HE4. OB A BN & D)
REFFERREOARG . RERRANEN  REURHAERERS AT LA & 1
BRI 18 [F ST -

HEZHEAE:

o DIASIER

o WNREFAE SRR

. B

R FE AR Z — % WP HIFIRF IR R G 22 iR & WA R -

TEFHENE R &, efEh k&, EEtmEEEREEe L. T8
NG, B R RERMETF, HEEREEhost—to-PCIN SR - X
Tx86, iXFH “HR” HEHN  “nexus” K, ¥ TAlpha, AlphafJ#&Fff RNEHSH
ANEPTHZE & &, SNARPESSFE, 8% lca, apecs, ciafltsunami.

Newbus b R ICH I & RoR R H B DMEFLE - Filan, SFAPChsLE *®
RA—Newbusix « RFFHEMXFITUFEZT; AHETHREEFHK W
7 “bus” o REHHEME&HIBITHLE ISAMIPCT, {14 BB EERE| ISAFIPCT
B2 ERR &R .

WE, AFERBRBSEZFEREREFRR N W E, ERZ TR EPhER
M) B& . — DT ERPCI-to-PCIHf, EFEXPCLELZL EH FRnJipdbN, TH'E
f#ZF paNFIRIERAT LI S5 . XFAARERL TPCLELM LI, v
NI FR AT TUZRFINER 4.

NewbusZE A H R M FER TGS &R N EBMB TR . LXFEEER W
Ri%kg, BFFiEnexus. FIL, FEAR FnexusFENewbus RGTHME—FIENE H®IR
HIER > o

e

@ ISAR 75 A REABFEOX230B G o103 1, BRIt EmE  AC&&EE
K, XFIEOL N R ISAZE - ISARER B 45PCI-to—1SA
MF, PCI—to—ISA WHEBIERPCIEL, PCIHEZE|iAhost—to—
PCINF, HaEliAnexus. iXFhm b IERIILIEZ AAET AT LA
B2 AR HIE K - XT0x2301031 [ FIESKEEMIPSHLEY AT L
MEPCIHTZZ Y, Oxb00002304b Fi PN A7 HILER -

BEIR AL AT LAE S & R AT 5 i USR] - B0, ZEfRZAlphaF & L, IsAF
Wi S5 PCTHIR BME A, X ISAFRIT R BT R BL @& FHALpha () ISA S 2ikds EEE
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e

% 14 E Newbus

. ZE1A-32.F, ISVRIPCTHIHRE TR fnexusilt & BT . W TR, W
U A2 (A 20 SO H — 7E1A-32 Ffnexus, fEAIpha (i, CIA o
tounami) b EAR A AL IRERL R -

N T AIEART N A A F BRES BRI [R], Newbus# 4 [ NetBSDHY bus _space
APT o MIAITHRME T BB —FIAP IR inb/outb  FIHIBAFEES o XEEMAIELE
TERANWNREP e U NS 27 ey B M B3 ey (O SeRB (4 SChe i
&) -

PSR A T IR ELHLE T - S BRI, KB AT DUNBRE  H R
KEXfbus_space tag tF1 bus space handle t-

Newbusth R VFZE% FT I H AU SO R E U O T4 - X2 maXff:, mTLAfESd
sys HEMH#HE] .

Newbus R AL/ LAY BRI “ET X541 (object—based programming)” A
. REFHHEBNEEEREEM RN TER. REMEMR S XL
ERIEHEHEHERRS - EEFEIARTE  HEhEA B0 . <8
07 R BRI —EHME R % .

FENewbus REEH , WA A ZEEENT REF LML EINREFRMM . X SE0EC
& (auto—configuration) B[Rl A #%i%EHE (attach)  FIKEHARSY, EEHIEHET
PR ESR . DUER&ETTUNERSEF 58 (detach), H FEHHERE (re—
attach) B|EEH T ERIIIIRIET - X5t RVFRSREFRSISEH, mohSE
BT TR FEF I R EH B -

F T 530 RGP T RE Lvnode RIERIIE SRR O € SUEE R k. #
M RIFAE B B A4 vfoo_if.m) -

{5l 14.1. NewbusfhJ7i%

# FOO HHHHHHHHHHHE.. #
INTERFACE foo

METHOD int doit {
device t dev;

h

# #HHHDEV M ETHOD (\#####HHDEFAUL TH#HHHHHHH

METHOD void doit_to_child {

device t dev;

driver_t child;

} DEFAULT doit_generic_to_child;
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Newbus API

HEORGFER, ErE— D “fooifh” | HA & R EE I

int FOO_DOIT(device_t dev);
int FOO_DOIT_TO_CHILD(device _t dev, device t child);

PERE BB RR SO, R BN “fooif.c” s HAEE LA
S, X R EUH TR R TR A B K s B L B A AR e L -

REENTWHANTEERD . F—1EAEOEK N & (device)” | HEIES
AW &R Wik “&f& (device)” BOMPRIITIE AFE “HRM (probe)” |
“HEFE (attach)” F1 “4pES (detach)” | M THREERIBE AW, DL “KH
(shutdown)” | “HEF (suspend) ” I “PRE (resume)” | WATHTRHEEHE
Hle

A=A, BIMEREOR “bus” . WEOESMATEEHTHFEZTI®SE, &
FHR RS ENEEEER |, HM49E%  (child detached,  driver_added)
A R (alloc_resource, activate resource, deactivate resource,
release resource) -

“bus” FOHMRETTIEN BEESMFEEZTFHITIRSG - X EEFEH
HIF S BIe IR IR G S EFE R RS Fi&&E . HT  FEHREREIERF
RAD, XEETTEPRIREZ AV Vi1 (accessor) ML, VilAIE  BREUHRERIOL
AR S LR B0, 7% BUS TEARDOWN_INTR(device t  dev,
device tchild, ...) AT LUFF %L bus teardown intr(device t child, ..)sR A -

RO R R B R TP T BRSO DARR AN B 2 B ThRE A ] - i
w, PCIBERIENRFE LT “pci” 0, WEOBEHANTTIE read_configffl
write config, AT UhlRPCI% & HIBLE ZF 788 -

14.3. Newbus API

FFNewbus APLAEF A, ATENRKEIHML - ACEK T —AZ HHREL
=g

H/Sh e

14.8.1. BRARAE FHPe)E R

go/syd[arch)/[arcch] — $FEVLEREWE WZRIBATIX ™ EH5 - Fluni38ess it
SPARCBA4EH -

'bus_generic_read_ivar(9) and bus_generic_write_ivar (9)
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http://www.FreeBSD.org/cgi/man.cgi?query=bus_generic_read_ivar&amp;sektion=9
http://www.FreeBSD.org/cgi/man.cgi?query=bus_generic_write_ivar&amp;sektion=9

% 14 = Newbus

srdfsysldevi[bug] — SCRIRFE [bus] A AL THX M HoR -
sc/sysldevipci — PCLEASFFRIBALT X4 H¥ -

srelsysllisalpci] — PCL/ISAR&IRANIEF A FiX 4 H3% - FreeBSDAORRAH, PCl/
ISASCRFURS i HAFAETX D ERF -

14.3.2. EREMF LA T L
devclass t — ;X5 sruct devdlassiFEET AL E L -
device method t — 5 kobj_method tHI[F (£ sdsyskobj.h) -

device t — JXJEFE[A struct device TR AIRALE XL - device t FIoRALIH AL A -
ERNENS . SEIANT 2% sc/sydsyshbus privateh.

driver t — XE—PRAEN, E5IH dructdriver. driversitE—2 devica#)H
A5 EWREEREEF FAEEEE -

& 14.1. driver tSE¥f

device state tE—PH2EA!, B device state. T fl & Newbusi% &7 H BhilL & /i 5
AIRERPIR -

& 14.2. E&REdevice_state_t
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# 15 ¥ FPETAL

4t %% . Jean—-Francois Dockes.
]iE. .

15.1. @4~

FreeBSDFE 3 T 2 5T I M 4503 P 75 35 A BRI B0 5 8 A A5 SR VA4 B 90 o 5

BB 7 5 AN 8 4 (03 -

pem (4) HEZR R F T RGNS o & BB ST R A48 1

o AN EBFNETMEETEREASERED (read, write,
ioctls) o ioctlfr&HEAIAZMOSS BivoxwarelEl, folF—AkZ kR FE
RIS SR -

o HEEEEERMALMRIE (BEit, EaiEE) -

o —ANF—RUEEEED, ST T T A O

o WHREEAEAEED (aco7) BFtZAREAREMRN  (FIn: 1SA DNABIRE) H)
LIPS EE

HHRF 8 R B SRR B I B R E IR B AR PR SE TR, XS IRENRE R fRhiEE
RSO, FAREHpemfUid T .

AREH, RiEporffaE FWEEFH) A0, BB, X HURE 4 2 AR
[I=1:08

TR WS & AR ENEREIT R, HERITLERBIEY  &ES
%o 1R, ATEEFNE ORGSR, XWERERRTER.  A0HHES
HHEZREE O ) — M0, HERIE S IE BN ATREH I — 2800 .

TERASMETRE, BB UER T N—"1 AT TAEREFITT IR IEZ Sh, RAT A
http://people.FreeBSD.org/~cg/template. cFRE|—PERIT R ISR FREAR -

15.2. X HF

B lusr/src/sys/sys'soundcard.hrf 4 foct M E b, B HIAE R AAD 24 Hif
(FreeBSD 4.4)fii T Jusr/src/sys/dev/sound) -

fElusr/src/sys/devisound/ RTET,  pon SR RS H.OMREE,  TMisaifipd/BR+E
ISAFAPCIHR FAREHFRFF


http://www.FreeBSD.org/cgi/man.cgi?query=pcm&amp;sektion=4
http://people.FreeBSD.org/~cg/template.c

T,

o

4

}-%/\—

15.3. &N, #HEF

RN A S R TR R IR e P A R R IR IR A E e (i) - IR
AT REA B BT — N T P ISABRPCIFE TN B AIRIE L5 8. -

KT, 75 2R A R T S R,
o AT B O FE B A pemsik e, WE— WERE LS sruct snddev_info:

static driver_t xxx_driver = {
“"pem”,

XxX_methods,

sizeof(struct snddev_info)

-}

DRIVER_MODULE(snd_xxxpci, pci, xxx_driver, pcm_devclass, 0, 0);
MODULE_DEPEND(snd_xxxpci, snd_pcm, PCM_MINVER, -
PCM_PREFVER,PCM_MAXVER);

REBHETWNEFHEFELT HREHMIMAEER . AR  ShEs
FEEREGIRER E  HihbaEE WA pom_register)F1 mixer_init() %245 pom.
JE T pem R e hE(E Dy A I A S AR EhRE e O B S 5% [E1 ok -

o FAEINENIE R AR RE R 2@ 13 Fmixer_init() [ pem7s B B AMIXEREEACIT
O MTMIXEREED, XREEIERM  oxmixer_init() -

o FEEIRENFEF HEEI RS ET VA pom_register(dev, sc, nplay, nrec) [ pemps AR E:
B FCHANNELEL B, HAi sc & &EURGMAHLE,  FEpemll G HEAH S H
2B, nplayflinrecEBAAIRE HEEEE -

o FEEICHEFIERFIEES R pom_addchan()7= BB & MEEXN & . X2
7 pom B ELEE AR, HEESTEAM  xxchannd _init)  (FE: ES
ZEL) .

o FEEIRSER K B BIRRAERE BR 2 B = A pom_unregister() -
B MET RER T VAR AL B R PR &

. f#Hdevice identify()/7#%  (Jiffl: sound/isales1888.c) - device identify() /i i%7E
EAMREFRIEE S, WRA ISR &M= Q& — D pemit &, X Ppem
WEEE 2Wf%iES probe/attach.

o FHEHINZEERTE, AHoeni &R EEYMhints (JEF: sound/isal
mssc) -

pCm3l SHAE B 24 5231 device sugpend,  device resumefll device shutdownffi#2, X
FERVRE TR EI B AE (ERHD A IEVER -

308



15 FETAY

15.4. 40
pemiZ 05 B F I Eh AR e Z IR HE 1 LIRE INAZ S IYYE SR E X -
SRR PR IR EAE O . CHANNEL DL Bz MIXEREFACIT »

ACOTR—MR/NIREF T (FFfFasi/F) %A, HIRSREF AT ACOTYRID RS
FRAURECFACSEIL - SXMPELL R, SEPRAY MIXEREE M FHpem £ Z EACOTIUIE IR L -

15.4.1. CHANNEL#: o
15.4.1.1. JZFAFEGBFTEZEZER

A EIXENRE 8 5 — D AVE SRS R T i g, WKsh R SGFRIRE
UM EHIEES T — -

KT BTVE BICHANNELER L R B, 55— SR — DA B RTRE -

FASECE IR FAVE MEE RIS R0TEE,  channe_init()52 MEIS, ERITEE
TRIEAVE BEsH (GRRE HpomlUs EAFLEETRE) -

15.4.1.2. HIEAMmBAEME

T EERIEEHE, poniZO5EEIE AR T — 1 Hstruct snd_dbuf iR 9
HZ N XTI R -

struct  snd_dbuf:& pemANVE I, 7S B IR Fradd A A D R PRAL
(sndbuf_gebocx())  SRARFFRES BRI -
HEZNF R NET sndbuf_getsize(), FH B HFINANEE, HET

sndbuf_getblksz()5 15 FIARZ 5 -
HRERO, WA EILHIN T CREROTRMERE)

o pomJTIRIHEFELR X, SR LA ZHPCMTRIG_STARTA FH 7 & JX sh A Y
xxxchannd_trigger() -

o EEIREFEE ZHELL sndbuf_getblksz()F 15 A/, EEH AN XS,
(sndbuf_getbuf(),  sndbuf_getsize()) ZHEIIZE - X TEA LR EHpemeA
$ chn_intr() GO 7EHITE B & 4) -

o chn inr()ZHEREEEUE S LEARL BoRCieheiis (BESH) MXeE, ¥
X end_douf 45452847 18 =4 B T «

15.4.1.3. channel_init

i Fooxchannel _init)R WA L& ML FISREEIE « X D TR
EEGIRETGE . (ZF HRAEE—T) .
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CHANNELEE[]

boyiliE structsnd dbuf it . BN HAE BRECHIE Y sndouf_alloc() A tA
o BT XA/ NE R R 3s SR RN — MBI

Cy pomidiE FEHISE A HITEET - SXRDANE $8E - B SR ERIFE R
B E, EJFHEA pomei% (140 chnintr(c) FF&fEAE -

dirfs RiEE 7 (PCMDIR _PLAYE;, PCMDIR REC) -
PRECR IR A — R, IIREHR M A T AILEERE K. BRER
SR & B3 H b3 EE R O YA -

15.4.1.4. channel_setformat

xxxchannel_setformat()R 24 #4578 BiE,  FFE A B g s ERELF -

© formatly AFMT XXX vaueliZ— (soundcardh) -
15.4.1.5. channel_setspeed

xxxchannel _setspeed() T4 75 € BRI EE BB ERE M, F R AR A A] fE T HT )
HE -
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15 B FETARY

15.4.1.6. channel_setblocksize

xxxchannel_setblocksize()i EER A/, X EpemS B HENRET, DLE S5 72
Fr5 s Z AR RIEAALRO R N o (R, BRRIEEXHE N BaRfE, A&
X EHRE PRI 2 YA pomi¥) chn_intr() -

K B LR LBOSAA, R4 SEBFE TP IS BRI M -

O RECRE A REFEGS FRAN - WERIRANERRL T, SXFEOLT R
Fisndouf_resize()#& L& IXHIA/ ) -

15.4.1.7. channel_trigger

xooxchannel _trigger()FHl - pemaie il AK R e F A SE B % R -

O gofE CHETHAMBIE . ATRERIE:

o PCMTRIG START: W#hfEFNY  BEoh /28BS X AEIE T -
BT WY@t sndbuf_getbuf()F sndbuf_getsize() RGBT X () Kbkt
AN

« PCMTRIG_EMLDMAWR / PCMTRIG_EMLDMARD: #Hif#5EhfEF, #i
AR IR X ATREC R T - AZHAREIEF E BRX LA -

« PCMTRIG_STOP / PCMTRIG_ABORT: IXBIHRFR {2 1E 4 /i A% -
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MIXER#E [

EEYN
@ WERIBEHFEF A ISA  DMA, MR MR % & EHUTEhIERr A
Fsndbuf_isadma(), FHZbFEDMAES v —T7 ) Z1E -

15.4.1.8. channel_getptr

xxxchanne_getptr(IR B fig i X - HEIRI& e - B Hchn intrQE A, 1A
X LR 4 pomdE B R Y R LIEE BiEdE -

15.4.1.9. channel_free

i Fxoocchannel_free() R BEUEE BT, Blan S ANshiEFEEns, JF BaniRimiE %
AN, 8 MR EHsndbuf_adloc(Q# T4 X EL, TR 25K
XA BREL -
15.4.1.10. channel_getcaps

struct pcmchan_caps *

xxxchannel_getcaps(kobj_t obj, void *data)

{
return & xxx_caps;

-}

O  XAMFIREREFER GEFESE LK) pemchan_capsttffRET (£ sound/
pemvchanne WP E )« IXDNEER GRAFE S MTBOCR IR M R Z 1 H
EHE o R FE) R AT LR — G -

15.4.1.11. & % &4

channdl_reset(). channd_resetdone()fl channd_notify()F T455% H /Y, RENE AL
(Cameron Grant) FHATHRT Z B Y ERSIARTH LIME -

AN (5 F channel _setdiir ().

15.4.2. MIXER# &

15.4.2.1. mixer_init

xooxmixer_init)#IIaLAE R, FEEF pemft 4 1B 5 &8 AT R RIS & -
static int

xxxmixer_init(struct snd_mixer *m)

{
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mg

TH

5

ERER

0 EE-NEEEFHAM, A mix sadevs) mix_satrecdevs()S 5 F
pCMFTEA 2157 -

R 8 07 € AT BLfE soundeard hrf HF . (SOUND_MASK_XXX{HA
SOUND_MIXER XXX#&f1) -

15.4.2.2. mixer_set

xxxmixer_sst() B E I FEREEEHF (level) o

0 KEWIEEHN SOUND_MIXER XXX {H
TEVBRE [0-100] Z [AIFEEH &E - FEN LI EFHFE -
@ T ER) JH (level) ATEENILESA LG, 2 HEL FLefE, FifEhR

B0 EE TR EOSEGRE A E (FEE0-100) -
15.4.2.3. mixer_setrecsrc

XXxmixer_setrecsrc() i & SR VRIE A -
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return src;@

-}

0 MEMFREREH—MIEEE.

0 RENFEMRFEMERLE . —LEIRFRERE— FTHERE. IR
HEREEIR, AN =R [E-1 -

15.4.2.4. mixer_uninit, mixer_reinit

xooxmixer_uninitOR SR & & MR EE, I H AR ATRENI N 4 1H R & as i i
WrH

XXXmixer_reinit(); 24 i (R 2 g iF 14 e, HAKE BT A3 mixer_set()EL
mixer_setrecsrc()2 il F% & -

15.4.3. AC97#: 1

ACOT A ACOTRIBIATD SR IR TSR] . B RE =
o Xxxac97_init()iREIFRENH] acoTHmALARIGZSAIELE -
. ac97_read()5 ac97 write()iL 5 R E A 78S -

The ACOTHEMH pemHAIACOTRIERHITRZHIE. 2F sound/pci/maestro3.cal
sound/pei/ 1R 25 HoAth A A E R -
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it

AELRFIT18FreeBSD S PC CardalCardBusif & IRSNAE P MR HLATHLE - HH
A SCRAES T 1A 1 I B pecar dIRBIAE FF RS AR EH AR 7 «

16.1. Fhek %

6] BT SCFF fpccar L& IR PR INFNE & RIS IREL S RYifEFreeBSD 4 HIff
FREARRET - ZELETHRRA S, TR fec P B— P IR & - N
FreeBSD 5.07F1f, X&WIETFRAE ENIZHFFT 2% & - MEARTE PRI
FRENE, BIIRFHERERLE -

16.1.1. BE%

A LUE MO IEARIRGIPC Card, MBMIEET R LA CISER - H—MOTiEE M
FREREA MEET RS - B OMUTEREAA TS, PSR EES
FECISH . PC Card/di (I 4E Fp UREE R A — SR AR Bt — 1 B BT
AENEFFIIRE B S i€ DL H IR s R 7 AR &

—MREREFREOLE, EDAFIR—FPC Cardf* MR HZ% #it, REIE
XDRITREG AN AT, LEETY EHE . IREATEE  Fkit, EEbf]
B bR PRI S 7, R A ST BEIR T - RMmETIE R
SIE RS, RMEEo EFER, SXEEHOEE  mACFEG . R, TR
TERBAT B CARASH i, SXLEBEBTR H O 2] A FIZ FRONCISZS Al AT
FAFERA, AR EhEE A RAID .

LT UL, X TFreeBSDRULHFHECTF IDAT LIR/NTAERE - R SN
IDINAE| RGHLT R TR RS ZbE - TR R R BEEHREE, I
HEYBRMEERORREETOEREYEEE P AFMID Bf . Linksys, D-Link
FiNetGear 242 HEMFRIT AL EEFRER - HRASIT AT RELE H AR LUE W
BuffaloffiCoregaff)4 FH & - IR, XL& K& B/AHH [E BH3E A fID o

PC Card B2 7 EHOEIEZE /sys/devipccard/pecarddevsf (-7 T R IUE R,  (BAE
EMANRAEFEENRBEAER - EHRET —ER, UATE WeigFhk
PR &EMRPESMOIERHRLE -

e, REIEFE R S RANE S HE R - XS EHEMER ANECIsy
PFERIEECEN] - WRBNIATFEIMNSIEZELZYL, BT FEEHE
ENE R HUAT BICD-ROMFR LA R UL AN LTI - JEF N S8 h  FEAXMITIE, EA
THILRSIN TIRE &, FNENRAENREIPC  CardF ML HIOEMAS BT Z HIIIA
H, RSN By ik



pccarddevsfig

16.1.2. pccarddevsty & X,

pecarddevs SR T - B—ToAEH ENTRIPRLEM RS M T HEESE . AT
R . ToTES T XSHRIREEANTE R, GBI SIS
MR TSR . AT REFASWER (B, BIERATA LACERCF AR
T, HAT MARET ANRMCISIRE IR & HR) S5 R 8 ITEC T AR
PR EE X TTIR I « i, SCHFAEART3 5 AT DL R C KRS BT RE -

SRS — TR & B ID . HRFFIIREETHER - 0o, h T fREE—EM
AR R TT ORI M5 R, BT 5NetBSDIE RS U, BEBLiE TR
SO B2 - 7140

vendor FUJITSU 0x0004 Fujitsu Corporation

vendor NETGEAR_2 0x000b Netgear

vendor PANASONIC 0x0032 Matsushita Electric Industrial Co.
vendor SANDISK  0x0045 Sandisk Corporation

BART LR ID . REETIHENETGEAR 2 SEPR L ENETGEAR A E NG SE K )
OEM, NAFLERIRMSHFRIEZ TR HAKE  NETgear f# FHHIEAARIID . XL
B EESE . |7 LA RBTFRERARITIR . A HRERER%
Fo BT Epccarddevs M HFHES LI, &FHEAENREEF T
£, FIRFERED 7 ERARNCIIRT . F— A H BRI T/ #E 4L
FIDo RNEIRIN OxFFFFFFEONiZ=N D, ENENTRERE D (A& =1D%E
&' MEEANSEREREZNFH BFF, FAXiERnone) - HELHRTH
RATRAR TR - XD FRFER 7EFreeBSDAER T H TR B RISMFICHEH

S

SOV R ET . IURAE T R A E

* Allied TelesisK.K. */
product ALLIEDTELESISLA_PCM 0x0002 Allied Telesis LA-PCM

[* Archos*/
product ARCHOS ARC_ATAPI 0x0043 MiniCD

BASHEERILETEL . BPE Ry - Retithimey, HEEE
k. FHRESmET, WAFERSNEFTER, BN &2 —MERCHA
P, BRI ALECT IR K - RIER RISt b= miD. 507 7 OxFreffeffAn
OFFRHREIIANE - BJERKTEE B SR TAFE 4 - HTFreeBSDipccardd
SRERETFEMNTERICISFR BAE—D  FREH, EHHX 7R R fEFreeBSDH
EHEAE, HRLECISFK BN R ERE NI AT REGEH - 7 Mg i
WIFRHIRFHET, NEEE 7R IDIECTFHER - B HIER A HHilE — & CER,
FHAZAHE 1T

B SIE MR —T, BTSSR IDA -1. -17EFreeBSD pccard =4

REPEWE “RERXMPEFRE" - BTEMRCRAT, TENrEF L
— o BRI Z IME SRR TSR —T
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R — 1 L TR U A IR F - X —TIORR SEA  TIOREE AR

M-

BAEERE T MRy, FRUNEST, REFRFNET,  BSEXE
BTHIREE . WM, XZEMSIBEART - B0 098, FRILDFA
B o IXEEFAF AN RCIS_INFOZ TR A E ) HETH, = MMEBUMEE - XLy
PR A pocarddevshiUREFFIdIE, F  &spBON  SCPRAYZSHE - 2355 HEDR
& HENXHERS N 4 2 - EBOEFERIBI T A MRREISRHE o BRIEXT R
BIERUBREE, BNIARNAEET BERAS . GRHREEI TR S
BRIVRZARMA, XA HRELTIE, XMHR NIFLEEE RS iEiE
AR A FEFreeBSDH BXELIGEA - AR AREEHTHSBE (AN, Mg
55E) |, HEME F—mETRZEAFEISE, XHRELEY . MR,
MIFEARLE BB R IR ERFFHE R AHIE 7 /7= o D B , BER KT R 2K
. HERREE A IENFR AT .

16.1.3. %M 4] £2 45 45)

BB [ BT SCRF R SR PR &, L E SRS BN AE IR
MAN/SILEEGIRE - TR NERRME T —MRAR, XA FreeBSD S.xAH—4
B - BT ARwindow—dressing N, iXJLAH T — DEAELHIARA -
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HE AT

X LFATTHE — AT LAPCER D LA % B8] BpccardBRMGFIFE - Wi BH i,
GFAREARF (WRARE  foo_pecard probe)llgifE:  foo pccard match() - BR%L
pccard_product_lookup()i& — 1B A KA, Bl RIHREFE R T AT ILELA S — D
FIFEET . —LLIKEhR P AT REE X IMLEISR B LR BIRn{G B &2 2 IR Eh e 7
FIEEERS, FIRPITREEEDE.  HE—RZRRNRRE — I ARERE,
ML RIS — N ITTEN Fifpccard_product o

Mg — T Fwi_pccard_productsit 2 & 8, P 4% H#E PCMCIA_CARD(foo# bar#
baz))jE= . foofsr#ok B pecarddevsIfiliE R 1D bar&Br A= i -  bazit
PRI INRES -« ¥ Epccards AL ZMNIRE, REBRNER ST EEIRITIGE
0. fRA[LIE—F PCMCIA_CARD D, B A5 T3k H pecarddevs 4K & ik -
{RFTLIEE PCMCIA_CARD2F]I PCMCIA_CARD2 D, M/REE (LA
iR 1 “Mpccarddevs HHUS” i, [RIDCACCTST-ARF B FHIE 7 5 RSt 2
HEIEAT-

16.1.4. FFEebk—A

W, T —DHhErseE, LAHT NESE. B, LAINEE  REWAE
Bo FEROX BB S TR & iEARIPC CardeliCFREF,  H 4 Hidevinfo -
Vo IRATRER B B — LRI N HE ) K P:

cbb1 pnpinfo vendor=0x104c device=0xac51 subvendor=0x1265 subdevice=0x0300 -
class=0x060700 at slot=10 function=1
cardbusl
pccardl
unknown pnpinfo manufacturer=0x026f product=0x030c cisvendor="BUFFALQO" -
cisproduct="WL|2-CF-S11" function_type=6 at function=0

VE R H I —E0 5« &SRR sh N7 AN 1D . Micisvenderfll cisproducty
CISHI$RHERIHAIR A= T F R R -

BT HEATE SRS LR, B E =A@ TIRRE - TR
fl, LEARESEMHEEMIL T « BATESIRHEE NBUFFALO, EEZHE -1
FHT:

vendor BUFFALO 0x026f BUFFALO (Melco Corporation)

XEEBATRATLLT « B FREH—DKE, BHRNEELI . BRI L.

/* BUFFALO */

product BUFFALO WLI_PCM_S11 0x0305 BUFFALO AirStation 11Mbps WLAN
product BUFFALO LPC_CF_CLT 0x0307 BUFFALO LPC-CF-CLT

product BUFFALO LPC3_CL T 0x030a BUFFALO LPC3-CLT Ethernet Adapter
product BUFFALO WLI_CF_S11G 0x030b BUFFALO AirStation 11Mbps CF WLAN

FA 13t AT LAIA] pecarddevs i

product BUFFALO WLI2_CF_S11G 0x030c BUFFALO AirStation ultra 802.11b CF
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B, FE-DFIPER EH- Epccarddevsh, FIARXEEPRR AR F%
WNRERF - VRAEIRBHREFF AP A BN T2 B SE AL T T2 5

# cd s c/sys/dev/pecard
#make--f M akefilepccar ddevs

—BFERL X PR, RS U s i€ 7 o X RE— mIn—1TH
B BRI
static const struct pccard_product wi_pccard_products[] ={
PCMCIA_CARD(3COM, 3CRWET737A, 0),
PCMCIA_CARD(BUFFALO, WLI_PCM_S11, 0),
PCMCIA_CARD(BUFFALO, WLI_CF_S11G, 0),
+ PCMCIA_CARD(BUFFALO, WLI_CF2_S11G, 0),
PCMCIA_CARD(TDK, LAK_CDO11WL, 0),
{ NULL -}
Jii

ER, BRETPMOTIHES T+, HXAE FRERX 1T AEEEEHRm
BISEPRIRAIRE R - — BRI TaXAT, Bt ATLLEETR e, HiAER
ERERERAE - WRTIHBIHSE  FFRETIE, HRAHT « REATIE,
WL E TEMFREAREHR R DT - IRERARNAG N wE, Balr
FIREMUEE T4, NEER RAasg—P.

WASRARRE — P FreeBSDIR (U fjcommi tter, F HFFERIUAHKAS EH TIE, M
PR SR LSRR AL I A - IRTTE L/ I HIR TS IR - REHE . HAE, IR
i pecarddevs £ B o SERUE, ARG TE BT A pecarddevsh HRFEER
A—IRIESEHRIRSE (XN T HARIEWHA) SFreeBSDSHRE & B 7E /G HIFISCHH) -
E, TR R ERMREINEES -

16.1.5. R’XHFHEXE

RE NEHIEHR &I B REGTEE  EAZIE . WERENER  PRER
2, HRPREWIABIEERTICR . IEMREZAANZER. R PRES, T
FCH L ELEL S pecardevs hifdi £f, BRI BREEAR YT LAEH =42 - L& 508 HOdid
M P EANEFFAEN T RLE 1 WRIRAFLES T, HHOBMOEN AT, 1EH
R 2B E AR RS OEM99 « $RATFH R 2 FRATOEMO9, I R 1% 4R F Bk i FIOEMZR
HHFRZm TN B—1-
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